Part 1: Product Introduction

System Overview

1.1 What is SoftAC

TOTOLINK SoftAC (Software Access Controller) is a centralized wireless network management system
designed for businesses and organizations. It allows you to manage multiple TOTOLINK wireless access points
(APs) and routers from a single, easy-to-use interface on your computer.

Think of SoftAC as the control center for your wireless network. Instead of configuring each device individually
by logging into them one by one, you can manage all your network devices from one place, saving time and
reducing complexity.

Key Benefits

e Centralized Management: Control all your network devices from one dashboard
e Easy Setup: Automatic device discovery and simple configuration wizards

e Real-time Monitoring: See device status and network performance at a glance

e Batch Operations: Apply settings to multiple devices simultaneously

e Multi-platform: Works on Windows, macOS and Linux computers
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1.2 Main Features
TOTOLINK SoftAC provides comprehensive features to simplify your network management tasks:

Device Management

e Add and Configure Devices: Easily add new APs and routers to your network
e Device Groups: Organize devices by location, floor, or department
e Batch Configuration: Apply settings to multiple devices at once

e Device Status Monitoring: Real-time visibility of device health and connectivity
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Configuration Templates

e Pre-defined Templates: Use ready-made configurations for common scenarios
e Custom Templates: Create your own templates for specific needs
e Template Variables: Customize settings without editing the entire template

e Version Control: Track changes and revert if needed

Network Monitoring

e Real-time Dashboard: View network statistics and performance metrics
e WiFi Session Tracking: Monitor connected users and their usage
e Alert Management: Receive notifications about network issues

e Traffic Analysis: Understand bandwidth usage patterns
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e Centralized Updates: Update device firmware from SoftAC
e Batch Upgrades: Update multiple devices simultaneously
[ ]

e Version Tracking: Keep track of firmware versions across all devices

Security Features

e Access Control: Manage who can connect to your network

e Credential Management: Securely store device access credentials

e User Authentication: Control access to the SoftAC system

e Audit Logs: Track all configuration changes and system activities

1.3 System Architecture

Understanding how SoftAC works will help you better utilize its features:
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Components Explained

1. SoftAC Application: The main software installed on your computer

2. Management Interface: The user-friendly dashboard you interact with

3. Configuration Engine: Processes and applies your settings to devices

4. Database: Stores all configurations, device information, and monitoring data

5. Device Communication: Handles secure communication with your network devices
How It Works

1. Discovery: SoftAC automatically finds TOTOLINK devices on your network
2. Registration: Devices are added to SoftAC with their unique identifiers
3. Configuration: You create or apply configurations through the interface

4. Deployment: Settings are securely sent to the devices
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5. Monitoring: Devices report their status back to SoftAC continuously

1.4 Supported Devices
TOTOLINK SoftAC is compatible with a wide range of TOTOLINK network equipment:
Wireless Access Points (APs)

¢ Indoor APs: For office spaces, classrooms, and indoor venues
e Outdoor APs: Weather-resistant models for outdoor coverage
e High-density APs: For environments with many simultaneous users

e Wall-plate APs: Distributed in-wall mounting options

Device Requirements

For a device to be managed by SoftAC, it must satisfy:

Requirement Description

Brand TOTOLINK branded equipment
Firmware Running compatible firmware version
Network Access Reachable from the SoftAC computer
Authentication Valid device key or credentials

5 Note: Check the TOTOLINK website for the latest list of compatible models and firmware versions. To
ensure the management on APs, firmwares of APs should be the ones published after 1st Oct 2025.

Scalability

SoftAC can manage networks of various sizes:

e Small Business: 1-10 devices
e Medium Enterprise: 10-50 devices

e Large Organization: 50+ devices

The system automatically adjusts its performance based on the number of managed devices, ensuring smooth
operation regardless of network size.

¢ Tip: For optimal performance with large networks (50+ devices), we recommend running SoftAC on a
dedicated computer with at least 8GB RAM.

Network Compatibility
SoftAC works with standard network configurations:

e |Pv4 Networks: Full support for traditional IP addressing

e VLAN Support: Manage devices across different VLANs
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e Remote Management: Access devices at branch offices via VPN

e Mixed Networks: Manage both wired and wireless devices

Getting Started

Now that you understand what TOTOLINK SoftAC can do, you're ready to proceed to the next section: Quick

Start, where we'll guide you through installation and initial setup.

%’ Next Steps:

e Review system requirements for your computer

e Prepare a list of devices you want to manage

e Gather device information (MAC addresses, IP addresses)

e Plan your network groups and organization structure

For technical support and additional resources, visit www.totolink.net

Part 2: Quick Start

Overview

This chapter will help you to get TOTOLINK SoftAC up and run it on your computer quickly and easily. We'll

walk you through checking system requirements, installing the software, logging in for the first time, and
completing the initial setup.

2.1 System Requirements

Before installing TOTOLINK SoftAC, please ensure your computer meets the following requirements:

Minimum System Requirements

Component

Operating
System

Processor

Memory (RAM)

Storage Space

Network

Display

Windows

Windows 10 or later
(64-bit)

Intel Core i3 or
equivalent

4 GB
2 GB available

Ethernet or WiFi
connection

1280x%720 resolution

macO0S

macOS 10.14 (Mojave) or later

Intel Core i3 or Apple Silicon
(M1/M2/M3)

4GB

2 GB available

Ethernet or WiFi connection

1280x720 resolution

Linux

Ubuntu 18.04+ /
Debian 10+

Intel Core i3 or
equivalent

4 GB
2 GB available

Ethernet or WiFi
connection

1280x%720 resolution
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Recommended System Requirements

For the best experience, especially when managing 20 or more devices:

Component Windows macOS Linux
Operating System Windows 11 (64-bit) macOS 12 (Monterey) or later Ubuntu 22.04 LTS
Processor Intel Core i5 or better Intel Core i5 or Apple Silicon Intel Core i5 or better
Memory (RAM) 8 GB or more 8 GB or more 8 GB or more
Storage Space 5 GB available 5 GB available 5 GB available
Network Gigabit Ethernet Gigabit Ethernet Gigabit Ethernet
Display 1920%1080 resolution 1920%1080 resolution 1920x%1080 resolution

5 Note: SoftAC requires port 18580 to be available on your computer. If you have firewall software
installed, you may need to allow SoftAC to pass through it.

Network Requirements

To manage your TOTOLINK devices, please ensure:
e Your computer can visit the devices on the network

e Devices are on the same network or accessible through routing

e No firewall blocks communication between SoftAC and your devices

2.2 Installation Guide

Follow the appropriate installation steps for your operating system.
Installing on Windows

1. Download the Installer
o Visit the TOTOLINK website or use the provided installation media
o Download SsoftAC-Setup-[version].exe for Windows
Run the Installer
o Locate the downloaded file in your folder
o Double-click softAc-Setup-[version].exe to startinstallation

o If Windows shows a security warning, click "Run anyway"

2. Follow Installation Wizard

o Click "Next" on the welcome screen

[e]

Read and accept the license agreement

(o]

Choose installation location (default is recommended)

[e]

Select whether to create desktop shortcut
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o Click "Install" to begin installation
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3. Complete Installation
o Wait for the installation to finish (usually takes 1-2 minutes)
o Click "Finish" to complete

o The application will launch automatically if you keep "Launch SoftAC" checked
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¢ Tip: If you need to install SoftAC on multiple computers, you can use the same installer file on each
one.

Installing on macOS

1. Download the Installer
o Download the appropriate version for your Mac:
= For Apple Silicon Macs (M1/M2/M3): softAc-[version]-arm64.dmg
m For Intel Macs: SoftAc-[version].dmg
[Screenshot: Download page showing both macOS versions]
2. Open the DMG File
o Double-click the downloaded DMG file
o A new window will open showing the SoftAC app and Applications folder
[Screenshot: DMG window with SoftAC icon and Applications folder]
3. Install the Application
o Drag the SoftAC icon to the Applications folder
o Wait for the copy to complete
o Eject the DMG by clicking the eject button in Finder
[Screenshot: Dragging SoftAC to Applications folder]
4. First Launch

o Open your Applications folder
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o Right-click on SoftAC and select "Open"
o If macOS shows a security warning, click "Open" to confirm
o SoftAC will start and be available in your Dock

[Screenshot: macOS security dialog when first opening the app]

i Important: On first launch, macOS may require you to allow SoftAC in System Preferences > Security
& Privacy if you see a message about an unidentified developer.

Installing on Linux

1. Download the Package
o For Ubuntu/Debian: Download softac_[version]_amd64.deb
o For other distributions: Download SoftAcC-[version].AppImage
[Screenshot: Linux download options]

2. Install Using Package Manager (Ubuntu/Debian)

sudo dpkg -i softac_[version]_amd64.deb
sudo apt-get install -f # Install any missing dependencies

Or double-click the .deb file to open in Software Center
3. Using Applmage (Universal)

o Make the Applmage executable:
chmod +x SoftAcC-[version].AppImage

o Double-click to run, or execute from terminal:
./SoftAC-[version].AppImage

4. Launch the Application
o Find SoftAC in your application menu
o Or launch from terminal: softac

[Screenshot: SoftAC in Ubuntu application menu]

2.3 First Login

When you launch TOTOLINK SoftAC for the first time, you'll see the login screen.
Understanding the Login Screen

[Screenshot: SoftAC login screen with all elements visible]

The login screen contains:

e TOTOLINK Logo: Company brand at the top

e Username Field: Where you enter your username
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e Password Field: Where you enter your password
e Remember Me Checkbox: Check this to save your username for next time
e Login Button: Click to log into the system

e Forgot Password Link: Use if you need to reset your password

Default Credentials

For first-time login, use these default credentials:

Field Value
Username admin
Password admin123

@ Important: You will be required to change the default password immediately after your first login for
security reasons.

Login Steps

1. Enter Username
o Click in the username field
o Type: admin

2. Enter Password
o Click in the password field
o Type: adminl23

o The password will appear as dots for security
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o Check "Remember me" if you want the system to remember your username
o This saves time on future logins

o Only use this on your personal computer
4. Click Login

o Click the blue "Login" button
o Or press Enter on your keyboard

[Screenshot: Clicking the Login button]

Troubleshooting Login Issues

If you cannot log in:
Problem: "Invalid credentials" error

e Check if Caps Lock is on (passwords are case-sensitive)
e Ensure you typed "admin" correctly for both username and password

e Try typing the password again slowly
[Screenshot: Login error message showing invalid credentials]
Problem: "Cannot connect to server" error

e Wait a moment for the backend service to start (especially after installation)
e Check if any antivirus software is blocking SoftAC

e Restart the SoftAC application

¢ Tip: If you see a yellow warning about Caps Lock being on, turn it off before typing your password.

2.4 Initial Setup Wizard

After your first successful login with default credentials, you'll be automatically directed to the Initial Setup
Wizard. This wizard helps you to secure your system and configure basic settings.
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Step 1: Security Configuration
The first and most important step is setting up your administrator account security.
Change Administrator Password

1. Current User Display
o Shows you've logged in as "admin"
o This confirms you've set up the main administrator account
2. Enter Email Address
o Type your email address in the "Email" field
o This email will be used for:
m Password recovery if you forget your password
= System notifications (if configured)
= Security alerts
Example: john.smith@company.com
3. Create New Password
o Enter a strong password in the "New Password" field
o Password requirements:
= Minimum 6 characters
= Mix of letters and numbers recommended
= (Case-sensitive (capitals and lowercase matter)
4. Confirm Password

o Re-type the same password in "Confirm Password" field
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o Must match exactly with the new password

o If they don't match, you'll see an error message
9 Security Tips for Strong Passwords:

e Use at least 8 characters

e Include uppercase and lowercase letters

e Add numbers and special characters

e Avoid common words or personal information

e Consider using a passphrase like "Coffee@Morning2024!"

Step 2: Network Configuration (Optional)
Configure how SoftAC communicates with your network devices.

Management IP Address
The Management IP is the network address which SoftAC uses to communicate with your devices.

1. Automatic Selection (Recommended)
o SoftAC automatically detects your network interfaces
o Select from the dropdown list of available network adapters
o The system will show the IP address for each adapter
2. Manual Configuration (Advanced)
o Select "Custom IP" from the dropdown
o Enter your preferred IP address

o Format: XXX. XXX XXX.XXX (e.g., 192.168.1.100)

% Note: Most users should use the automatic selection. Only choose custom IP if you have specific
network requirements or multiple network interfaces.

When to Use Custom IP:

e Your computer has multiple network cards
e You want to manage devices on a specific network segment

e Your IT department requires a specific management IP
Step 3: Review and Complete

Before finalizing the setup:

1. Review Your Settings
o Email address is correct and accessible
o Password has been set (shown as dots)
o Network configuration is appropriate
2. Complete Setup

o Click the "Complete Setup" button
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o You'll see the initialization page

o Click "Start Initialization"
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System Initialization
Setting up your SoftAC system

Welcome to SoftAC System Initialization

We will now configure your system with essential components including SSH keys,
templates, and trial license. This process will take a few moments.

@ Select Your Region
Taiwan

This will configure timezone, NTP servers, and wireless settings for your

region
Start Initialization

0%

o After successfully initializing the system, click "Enter Dashboard"
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o The system will automatically redirect to the main dashboard, click the language option at the upper
right corner to change the system language (currently, the initial language option is traditional
Chinese, TW)
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3. What Will Happen Next
o Your new password is now active
o Default "admin" password no longer works
o System is ready for device management

o You can now add your first device

Post-Setup Checklist

After completing initial setup, you're ready to start using SoftAC:
Administrator password changed from default
Recovery email configured
Network settings configured
() Ready to add first device
(U Ready to create device groups

() Ready to configure templates

[Screenshot: Main dashboard after successful setup]

Important Security Reminders
i Security Best Practices:
e Never share your administrator password
e Change your password regularly (every 90 days recommended)
e Use different passwords for SoftAC and your devices
e Log out when finished, especially on shared computers

e Keep your recovery email up to date
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Getting Help
If you encounter issues during initial setup:

1. Email Not Accepted

o Ensure email format is correct (name@domain.com)

o Check for typos or extra spaces
2. Password Not Accepted
o Ensure minimum 6 characters
o Check that passwords match exactly
o Remember passwords are case-sensitive
3. Network Configuration Issues
o Try using automatic detection first
o Consult your IT department for correct IP settings
o Ensure your network adapter is active

¢ Tip: Write down your new password in a secure location until you're sure you've memorized it.

Consider using a password manager for better security.

Next Steps

Congratulations! You've successfully installed and configured TOTOLINK SoftAC. You're now ready to:

1. Add Your First Device (Section 4.1)

o Learn how to add TOTOLINK devices to your management system
2. Explore the Dashboard (Section 3)

o Understand the main interface and navigation
3. Create Device Groups (Section 6)

o Organize your devices for easier management

4. Set Up Templates (Section 5)

o Create configuration templates for quick deployment

By Quick Reference Card

Default Login: admin / admin123

Default Port: 18580
Data Location Windows: %APPDATA%\SoftAC

Data Location macOS: ~/Library/Application Support/SoftAC
Data Location Linux: ~/.config/SoftAC

Support Email: support@totolink.net

Support Website: https://www.totolink.net
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Part 3: Dashboard

3.1 System Overview

Overview

The Dashboard is your central command center for monitoring and managing your TOTOLINK SoftAC network.
It provides real-time insights into device health, network performance, and system status at a glance.

Purpose

e Monitor overall network health instantly

Identify issues before they impact users

Access frequently used functions quickly

Track network usage and performance trends

When to Use

e Daily monitoring: Start your day by checking system health
e Troubleshooting: Quickly identify problem areas in your network
e Performance review: Monitor traffic patterns and usage trends

e Alert management: Respond to system notifications promptly
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3.2 Real-time Monitoring Data

Device Health Score

The prominent health score at the top of the dashboard shows your network's overall health as a percentage.
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Understanding the Health Score:

e 80-100%: Excellent - System running optimally (Green)
e 60-79%: Good - Minor issues present (Yellow)

e Below 60%: Attention needed - Multiple issues detected (Red)

The health card displays device status breakdown:

Status Meaning Action Required

OK Device functioning normally None

Problem Minor issues detected Monitor closely

Critical Serious issues present Immediate attention
Unknown Connection lost Check device connectivity

Deactivated Device intentionally offline None
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Key Performance Indicators

The dashboard displays four main metric cards:
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1. Device Status Card

Shows total registered devices and their current operational states.

e Total count: All devices in your network
e OK devices: Devices operating normally (green indicator)

e Critical devices: Devices requiring immediate attention (red indicator)

2. WiFi Sessions Card

Displays active wireless connections in real-time.

e Active sessions: Current connected users

e Total clients: All registered WiFi devices

Tip: Click the session count to view detailed session information

3. Network Traffic Card

Shows cumulative data transfer in selected time period.
e Total traffic: Combined upload and download
e Download volume: Data received (blue arrow)
e Upload volume: Data sent (green arrow)

e Time ranges: 24 hours, 7 days, or 30 days

99.9% v1.10.33

Uptime Version

[ Active ] 19.49 MB

13 MB

& A0 MR
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4. Alerts Card

Summarizes active system notifications.

e Active count: Unresolved issues requiring attention
e Critical alerts: High-priority issues (red badge)

e Warnings: Lower-priority notifications (grey badge)

Top Traffic Devices
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O beee v e 1 5 99.9% v1.10.33
evice Discovery Device Groups Templates Uptime Version
$¥ Configuration
B Templates . . .
A Active Alerts =y Top Traffic Devices pZOW 7d  30d
A\ Device Groups View All
® TOTOLINK 2FE73C  1clients (D 19.52 MB
QO Access Credentials " 1500 B
6.51 MB

@ 7

No active alerts

& Monitoring

(7 Device Monitor Last 24 hours

- WiFi Session Monitoring

View All Devices

/N Alert Monitor

& High CPU Usage o High Memory

Usage

& Firmware Upgrade

No devices with high CPU

3 Settings

TOTOLINK 2FE7... 81%

>_ Real-time Logs

This section identifies your highest bandwidth consumers:
Device Information Displayed:

e Device name and health status (colored indicator)

Number of connected clients

Activity status (Active/Inactive badge)

Download/Upload traffic with visual progress bars

Total traffic volume

Time Range Selection:
Click the time buttons (24h, 7d, 30d) to adjust the monitoring period.

Traffic Visualization:

e Blue bar: Download traffic
e Green bar: Upload traffic

e Bar length represents relative usage

= Poor Signal Quality

No devices with poor signal

i Important: Devices marked "High Usage" may be experiencing performance issues

X

a
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Performance Monitoring

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller

TOTO = Dashboard
@ Dashboard B Create Te... o1 OKJ
o Devices 2 Create G...
= Device List Ar WiFi Sess... 1

Q  Device Discovery Device Groups

$¥ Configuration

B Templates A Active Alerts

@\ Device Groups View All
O Access Credentials

No active alerts

) Monitoring
(M Device Monitor

4\ WiFi Session Monitoring

® 0 Critical

- a
X

- O
20

Us English

Total Clients 0 8 13.04.. 72653 .. @@
5 99.9% v1.10.33
Templates Uptime Version
&» Top Traffic Devices PZIN 7d  30d
® TOTOLINK 2FE73C  1clients (D09 19.57 MB
Sy e 13.04 MB
2 6.53 MB

Last 24 hours

View All Devices

/N Alert Monitor

@ High CPU Usage

& Firmware Upgrade

No devices with high CPU

3 Settings

o High Memory
Usage

TOTOLINK_2FE7... 81%

= Poor Signal Quality

No devices with poor signal

>_ Real-time Logs

Three cards monitor critical device performance:
High CPU Usage

Lists devices with CPU usage above 70%

e Device name

e Current CPU percentage

e Trend indicator (1 increasing, | decreasing)
High Memory Usage
Shows devices with memory usage above 70%

e Device name
e Memory usage percentage

e Usage trend
Poor Signal Quality

Identifies devices with weak wireless signals

e Device name
e Signal strength in dBm

e Quality rating (Poor/Fair)

' Note: Signal strength below -70 dBm indicates poor connectivity

X
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3.3 Quick Operation Entries

Quick Actions Panel

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller = (m} X

TOTO

(@ Dashboard

Dashboard

P

Total Devices

=5 Devices

= Device List

Problem

0 0

Critical

Q. Device Discovery 8% Quick Actions Device Status  [J WiFi Sessions & Network Traffic &% Alerts [0}
< = Add Devi.. 2 0 19.57 MB 0

@ Conﬁguratlon Total registered Active now Last 24 hours Active alerts

B Templates B Create Te... ¢ 10K &0 Critical Total Clients 0 ¥ 13.04.. 7 653 .. @@

2\ Device Groups 2 Create G...

QO Access Credentials A~ WiFi Sess...

1 5 99.9% v1.10.33

I:I Monitoring Device Groups Templates Uptime Version

(7 Device Monitor

- WiFi Session Monitoring A Active Alerts -3 Top Traffic Devices pZOW 7d  30d

i View All

&5 Alert Monitor = o TOTOLINK 2FE73C  1clients (XD 19.57 MB

& Firmware Upgrade o 13.04MB
@ A« 6.53 MB
& Settings No active alerts
Last 24 hours View All Devices
J_ Real-time Logs
The Quick Actions panel provides one-click access to common tasks:

Button Function When to Use
Add Device Open new device registration Adding new access points

Create Template
Create Group

WiFi Sessions

Open template creation
Open group creation

Open session monitor

Standardizing configurations
Organizing devices

Viewing connected users

Using Quick Actions
1. Locate the Quick Actions panel
Found in the upper-left section of the dashboard

2. Click desired action
Each button opens the corresponding function directly

3. Complete the operation
Follow the guided forms to complete your task

Best Practice: Use Quick Actions for routine tasks to save navigation time
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System Information Cards

Soft AP Controller - TOTOLINK = o
SoftAC - Software AP Controller = (m} X
L=l LINK — , o
- = Dashboard Us English Ja\ @

(@ Dashboard

2 0 0

Total Devices Problem Critical Unknown Deactivated

o Devices

= Device List

Q Device Discovery €3 Quick Actions Device Status  [J WiFi Sessions & Network Traffic &% Alerts [0}

@ Configuration = Add Devi... 2 0 19.68 MIB 0
9 Total registered Active now Last 24 hours Active alerts

B Templates B Create Te... ¢ 10K o0 Critical Total Clients 0 ¥ 1311 .. 7 6.57 .. @w

2 Device Groups 2 Create G...

QO Access Credentials A~ WiFi Sess...

1 5 99.9% v1.10.33

|:| Monitoring Device Groups Templates Uptime Version

(M Device Monitor

4\ WiFi Session Monitoring A Active Alerts & Top Traffic Devices pZOW 7d  30d

Alert Monitor View All
a © TOTOLINK 2FE73C  1clients (0D 19.68 MB
N e 13.11 MB

& Firmware Upgrade

@ A 6.57 MB

No active alerts

3 Settings

Last 24 hours View All Devices
>_ Real-time Logs

Additional system metrics display below the main indicators:

e Device Groups: Total number of configured groups
e Templates: Available configuration templates
e Uptime: System availability percentage

e Version: Current SoftAC software version

3.4 Alert Notifications

Active Alerts Panel
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Soft AP Controller - TOTOLINK = a] X

SoftAC - Software AP Controller -

(]
R pEl LINK — Dashboard us English Qe @

X

@ Dashboard B Create Te.. e 10K o0 Critical Total Clients 0 w1312, 7 650 .. @@

o Devices

2 Create G...

= Device List
evice Lisf A~ WiFi Sess...

o ooneen, 1 5 99.9% v1.10.33
evice Discovery Device Groups Templates Uptime Version
{$¥ Configuration
B Templates . . .
A Active Alerts s» Top Traffic Devices ZIW 7d  30d
2, Device Groups View All
© TOTOLINK 2FE73C  1clients (DD 19.71 MB
O Access Credentials < 1312 MB
A 6.59 MB
CJ Monitoring @
) ) No active alerts
(? Device Monitor Last 24 hours View All Devices
- WiFi Session Monitoring
£\ Alert Monitor
, @ High CPU Usage High Memory = Poor Signal Quality
& Firmware Upgrade (=)
Usage
{@3 Settings No devices with high CPU TOTOLINK_2FET... 82% No devices with poor signal

>_ Real-time Logs

The Active Alerts panel displays current system notifications requiring attention.

Understanding Alert Types

Alert Indicators (in alert monitoring menu):
o Red bell: Critical alerts requiring immediate action
e A Yellow triangle: Warnings requiring monitoring

Alert Information:
Each alert displays:

e Device name affected
e |ssue description
e Time elapsed since detection

e C(Clear button (X) for resolution

Managing Alerts

Viewing Alert Details

1. Review the alert list
Alerts appear in chronological order
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TOTO

(@ Dashboard
& Devices
¥ Configuration
B Templates
2 Device Groups
O Access Credentials
CJ Monitoring
() Device Monitor
- WiFi Session Monitoring

/A Alert Monitor

& Firmware Upgrade

3 Settings

>_ Real-time Logs

Soft AP Controller

2. Check alert severity

SoftAC - Software AP Controller

Dashboard
@ Create Te... .0 o><d o 1 Critical
2 Create G...
A WiFi Sess... 1

Device Groups

A Active Alerts

View All
4 TOTOLIL.. Health Crit{®.now

& TOTOLL..  Ping Packet® 1m

& High CPU Usage

No devices with high CPU

Icon color indicates priority level

3. Note the time indicator

Shows how long the issue has persisted

o "now":Just occurred

o "5m™" 5 minutes ago

o "2h": 2 hours ago
o "1d": 1 day ago
Clearing Alerts

1. Hover over an alert

The clear button (X) appears on the right

Total Clients 0

5

Templates

& Top Traffic Devices
© TOTOLINK_2FE73C

N

2

Last 24 hours

o High Memory
Usage

TOTOLINK_2FE7...

0 clients

- =}

- " X
us English C_\® @

¥ 653.1.. 7 4408...

99.9% v1.10.33
Uptime Version
PZUW 7d  30d
[ Active ] 1.07 MB
653.14 KB
440.87 KB

View All Devices

= Poor Signal Quality

No devices with poor signal

79%

X

a
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2. Click the X button

Soft AP Controller - TOTOLINK

TOTO

@ Dashboard
é, Devices
¥ Configuration
B Templates
2 Device Groups
O Access Credentials

CJ Monitoring

(7 Device Monitor

4\- WiFi Session Monitoring

/N Alert Monitor

& Firmware Upgrade

§8 Settings

>_ Real-time Logs

Soft AP Controller

3. Confirm the action

SoftAC - Software AP Controller

Dashboard

B Create Te... ® 00K

2, Create G...

A WiFi Sess...

1

Device Groups

A Active Alerts

8

View All
TOTOLI... Health Criti®
& TOTOLL..  Ping Packet® 2m

@& High CPU Usage

No devices with high CPU

Alert moves to resolved status

o 1 Critical

- o

- " X
us English Q® @

Total Clients 0 ¥ 653.1... 7 4408... @@

5 99.9% v1.10.33

Templates Uptime Version
& Top Traffic Devices PXIN 7d  30d
© TOTOLINK 2FE73C  oclients  (ESED 1.07 MB
N 653.14 KB
2 440.87 KB
Last 24 hours View All Devices
o High Memory = Poor Signal Quality

Usage
No devices with poor signal

TOTOLINK 2FE7... 79%

i Warning: Only clear alerts after verifying the issue is resolved

Viewing All Alerts

Click "View All" button to access the complete alerts page for:

e Historical alert data
e Detailed alert information
e Bulk alert management

e Alertfiltering options

Best Practices in Response to Alerts

Priority Guidelines:

Alert Type
Critical (Red)
Warning (Yellow)

Info (Gray)

Response Time
Immediate
Within 1 hour

As convenient

Action
Investigate and resolve promptly
Monitor and plan resolution

Review during routine checks

X
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Common Alert Scenarios

Device Offline:

e Check physical device power and connections
e Verify network connectivity

e Review device configuration
High Resource Usage:

e Check for unusual traffic patterns
e Review connected client count

e (Consider load balancing
Poor Signal Quality:

e Check for physical obstructions
e Review device placement

e Consider signal strength adjustments

¢ Tip: Set up email notifications for critical alerts in System Settings

Navigation Tips
Dashboard Refresh

The dashboard automatically updates every 10 seconds. Look for the subtle data refresh in the metrics.

Drilling Down

Click on any metric card to navigate to detailed views:

e Device Status — Device Management page
e WiFi Sessions — WiFi Monitor page

e Alerts — Alert Management page
Customizing Time Ranges

Where available, use time range selectors to adjust the data period:

e 24h: Daily overview
e 7d: Weekly trends
e 30d: Monthly analysis
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Troubleshooting Dashboard Issues

Dashboard Not Loading

If the dashboard fails to load:

1. Check your connection
Ensure you're connected to the network

2. Refresh the page
Press F5 or click the browser refresh button

3. Clear browser cache
Clear cached data and reload

4. Verify login status
Ensure your session hasn't expired

Missing or Incorrect Data

If metrics appear incorrect:

1. Wait for auto-refresh
Data updates every 10 seconds

2. Check device connectivity
Ensure all devices are properly connected

3. Verify time settings
Confirm system time is correctly set

5 Note: Contact support if dashboard issues persist

Related Features

e 4.1 Device Management - Manage individual devices

e 7.1 Device Monitoring - Detailed performance metrics

e 7.3 Alert Management - Comprehensive alert handling

e 11.1 System Settings - Configure dashboard preferences

Ssummary

The Dashboard provides essential real-time monitoring for your TOTOLINK SoftAC network. Regular
dashboard monitoring helps maintain optimal network performance and enables proactive issue resolution.
Use the Quick Actions for efficient task execution and respond promptly to alerts to ensure network reliability.

Remember to:

e Check the dashboard daily for system health
e Respond to critical alerts immediately

e Use quick actions for routine tasks
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e Monitor traffic patterns for capacity planning

%’ Quick Start: Begin each day by reviewing the health score and active alerts to ensure your network

runs smoothly

Part 4. Device Management

Overview

Device Management is the core functionality of TOTOLINK SoftAC that enables you to centrally manage all your
wireless access points and network devices. This module provides comprehensive tools for adding,
configuring, monitoring, and maintaining your network devices from a single interface.

4.1 Adding Devices

Function Overview

The Add Device feature allows you to register new TOTOLINK wireless access points and network devices into
the SoftAC management system. Each device is uniquely identified by its MAC address and authenticated using
a secure key.

Use Cases

e |nitial Deployment: Setting up new access points during network installation
e Network Expansion: Adding additional devices to extend wireless coverage

e Device Replacement: Registering replacement devices when upgrading hardware
Operating Steps

1. Navigate to Device List
Click "Device List" in the left sidebar navigation menu.
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Soft AP Controller - TOTOLINK = o X

SoftAC - Software AP Controller - " X
TOT LINK .
= Device List ”
Dashboard JEVICEDS O Refresh u

Manage and monitor your network devices

Devices

% Device List L J Total Devices OK Problem Critical Unknown
Q  Device Discovery 2 1 0 0 1
Configuration
B Templates
Filters
2 Device Groups
O Access Credentials Q  Search devices... All Status v Select groups... o]
Monitoring
() Device Monitor
Device List

- WiFi Session Monitoring

/N Alert Monitor % Double-click to open device configuration

Management Config Clients

s Upgreds ) Name Group Model Health T Status (Active/Total) Uptime
S=lulos CA3000X-
(O TOTOLINK 2FE73C g 192.168.0.48  POE oK 0/0 9m
_ Real-time Logs 1eimpiBe2fierie V9.4.0cu.843
»
2. Open Add Device Dialog
Click the blue "+ Add Device" button in the top right corner of the device list page.
Soft AP Controller - TOTOLINK = o X

SoftAC - Software AP Controller = e X
peR el LINK 45 English C_\® @

Dashboard

% Devices Z Refresh + Add Device
our network devices

= Device List

Q  Device Discovery oK Problem Critical Unknown Deactivated

Configuration 1 0 0 1

B Templates
2\ Device Groups

O Access Credentials

Monitoring All Status ~ Select groups... o Y Clear Filters

(7 Device Monitor

- WiFi Session Monitoring

/N Alert Monitor

. bn device configuration
Firmware Upgrade 9

Management Config Clients Last

Status (Active/Total) Uptime Actions

Model Health 1.
Seen

Group
Settings

CA3000X- 1

Real-time Logs 73C =0 s oo o P AL nin o

<

3. Enter Device Information
Fill in the required device details in the dialog window:

Field Description Example
Device Name* A descriptive name for easy identification Office AP Floor 1
MAC Address* The device's physical network address 00:11:22:33:44:55

Model Device model number A3002RU



Field Description Example
Operating System Device firmware type OpenWrt
Notes Additional information or location details Near conference room

5 Note: Fields marked with * are compulsory.

[l Soft AP Controller - TOTOLINK - (=]
SoftAC - Software AP Controller - <"

Create a new network device with OpenWISP compatibility

Device Name

ttl_device

MAC Address

at1:25:f0:cc:a5:ef

Model
TOTOLINK LR3500

Operating System
e.g., OpenWrt 23.05

Hardware Information
CPU Memory (MB) Storage (MB)

e.g., QCA9563 eg. 128 eg., 16
Generate Secret Key Automatically

Notes

Enter device notes

7%

e R
4. Configure Security Settings

o Check "Generate Secret Key Automatically" for the system to create a secure key

o Or manually enter a custom key if required by your security policy

# Security Tip: Use auto-generated keys for better security. Store keys securely as they are
required for device authentication.

5. Save Device
Click the "Save" button to add the device to your system.



Soft AP Controller - TOTOLINK
SoftAC - Software AP Controller
Create a new network device with OpenWISP compatibility
Device Mame

ttl_device

MAC Address
ali25:f0:cciabief

Model
TOTOLINK LR3500

Operating System

e.g., OpenWrt 23.05

Hardware Information
cPU Memory [ME) Storage (ME)

e.g., QCAS563 e.g. 128 eg. 16
Generate Secret Key Automatically

Notes

Enter device notes

ancel Save

Verifv Addition
6. Verify Addition

After successful addition:
o A green success notification appears in the top right
o The new device appears in the device list

o Initial status shows as "Offline" until the device connects

Important Notes

i, Warning:

e Each MAC address must be unique in the system

e Devices require proper network configuration to connect after registration

e Keep device keys confidential to prevent unauthorized access

¢ Tip:

You can prepare devices offline and add them in bulk using the import feature for large deployments.

Related Functions

e 4.2 Editing Device Information

e 4.3 Device Configuration

e 6.2 Creating Groups
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4.2 Editing Device Information

Function Overview

Edit Device Information allows you to update device details after initial registration. You can modify the device
name and notes while hardware information remains read-only to maintain data integrity.

Use Cases

e Renaming Devices: Update device names to reflect new locations or purposes
e Adding Notes: Document maintenance history or special configurations

e Updating Documentation: Keep device information current with device changes

Operating Steps
1. Access Edit Options
There are two ways to edit device information:
o C(lick the device name link in the device list

o Click the three-dot menu and select "Edit"

Soft AP Controller - TOTOLINK - o X
SoftAC - Software AP Controller = <"
= Device List us English Ja @
Filters
Q  Search devices... All Status v Select groups... ¢ Y Clear Filters
Device List

% Double-click to open device configuration

Management Config Clients

@] i i
UJ Name Group P Model Health 1} Status (Active/Total) Uptime Last Seen Actions
‘:‘ ielldeyice = = LIS Unknown Pending 0/0 - 11 minutes
a1:25:fe:cc:as:ef LR3500 ago
o CA3000X-
() |TOTOLNK2FEZSC | o 15y 165008 pok o 0/0  3em lessthana [
1c:56:8e:2f1e7:3¢ minute ago
V9.4.0cu.843
Q et - - X6000R Unknown Pending 0/0 i 1day % Configuration
11:22:33:44:55:66
>_ SSH Connect
S
Showing 1 - 3 of 3 items Perpage 20 Vv items « < > » Goto © Unmanage e

17 Delete

2. Modify Device Information
In the edit dialog, you can update:

o Device Name: Change to a more descriptive identifier
o Notes: Add or update operational notes
Read-only fields (cannot be modified):
o MAC Address
o Model

o Operating System
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o Hardware specifications

Soft AP Controller - TOTOLINK

TOTO

@ Dashboard

é, Devices

7= Device List
Q' Device Discovery
¥ Configuration
B Templates
2, Device Groups
O Access Credentials
G Monitoring
(? Device Monitor
- WiFi Session Monitoring
/N Alert Monitor

& Firmware Upgrade

83 Settings

>_ Real-time Logs

3. Save Changes

SoftAC - Software AP Controller

= Device List

Edit Device

Edit device configuration and settings

Device Name

TOTOLINK_2FE73C

A friendly name to identify this device

Authentication Key (not shown for security)

Leave empty to keep current key

Leave empty to keep the existing key unchanged

Device Information
Additional device details and metadata

Model

CA3000X-POE

Group

D1

Click "Save" to save your modifications.

us English

MAC Address

1c:56:8e:2f:e7:3c¢

Hardware MAC address of the device (cannot be changed after

creation)
Management IP
192.168.0.48

IP address for device management access

Firmware Version

V9.4.0cu.843

Success: Changes are applied immediately without requiring device restart.

Important Notes

5 Note: Hardware information is automatically detected during device registration and cannot be

manually modified, in order to ensure accuracy.

Best Practice: Use consistent naming conventions for devices (e.g., Building-Floor-Location format).

4.3 Device Configuration

Function Overview

Device Configuration provides comprehensive tools to manage device settings, apply configuration templates,
set variables, and maintain configuration versions. This centralized approach ensures consistent network

policies across all devices.

Use Cases

e Initial Setup: Configure newly added devices with standard settings

e Policy Updates: Apply new security or network policies across devices

e Troubleshooting: Adjust specific device settings to resolve issues

e Standardization: Apply templates to ensure configuration consistency
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Operating Steps
Accessing Device Configuration

1. Open Configuration Interface

There are two ways to open device configuration interface:

o Double click the device row

o Or select "Configuration" from the device's action menu

Soft AP Controller - TOTOLINK

TOTO

(@ Dashboard

& Devices

7= Device List

Q  Device Discovery

@ Configuration
ben device configuration

B Templates

Management

SoftAC - Software AP Controller

Group P Model
& Device Groups
O Access Credentials TOTOLINK
LR3500

CJ Monitoring

(A Device Monitor CA3000X-

- . S D1 192.168.0.48 POE

- WiFi Session Monitoring V0.4.0cu.843

/N Alert Monitor
& Firmware Upgrade X6000R

83 Settings

items Per page 20
>_ Real-time Logs

2. Configuration Interface Overview

v items

The configuration page contains three main tabs:

All Status

Health T

Unknown

OK

Unknown

Config
Status

o Basic Configuration: Template selection and general settings

o Templates: Dynamic values for templates

o Custom Configuration: JSON editor for detailed configuration

_ a %
- . X
us English g® @
Select groups... ¢ Y Clear Filters
Clients . Last )
(Actve/Tota)  IPtiMe o Actions
19
0/0 - minutes
ago
less
0/0 44m th.an a
minute
& Edit

% Configuration

0/0
>~ SSH Connect

&% Unmanage

Goto 1J Delete =
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Soft AP Controller - TOTOLINK = o

SoftAC - Software AP Controller - " X
= Device List us English Q® @
TOTOLINK 2FE73C Configuration
Manage device configuration using Net/SON format Version: 6
Backend: netjsonconfig.OpenWrt Checksum: e98ec34664afodo967fb264e19fbdod7
Last Modified: 0001-01-01 07:36 Last Applied: 2025-09-10 15:39

Configuration  History (0)

D10©

Devices in D1 floor

Templates

Select one or more templates to apply to the device

Available Templates (5) @ Drag to reorder

© Some templates are required and will be automatically selected. They cannot be removed but can be reordered.

Name Configuration Types Category Configuration templates for network devices

Soft AP Controller - TOTOLINK = o

SoftAC - Software AP Controller = s X

= Device List Us English Q® @

I Custom Configuration

Define custom configuration in NetJSON format

Configuration variables
Template variables can be overridden for each device

+ Add Variable

Configuration
You can edit the configuration using the form interface on the left or the JSON editor on the right. Both sides will sync automatically.

Visual Configuration JSON Configuration Editor

Editor Select configuration types... s Edit JSON configuration directly

Edit configuration using form

interface v Valid Configuration Format

T {}

Applying Configuration Templates

1. Select Templates
In the Template Selection area:
o Browse available templates by category

o Select one or more templates to apply

o Templates are applied in order (top to bottom)
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Soft AP Controller - TOTOLINK = o X

SoftAC - Software AP Controller = " X
TOT LINK .
= Device L s g
Dashboard
Templates [ Prior]
2 Devices Select one or more templates to apply to the device
7= Device List (& 0] Available Templates (5) 3 Required © Drag to re|

Q  Device Discovery

@ Some templates are required and will be automatically selected. They cannot be removed but can be reordered.

Configuration
Name Configuration
B Templates Tyne

Configuration templates for

Cat .
ategory network devices

2, Device Groups DEFAULT- " ) . i .
~ P B MONITORING Monitoring @ Default monitoring configuration

O Access Credentials

Default NTP and timezone

Monitoring B DEFAULT-NTP Geperic Defalt configuration

() Device Monitor

A 5 AP device SSH public key
-PUB-SSH-| Fil
- WiFi Session Monitoring B AP UBSSHG) == m configuration

/N Alert Monitor
B RADIO 5G Radios

<D
Firmware Upgrade
<D

5GHz radio configuration )

0 B RADIO_2G Radios 2.4GHz radio configuration

Settings

_ Real-time Logs

2. Configure Variables
Click "Add Variables" tab to set dynamic values:

Variable Type Description Example
ssid_name String Wireless network name Office_WiFi
channel Integer Wireless channel 6
tx_power Integer Transmission power (dBm) 20

vlan_id Integer VLAN identifier 100
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SoftAC - Software AP Controller = " X

Templates us

Dashboard A comma-separated list of template tags, may be used to eas
with specific settings (eg: 4G, mesh, WDS, VPN, ecc.)

Devices
[J Enabled by default

= Device List Whether new configurations will have this template enabled by default

Q  Device Discovery O Required

If checked, will force the assignment of this template to all the devices of the organization (if no organization is selected, it will be requ
Configuration the system)

B Templates

Configuration variables
Template variables can be overridden for each device

2\ Device Groups

O Access Credentials
+ Add Variable

Monitoring

(7 Device Monitor Configuration @ Preview Configuration

Ty You can edit the configuration using the form interface on the left or the JSON editor
A7 B S METIEIAY on the right. Both sides will sync automatically.

/N Alert Monitor

Visual Configuration JSON Configuration Editor
Firmware Upgrade Editor Radios R Edit JSON configuration directly
i Edit configuration using
SSlings form interface + Valid Configuration
Real-time Logs 1 {
»
- [l X
SoftAC - Software AP Controller - < X
= Templates s
Dashboard
[J Enabled by default
Devices Whether new configurations will have this template enabled by default
= Device List O Required
If checked, will force the assignment of this template to all the devices of the organization (if no organization is selected, it will be requ
Q  Device Discovery the system)

Configuration

Configuration variables

Templates X X X
Template variables can be overridden for each device

Device Groups
{{ssid}} String v 123123

Access Credentials

+ Add Variable
Monitoring

(7 Device Monitor . .
Conflguratlon @ Preview Configuration

A WiFi Session Monitoring You can edit the configuration using the form interface on the left or the JSON editor
on the right. Both sides will sync automatically.

/N Alert Monitor

) Visual Configuration JSON Configuration Editor
Firmware Upgrade . . . .
Editor s Edit JSON configuration directly
Settings Edit c?nfiguration using
form interface v Valid Configuration

Real-time Logs

- 13

3. Preview Configuration
Click "Preview Configuration" to see the merged configuration before applying:

o Review all settings
o Check for conflicts

o Verify variable substitution
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Dashboard

Devices
= Device List

Q  Device Discovery

Configuration

B Templates

2\ Device Groups

O Access Credentials
Monitoring

() Device Monitor

- WiFi Session Monitoring

/N Alert Monitor

Firmware Upgrade

Settings

Real-time Logs

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller

Templates

Configuration variables
Template variables can be overridden for each device
{{ssid}} String

+ Add Variable

123123

Configuration

You can edit the configuration using the form interface on the left or the JSON edi

® Preview Configuration |

on the right. Both sides will sync automatically.

Visual Configuration
Editor

Edit configuration using
form interface

() Radio Configuration

Configure wireless radio Add Radio

devices
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Preview Configuration
OpenWRT UCI format configuration preview

(Va]

NetJSON

# OpenWRT UCI Configuration
# Generated by SoftAC Controller

package wireless

config wifi-device 'radio_5g'

option
option
option
option
option
option
option
option
option
option
option
option
option

Aeesfam

4. Save and Apply
Click "Save Configuration"

™

acl_num '@’

band '5G’

channel ‘@'

country 'US'

disabled '@’

ht_show '1°

hw_show '17"

max_sta_num '128'
e

ofdma '1"

roam_threshold ‘@'

sgi '1'

PR

acl_mode

mumimo

to apply settings:

o Configuration is validated before sending

o Device receives and applies new settings

o Status updates to "Pending" then "Applied"

& Note: Configuration typically applies within 30-60 seconds.

JSON Configuration Editor
Edit JSON configuration directly

v Valid Configuration

1T {
2 "radios": [
3 {
4 "acl_mode":
5 "acl_num":
6 "band": "5G",
7 "channel”: @,
8 "channel_width": 8e,
9 "country": "Us",
10 "disabled": false,
14 [NV ", waaon
>
- o X
- ' X
X

Refresh Preview



Advanced Configuration Editor
1. Access JSON Editor
Edit JSON in "Custom Configuration" tab:
o Modify JSON structure directly
o Use syntax highlighting for clarity

o Real-time validation shows errors

Soft AP Controller - TOTOLINK

TOTO

SoftAC -

Software AP Controller

us English

Dashboard . s . .
(@ Dashboar ation JSON Configuration Editor
> . m N Edit JSON configuration directly
Devices <
ing
= Device List (@ JSON format error
Q' Device Discovery 1 {
2 "interfaces": [
. 1 interfaces Add Interface... v
ﬁ' Configuration 3 { .
4 "name": "main_2g",
B 5 "type": "wireless",
Templates 6 "ifname": "rae"
: B
2 @ o} 7 "wireless": {
& Device Groups 8 "device": "radio®",
Add field... v 9 “radio”: "radioe",
O Access Credentials 10 "ssid": "TOTOLINK_2G",
11 "hidden": false,
CJ Monitoring main_2g 12 "isolate": false,
13 "authmode": "WPA2PSKWPA3PSK",
(" Device Monitor Wireless v e "E?cryption::: { o
15 protocol”: "wpa3_mixed",
- . __ eyt : ME@AL "
4\~ WiFi Session Monitoring 16 k?y : "e@* i$Fakovy",
17 "ciphers": [
A Alert Monitor guration Add wireless field... v 18 "cemp”
19 1,
. 20 "encryption": "AES"
& Firmware Upgrade radio0 21 !
i Reference to one of the elements defined JSON Format Error:
i§3 Settings in the "radios” section + JSON format error: Unexpected end of JSON input

>_ Real-time Logs

Format

i. Warning: Direct JSON editing requires knowledge of configuration schema. Incorrect settings

may cause device malfunction.

Configuration History and Rollback

1. View History

Access the configuration history panel to see:

o Previous configuration versions
o Timestamp of each change

o User who made the change
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Soft AP Controller - TOTOLINK = o

SoftAC - Software AP Controller - " X
==l LINK I
= Device s pr—
(@ Dashboard =
TOTOLINK 2FE73C Configuration
&b Devices Manage device configuration using NetJSON format Version: 7
= el Backend: netjsonconfig.OpenWrt Checksum: eb36fes42f3ba65272bdaaa7s09ee7af
Q Device Discovery Last Modified: 0001-01-01 07:36 Last Applied: 2025-09-10 15:39
{‘8 Configuration
B Templates Configuration | History (1)

2. Device Groups

Configuration History

Previous configuration versions for this device

O Access Credentials

G Monitoring

(7 Device Monitor Version 7
Created At: 2025-09-10 19:12 Modified By: system

Q

- WiFi Session Monitoring
Checksum: eb3sfesa2f3ba6s272bdaaazsesee7af

/N Alert Monitor Change Note: Manual update

& Firmware Upgrade

2§3 Settings &, Download Configuration

>_ Real-time Logs

2. Rollback Configuration
To restore a previous configuration:

o Select the desired version from history
o Click "Rollback to this version"

o Confirm the rollback action

B Note: Rollback creates a new configuration version rather than deleting history.

Configuration Status Indicators

Status Description Action Required

Applied Configuration successfully active None

Pending Configuration sent, awaiting application Wait for device processing
Modified Local changes not yet saved Save configuration

Error Configuration failed to apply Check device connectivity and logs

Important Notes

i Critical: Always preview configuration changes before applying to production devices.
¢ Best Practice: Test configuration changes on a single device before applying to groups.

# Security: Sensitive configuration data (passwords, keys) is encrypted during transmission.
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Related Functions

e 5.2 Creating Templates

e 6.4 Group Configuration

4.4 Batch Operations

Function Overview

Batch Operations enable efficient management of multiple devices simultaneously, saving time and ensuring
consistency across your network device. These tools are essential for large-scale deployments and
maintenance tasks.

Use Cases

e Group Assignment: Organize multiple devices into logical groups
e Bulk Deletion: Remove multiple obsolete devices at once
e Mass Configuration: Apply settings to multiple devices simultaneously

e Maintenance Tasks: Perform updates or changes across device sets
Operating Steps
Selecting Multiple Devices

1. Enable Selection Mode
The checkbox column appears automatically in the device list.
2. Select Devices

o Click individual checkboxes to select specific devices

o Use the header checkbox to select/deselect all visible devices
¢ Tip: Use filters and search to display only the devices you want to select.

3. View Selection Count
A selection toolbar appears showing:

o Number of selected devices

o Available batch actions
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= Device List

Filters

Q  Search devices... All Status

Device List | O

% Double-click to open device configuration

[ ] Name Group Management Model Health T

0O ttl_device _ - TOTOLINK Unknown
al:25:fe:cc:as:ef LR3500
TOTOLINK_2FE73C CA3000X-POE

v _

@ 1c:56:8e:2f:e7:3c =X 192.168.0.48 V9.4.0cu.843 oK

test _ - X6000R Unknown
11:22:33:44:55:66

Showing 1 - 3 of 3items Perpage 20 v items

Bulk Assign to Group

1. Initiate Group Assignment

Config
Status

us English C_\® @

Select groups... < Y Clear Filters
X 2\ Assign to Group W Delete
Clients Uptime Last Seen Actions
(Active/Total)
0/0 about 3
hours ago
3h 1 minute
e 25m ago
0/0 - 1 day ago
« < > » Go to page 1 Page

With devices selected, click "Assign to Group" in the batch actions toolbar.

2. Select Target Group
In the assignment dialog:

o Choose the destination group from the dropdown
o View the list of selected devices

o Confirm the assignment scope

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller

2\ Assign Devices to Group

Assign 2 selected devices to a group.

Group

Select a group

No Group
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3. Apply Assignment
Click "Assign" to move all selected devices to the chosen group.

Result: All selected devices inherit the group's configuration templates and settings.
Bulk Reboot Devices

1. Initiate Bulk Reboot
With devices selected, click "Delete".

Soft AP Controller - TOTOLINK — a X
= Device List us English o @
Filters
Q' Search devices... All Status v Select groups... < Y Clear Filters
Device List @LEULEHEIE X 2, Assign to Group O Reboot | [ Factory Reset &% Unmanage W Delete

2% Double-click to open device configuration

Management Config Clients Last

4 . -
@ Name Group P Model Health TN Status (Active/Total) Uptime Seen Actions
CA3000X- 1
TOTOLINK_2FE7B4 - .
1cis56:8e:2fie7:ba Rl PPl (1 POE (el.< Applied 0/1 11m minute
V9.4.0cu.843 ago
CA3000X- 1
TOTOLINK 2FE654 = N
1ci56:8e:2f1e6:54 . 2 POE (el.< Applied 0/1 10m minute
V9.4.0cu.843 ago
Showing 1 -2 of 2 items Per page 20 v items « < > » Go to page 1 Page

2. Review and Confirm
The confirmation dialog shows:
o Number of devices to be rebooted
o List of device names

o Warning about reboot
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Bulk reboot

This will reboot the selected devices

/N Are you sure you want to reboot 2 devices? The devices will be temporarily

unavailable during the reboot process.

TOTOLINK_2FE7B4
192.168.0.168

TOTOLINK_2FE654
1027600200

Pending
Pending
2 devices selected Cancel

3.Confirm Reboot
Click "Start reboot" to proceed.

Bulk Factory Reset

1. Initiate Bulk Factory Reset
With devices selected, click "Factory Reset".
Soft AP Controller - TOTOLINK = o X

= Device List
Device List us Eng

Q' Device Discovery

¥ Configuration

B Templates

2, Device Groups Filters

O Access Credentials .
Q  Search devices... All Status v Select groups... <

CJ Monitoring
() Device Monitor

A WiFi Session Monitoring Device List LB X 2, Assign to Group O Reboot

% Unmanag

&N Alert Monitor % Double-click to open device configuration

& Firmware Upgrade " Management Config Clients . Last
@ Name Group Model Health Status (Active/Total) Uptime Seel
B senos CA3000X foss
TOTOLINK 2FE7B4 ) = thar
. v -
>_ Real-time Logs @ ity D1 192.168.0.168  POE oK Applied 0/1 26m e
V9.4.0cu.843
ago
CA3000X- 1
TOTOLINK_2FE654 = .
% x -
@ 1c:56:8e:2f1e6:54 BRIEE2ED  [FOlE OK Applled 0/1 25m min
V9.4.0cu.843 ago
Showing 1 - 2 of 2 items Per page 20 v items « < ' > » Go to page

2. Review and Confirm
The confirmation dialog shows:
o Number of devices to be reset

o List of device names
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o Warning about reset

Soft AP Controller - TOTOLINK

2 Bulk factory reset

This will factory reset the selected devices

continue?

/N A WARNING: This will completely reset 2 devices to factory defaults. All
configuration will be lost. This action cannot be undone. Are you sure you want to

0] TOTOLINK_2FE7B4
192.168.0.168

® TOTOLINK_2FE654
192.168.0.209

2 devices selected Cancel [> Start factory reset

3.Confirm Reset
Click "Start factory reset" to proceed.

Bulk Delete Devices

1. Initiate Bulk Delete
With devices selected, click "Delete".

Soft AP Controller - TOTOLINK

= Deuvice List

Filters

Q  Search devices... All Status

Device List @ACEEEHEEES X 2 Assign to Group

% Double-click to open device configuration

Name Group Management Model Health TL
CA3000X-
WOUCLIINTS 1A D1 192.168.0.168 POE oK
1c:56:8e:2f:e7:ba
V9.4.0cu.843
CA3000X-
TOTOLINK 2FE654 o 192.168.0.209 POE oK
1c:56:8e:2f:e6:54
V9.4.0cu.843

Showing 1 - 2 of 2 items Per page 20 v items

2. Review and Confirm
The confirmation dialog shows:

o Number of devices to be deleted

v Select groups...

O Reboot

Config
Status

[y Factory Reset

Clients
(Active/Total)

0/1

0/1

N -

o e -

Uptime

29m

28m

us English Qa @

Y Clear Filters

Last
Seen

less
than a
minute
ago

1
minute
ago

Go to page

Actions

[}

[}

Page

X


af://n1502

o List of device names

o Warning about permanent deletion

Soft AP Controller - TOTOLINK = o

SoftAC - Software AP Controller =

/\ Delete Devices
Are you sure you want to delete 2 device(s)?

This action cannot be undone.

Cancel

3. Confirm Deletion
Click "Delete" to proceed.

i. Warning: This action is permanent and cannot be undone. Deleted devices must be re-added

manually.

Batch Operation Best Practices

¢ Tips for Efficient Batch Operations:

e Use filters to narrow down device selection
e Start with small batches when testing new configurations
e Monitor the first few devices after batch updates

e Schedule major batch operations during maintenance windows

Important Notes

i. Performance Consideration: Large batch operations may take several minutes to complete.
u Safety Feature: Batch operations require confirmation to prevent accidental changes.
[ Audit Trail: All batch operations are logged for compliance and troubleshooting.

Related Functions

e 6.3 Managing Group Members

e 4.5 Device Status Monitoring
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4.5 Device Status Monitoring

Function Overview

Device Status Monitoring provides real-time visibility into the health and performance of all managed devices.
This comprehensive monitoring system helps identify issues proactively and maintain optimal network
performance.

Use Cases

e Health Monitoring: Track device operational status and availability
e Performance Analysis: Monitor resource utilization and client connections
e Troubleshooting: |dentify and diagnose device issues quickly

e Capacity Planning: Analyze usage patterns for device planning

Monitoring Dashboard

Status Overview

The device list displays real-time status information:

Indicator Description Visual Cue

Health Status Overall device health Color-coded badges
Configuration Status Configuration deployment state Status badges with icons
Client Count Active/Total connected clients Numeric display

Uptime Time since last restart Duration format

Last Seen Last communication timestamp Relative time

[Screenshot: Device list showing all status columns]

Health Status Indicators

Status Description Typical Causes

® oK Device operating normally All metrics within thresholds
Warning Minor issues detected High resource usage, minor alerts

@ Problem Significant issues present Connection issues, failed services

@ Critical Severe problems requiring attention Device offline, critical failures

@ Deactivated Device manually disabled Administrative action

Unknown Status cannot be determined New device, no data received
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= Deuvice List

Filters

Q  Search devices...

Device List

% Double-click to open device configuration

Management

O Name Group P

O ttl_device D1 _
a1:25:fB:cc:as:ef

D TOTOLINK*ZFE73C D1 192.168.0.48
1c:56:8e:2f:e7:3c

O test D1 _

11:22:23:44:55:66

Showing 1 -3 of 3 items Perpage 20 v items

SoftAC - Software AP Controller

Model

TOTOLINK
LR3500

CA3000X-

POE
V9.4.0cu.843

X6000R

Real-Time Monitoring Features

Auto-Refresh Settings

1. Enable Auto-Refresh

All Status v

Config

Health T4 Status
Unknown Pending

OK Applied
Unknown Pending

Click the timer icon in the toolbar to toggle auto-refresh.

Soft AP Controller - TOTOLINK

= Device List

Devices

Manage and monitor your network devices

Total Devices OK

3 1

Filters

Q  Search devices...

Device List

% Double-click to open device configuration

Management

O Name Group

ttl_device
D a1:25:fe:cc:as:ef X

Set Refresh Interval
Choose from preset intervals:

o 10 seconds (High frequency)

o 30 seconds (Default)

SoftAC - Software AP Controller

Problem

0

Model

TOTOLINK
LR3500

Critical

0

All Status

Config

Health 1§ Status

Unknown

uUs English Q® @

Select groups... [+ Y Clear Filters
Clients . .
(Active/Total) Uptime Last Seen Actions

about 9 hours

0/0 -
ago
9h less than a
Oy 42m minute ago
0/0 - 1 day ago

Go to page 1 Page

us English

& Refresh ® 10s + Add Device
W Disable auto-refresh
Refresh interval tivated
® 10 seconds
30 seconds
1 minute
5 minutes
@ Last refresh: 02:09:04
Select groups... < Y Clear Filters
Clients Uptime Last Seen Actions
(Active/Total) P
0/0 . about 9
hours ago
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o 60 seconds (Standard)

o 5 minutes (Low frequency)

¢ Tip: Use shorter intervals during troubleshooting, longer intervals for general monitoring.

Device Details View

1. Access Detailed Monitoring
Click on a device row to view expanded monitoring information:

[Screenshot: Expanded device monitoring view]

2. Performance Metrics

Metric Description Normal Range

CPU Usage Processor utilization <70%

Memory Usage RAM consumption < 80%

Disk Usage Storage utilization <85%

Temperature Device temperature <70°C

WiFi Clients Connected wireless devices Varies by model
Traffic Rate Network throughput Varies by connection

[Screenshot: Performance metrics graphs]

3. Historical Data
View trends over time:

o 1 hour
o 24 hours
o 7 days
o 30 days

[Screenshot: Historical performance charts]

Client Monitoring
1. View Connected Clients
The client count shows:
o Active Clients: Currently transmitting data
o Total Clients: All associated devices
[Screenshot: Client count display]

2. Client Details
Click the client count to see:

o Client MAC addresses
o Connection duration

o Signal strength
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o Data usage

[Screenshot: Client details popup]

Alert Indicators

Visual Alerts

Devices requiring attention are highlighted:

o Yellow background: Configuration pending
e @ Orange background: Warning state
e @ Red background: Critical issues

e [ Pulsing animation: Active configuration deployment

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller
TOTO IRLLS = Device List

(@ Dashboard
Filters

&5 Devices

2 Device List Q  Search devices...

Q  Device Discovery

$¥ Configuration
Device List

B Templates

. % Double-click to open device configuration
2 Device Groups

) Name Grou Management
QO Access Credentials - P P
) Monitoring
) ttl_device D1 _
() Device Monitor T al:25:fe:cc:as:ef
4\~ WiFi Session Monitoring
A\ Alert Monitor @] TOTOLINK_2FE73C D1 192.168.0.48
1c:56:8e:2f:e7:3¢
& Firmware Upgrade
€3 Settings O test D1 =
11:22:33:44:55:66

D_ Real-time Logs

Status Filters
1. Filter by Status
Use the status dropdown to show only:

o All status
o OKonly
o Warning
o Problems
o Critical

o Unknown

All Status
Model Health T
TOTOLINK

Unknown

LR3500
CA3000X-
POE OK
V9.4.0cu.843
X6000R Unknown

v Select groups...
Config Clients
Status (Active/Total)

0/0
0/0
0/0

us

Uptime

%h
45m
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Dashboard
Devices

= Device List

Q  Device Discovery

Configuration
Templates

Device Groups

Access Credentials
Monitoring
(7 Device Monitor
- WiFi Session Monitoring

/N Alert Monitor
Firmware Upgrade
Settings
Real-time Logs

2. Filter by Keyword

SoftAC - Software AP Controller
= Device List

Devices

Manage and monitor your network devices

Total Devices oK Problem

3 1 0

Filters

Q  Search devices...

Device List

% Double-click to open device configuration

) Name Group Management Model

A TATALIN,

Input some keywords to match device names

Soft AP Controller - TOTOLINK

LE=Rg) LINK |

Dashboard
Devices

= Device List

Q' Device Discovery
Configuration

B Templates

2\ Device Groups

O Access Credentials

Monitoring

(9 Device Monitor

- WiFi Session Monitoring

/A Alert Monitor

Firmware Upgrade
Settings

Real-time Logs

3. Filter by Group

SoftAC - Software AP Controller

= Device List

Filters

Critical

0

us

& Refresh u

Unknown

2

Q

\____/

Device List

25 Double-click to open device configuration

J Name Group ‘I\F/’Ianagement Model
) ttl_device D1 _ TOTOLINK
T a1:25:fe:ccias:ef LR3500

Showing 1 - 1 of 1items Perpage 20 v items

Filter devices according to their group

All Status v Select groups... c
SET
OK
Warning
Problem
Critical
Unknown
Config Clients .
Health T Status (Active/Total) Uptime
»
- [u] X
- " X
us Eng

All Status v
Config
Health T Status
Unknown

Select groups... ¢

Clients . Las
(Active/Total) Uptime Se
ab

9

0/0 -

/ ho
ag:
< n > » Go to page
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Dashboard

Filters
Devices
2 Device List Q  Search devices... All Status v m 2
Q  Device Discovery ) No Group
Configuration

Device List

Templates

X % Double-click to open device configuration
Device Groups

M Management Config Clients .
Access Credentials U Name Growp | p Model Health 1L Status (ActiverTota  IPtime
Monitoring
) ttl_device D1 _ TOTOLINK Unknown 0/0 =
(7 Device Monitor " a1:25:fe:cc:as:ef LR3500
- WiFi Session Monitoring
- CA3000X-
/N Alert Monitor ) TOTOLINK 2FE73C i el
J X
T 1cise:8ei2fier:sc D1 192.168.0.48 POE Ok [ Applied ] 0/0 A
V9.4.0cu.843
Firmware Upgrade
Settings Q fest D1 - X6000R Unknown 0/0 =
11:22:33:44:55:66
Real-time Logs
»
4. Combined Filters
Apply multiple filters simultaneously:
o Search term|Status | Group
Soft AP Controller - TOTOLINK - la] X
SoftAC - Software AP Controller = < X
T -
= Device i oo 2@
lotal Devices UK Problem Critical unknown Deactivated
Dashboard
3 1 0 0 2
Devices
= Device List
Q' Device Discovery Filters
Configuration
Q TOTOLINK Al Status M o Group ] o Y Clear Filters
B Templates
No Group
2, Device Groups
o p J b1
O Access Credentials Device List
Monitoring
% Double-click to open device configuration
(7 Device Monitor .
— Management Config Clients . Last .
J
_. ; _ LJ Name Group P Model Health N Status (Active/Total) Uptime Seen Actions
A~ WiFi Session Monitoring
& Alert Monitor No devices found
Firmware Upgrade
Showing 0 - 0 of O items Per page 20 v items « < > » Go to page 1 Page

Settings

Real-time Logs

Best Practices for Monitoring

¢/ Monitoring Tips:
e Set up a monitoring dashboard on a dedicated display

e (Configure auto-refresh based on network criticality
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e Use filters to focus on problem devices

e Export monitoring data for reporting
Ll Performance Optimization:
e Monitor during peak usage hours

e |dentify devices consistently at high utilization

e Plan upgrades based on historical trends

Troubleshooting with Monitoring

Quick Diagnostics

1. Identify Problem Devices
o Sort by health status
o Filter for critical/problem states
o Check last seen timestamps

2. Analyze Patterns

o Multiple devices offline: Check network connectivity

o High CPU across devices: Review configuration

o Client connection issues: Verify wireless settings

3. Take Action

(o]

Access device configuration

[e]

Initiate SSH session for direct access

(o]

Review device logs

o

Restart device if necessary

[Screenshot: Troubleshooting workflow in monitoring interface]

Important Notes

i. Data Accuracy: Monitoring data updates based on device reporting intervals (typically 30-60

seconds).

B Auto-Recovery: Devices automatically attempt reconnection if communication is lost.

5 Historical Data: Monitoring history is retained for 30 days for trend analysis.

Related Functions

e 7.1 Device Monitoring

e 7.3 Alert Management

e 14.1 Connection Issues
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Summary

Device Management in TOTOLINK SoftAC provides comprehensive tools for managing your network device
efficiently. From adding individual devices to performing bulk operations and real-time monitoring, these
features ensure your network operates optimally.

Key Takeaways

e Centralized Management: Control all devices from a single interface

e Flexible Configuration: Apply templates or custom settings as needed

e Efficient Operations: Use batch tools for large-scale management

e Proactive Monitoring: Identify and resolve issues before they impact users

e Comprehensive Tracking: Maintain complete visibility of device status and performance

Next Steps

e Continue to 5. Template Management to learn about configuration templates
e Explore 6. Device Groups for organizing devices logically

e Review 7. Network Monitoring for advanced monitoring features

Part 5. Template Management
5.1 Understanding Configuration Templates

Overview

Configuration templates in TOTOLINK SoftAC are reusable configuration presets that streamline device
management. Templates allow you to define standard configurations once and apply them to multiple devices,
ensuring consistency across your network infrastructure.

Use Cases

e Standardized Deployments: Apply uniform settings across multiple access points
e Quick Configuration: Set up new devices rapidly using pre-defined templates

e Environment-Specific Settings: Create templates for different locations (office, warehouse, guest areas)

e Compliance Management: Ensure all devices meet security and network policies

Template Components

Templates consist of three main elements:

Component Description Example

Configuration ) WiFi parameters, IP addresses, security
The actual network settings )
Data settings
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Component Description Example

Placeholders for device-specific

Variables Device name, location identifier, IP address
values
Metadata Template information and settings Name, type, version, tags
Template Types

TOTOLINK SoftAC supports various template types for different configuration aspects:

Type Purpose Configurable Settings

Generic Full configuration access All device settings

General Basic device settings Timezone, hostname, system settings
Interface Network interface configuration LAN/WAN settings, VLANs

Radios Wireless radio settings Channels, power, country codes

DNS Configuration DNS server settings Primary/secondary DNS servers

NTP Settings Time synchronization NTP servers, time zones

Firewall Security rules Access control, port forwarding

> Note: Generic templates provide the most flexibility, allowing configuration of all device aspects.

Template Hierarchy

When multiple templates are applied to a device, they follow a priority order:

I

Applied Templates

— 1 T

Device Configuration

Device-Specific Settings Template 1 - Priority 1 Template 2 - Priority 2 Template 3 - Priority 3

P N

Final Configuration

¢ Tip: Templates with higher priority (lower numbers) override settings from lower priority templates.
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5.2 Creating Templates

Prerequisites

Before creating a template, ensure you have:

e Administrator or operator privileges
e (lear understanding of desired configuration

e Knowledge of target device capabilities

Step-by-Step Creation Process

1. Access Template Management
Navigate to the Templates section from the main menu.

Soft AP Controller - TOTOLINK - o X
SoftAC - Software AP Controller = b X
LR E) LINK — h (20}
- = Templates Us English o ‘
Dashboard
_ ) Templates & Refresh + Create Templa
DS Configuration templates for network devices
7= Device List
Q' Device Discovery Filters
Configuration o X
Q  Search templates... Select tags... o Validation v Default v Required v 20 v X
B Templates
2, Device Groups
O Access Credentials Templates
Monitoring 5 5
Name Cmnoaatien Tags Validation BEkbly Required Created Modified Actions
X i Types default
(7 Device Monitor
DEFAULT- 2025-09- 2025-09-09
- . I S vl Ye
4 WiFi Session Monitoring MONITORING © Valid @ 09 16:22 16:22
/N Alert Monitor
2025-09- 2025-09-09
DEFAULT-NTP ) Valid Yes Yes
Firmware Upgrade O Vali - - 09 16:22 16:22
Settings 2025-09- 2025-09-09
3 vl
RADIO 3G AL Vo = 09 16:22 16:22

Real-time Logs

2. Initiate Template Creation
Click the "Create Template" button in the upper right corner.
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- WiFi Session Monitoring DEFAULT- - . 2025-09- 2025-09-09
Ye
MONITORING G Vvalid 2 @ 09 16:22 16:22
/N Alert Monitor
2025-09- 2025-09-09
o : = \al: Yo
Firmware Upgrade DEFAULT-NTP & Valid fes m 09 16:22 16:22
Settings 2025-09 2025-09-09
RADIO 56 cud @ € o o
. 09 16:22 16:22
Real-time Logs
«
Soft AP Controller - TOTOLINK = o X
SoftAC - Software AP Controller - " X
= Templates oo 0
(@ Dashboard
~ . & Back
= Devices
= Device List
e Create Template
Q Device Discovery . . . .
Create a new configuration template with variables and NetJSON support
@ Configuration
Name Tags
B Templates
Enter template hame 4G, mesh, WDS, VPN, etc.
f> i
- RDEICECIoES A comma-separated list of template tags, may be used to ease auto

© Arrs @it configuration with specific settings (eg: 4G, mesh, WDS, VPN, ecc.)

J Monitoring () Enabled by default
Whether new configurations will have this template enabled by default
(7 Device Monitor
O Required
‘- WiFi Session Monitoring If checked, will force the assignment of this template to all the devices of the organization (if no organization is selected, it will be requi

for every device in the system)
/N Alert Monitor

& Firmware Upgrade . . .
P9 Configuration variables
® Howto

Template variables can be overridden for each device

@ Settings

+ Add Variable

>_ Real-time Logs
«

3. Configure Basic Information

Fill in the template details:

Field Description Required
Template Name Descriptive name for identification Yes
Configuration Type Configuration scope (Generic, Interface, etc.) Yes

Tags Labels for organization No
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Templates us English Q@ @

& Back

Create Template

Create a new configuration template with variables and NetJSON support

Name Tags

Test 123

A comma-separated list of template tags, may be used to ease auto configuration with
specific settings (eg: 4G, mesh, WDS, VPN, ecc.)

[J Enabled by default
Whether new configurations will have this template enabled by default

O Required

If checked, will force the assignment of this template to all the devices of the organization (if no organization is selected, it will be required for every device in the system)

Configuration variables

. i . ® How to use
Template variables can be overridden for each device

+ Add Variable

Soft AP Controller - TOTOLINK - a

SoftAC - Software AP Controller = b X

= Templates us English Q@ @

Configuration ® Preview Configuration Save & Continue Editing

You can edit the configuration using the form interface on the left or the JSON editor on the right.
Both sides will sync automatically.

Visual Configuration JSON Configuration Editor
Editor

Edit configuration using form

Interface 10 ™

Select configuration types N Edit JSON configuration directly

Radios

DNS Configuration
DNS Search Domain
NTP Settings

Please select cénf Files

4. Define Configuration Settings
Use the configuration editor to specify settings:
Visual Editor Mode (Recommended for beginners):
o Navigate through configuration categories
o Fillin forms for each setting
o Use tooltips for guidance
JSON Editor Mode (For advanced users):
o Direct JSON configuration input

o Syntax highlighting and validation



o Import/export capabilities

Soft AP Controller - TOTOLINK - o

SoftAC - Software AP Controller = b X

= Templates us English Q® @

Configuration ® Preview Configuration Save & Continue Editing

You can edit the configuration using the form interface on the left or the JSON editor on the right.
Both sides will sync automatically.

Visual Configuration JSON Configuration Editor
Editor @ Edit JSON configuration directly

Edit configuration using form

<

interface v Valid Configuration Format

"general": {
~ General 3fields

"hostname": "192.168.0.24",
"username": "ttl_user",
Hostname 192.168.0.24 "password”: "123456"
The hosthname of the device N
Admin Username ttl_user
Administrator u; e for device access
Admin Password 123456 jmj
Administrator password for device access
5. Add Template Variables (Optional)
Define placeholders for device-specific values:
Variable Name: device_location
variable Key: {{Tocation}}
Type: String
Default value: Main office
Required: Yes
Soft AP Controller - TOTOLINK - o
SoftAC - Software AP Controller = s X
= Templates us English Q® @
- Y HOW 1O Use
Template variables can be overridden for each device
{{admin}} String v TOTOLINK r

+ Add Variable

Configuration ® Preview Configuration @ Save & Continue Editing

You can edit the configuration using the form interface on the left or the JSON editor on the right.
Both sides will sync automatically.

Visual Configuration JSON Configuration Editor
Editor @ N Edit JSON configuration directly
Edit configuration using form
interface v Valid Configuration Format
1 {
2 "general": {
~ General 1 fields Add field... v 3 "username”: "{{admin}}"
4 } -
Admin Username {{admin}} jmj

Administrator username for device access
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SoftAC - Software AP Controller

= Templates

Lulinyurauvll variawvies

Template variables can be overridden for each device
admin String v TOTOLINK

+ Add Variable

Configuration
You can edit the configuration using the form interface on the left or the JSON editor on the right.
Both sides will sync automatically.

JSON Configuration Editor
Edit JSON configuration directly

Visual Configuration

Editor P General .

Edit configuration using form

interface v Valid Configuration
1 {
2 "general": {
~ General 1fields Add field... v 3 "Username”: "TOTOLINK"
4 }

Admin Username {{admin}} E[l

TS e O OIS TTTaTTTe ToT tevite aeee

6. Configure Template Options

Option Description

Required Template must be applied to devices

Enabled by Default Automatically apply to new devices

Soft AP Controller - TOTOLINK

= Templates

SoftAC - Software AP Controller

Dashboard .
A Edit Template
5 Devices Modify template configuration and variables
%= Device List Name Tags
Test 123

Q  Device Discovery

'@ Configuration

B Templates
[J Enabled by default

2 Device Groups Whether new configurations will have this template enabled by default

O Access Credentials O Required

3 Monitoring for every device in the system)

(7 Device Monitor

Configuration variables
Template variables can be overridden for each device

- WiFi Session Monitoring

/N Alert Monitor

admin String v TOTOLINK
& Firmware Upgrade

+ Add Variable

3 Settings

>__Real-time Logs Confiniration AN D (bl

7. Validate Configuration

Automatically check the validation of template configuration

® Preview Configuration Save & Continue Editin:

— 2 X

us English Q@ @

® How to use

o)

Format

Default
No

No

uUs English Qe

A comma-separated list of template tags, may be used to ease auto
configuration with specific settings (eg: 4G, mesh, WDS, VPN, ecc.)

If checked, will force the assignment of this template to all the devices of ti§e organization (if no organization is selected, it will be requ

@ How to 1
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SoftAC - Software AP Controller

= Templates

You can edit the configuration using the form interface on the left or the JSON editor on the right.

Both sides will sync automatically.

Visual Configuration

Editor [ General ]

Edit configuration using form
interface

~ General 1fields Add field...

Admin Username {{admin}}

Administrator username for device access

8. Save Template

Click "Save" to create the template.

JSON Configuration Editor
Edit JSON configuration directly

us English Q® @

v Valid Configuration

Format

<
uoAwNH

1
"general": {
"username": "TOTOLINK"
¥
}

Success: Template will appear in the templates list immediately.

Configuration Examples

WiFi Template Example

{
"interfaces": [
{
"name": "wlan0",
"type": "wireless",
"wireless": {
"mode": "access_point",
"ssid": "{{wifi_name}}",
"channel": "auto",
"encryption": {
"protocol": "wpa2_personal",
"key": "{{wifi_password}}"
}
}
}
]
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Network Interface Template Example

{
"interfaces": [
{
"name": "lan",
"type": "bridge",
"addresses": [
{
"proto": "static",
"address": "{{lan_ip}}",
"mask": 24
}
1
}
1
}

Best Practices

¢ Best Practices:

e Use descriptive template names indicating purpose and environment
e Document template purpose in the description field

e Test templates on a single device before mass deployment

Version your templates by including version numbers in names

Use tags for easy filtering and organization

5.3 Editing Templates

Accessing Template Editor

1. Navigate to Templates List
Go to Templates section from the main menu.

2. Select Template to Edit
Click on the template name or use the action menu () and select "Edit".
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Soft AP Controller - TOTOLINK = o

SoftAC - Software AP Controller - <"
TOTO BLLS = Templates us English Q®

@ Dashboard Q  Search templates... Select tags... o valildation Dertault v Required v v v X
& Devices
= Device List
Templates
Q  Device Discovery
Configuration Enable
Configuration Name 9 Tags Validation by Required Created Modified Actions
Types
default
B Templates
2025-09- 2025-09-
123 Y i
= Doim@EEns Test  Genoral ] & Valid L No Mo 1102:54 110259
QO Access Credentials
DEFAULT- & valid = 2025-09- 2025-09- |Z|

. MONITORING 09 16:22 09 16:22
Monitoring ‘

(7 Device Monitor 2025-09-

DEFAULT-NTP @ Valid Yes 00 1622 ( 1@ Clone Template
- WiFi Session Monitoring f Delete
A\ Alert Monitor RADIO 5G @ valid D o© 382156'22' 8;?’6;5
Firmware Upgrade
cwi @ @ o
_  Real-time Logs AP-PUB-SSH- Files © Valid m 2025-09- 2025-09-
Change Tracking
> Note: All template modifications are logged for audit purposes:
e Timestamp of change
e User who made the change
e Description of modifications
e Affected devices count
5.4 Applying Templates to Devices
Application Methods
TOTOLINK SoftAC provides multiple ways to apply templates:
Method Use Case Devices Affected
Individual Application Single device configuration One
Group Application Department or location-wide settings All group members

Individual Device Application

1. Navigate to Device Configuration
Go to Devices List— Select device — Configuration tab
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Soft AP Controller - TOTOLINK

= Device List

Filters

Q

Devi

Search devices...

ice List

1 devices selected

2 Double-click to open device configuration

[ ] Name
ttl_device
O a1:25:f0:cc:as:ef
@) TOTOLINK_2FE73C
1c:56:8e:2f:e7:3c
test
[11:22:33:44:55:66

Showing 1 - 3 of 3items Perpage 20 v

2. Select

Template

Group Management
D1 =
D1 192.168.0.48
D1 =

items

SoftAC - Software AP Controller

us English

All Status v Select groups... < Y Clear Filters
X 2, Assign to Group W Delete
Model Health TV Config Clients Uptime Last Seen Actions
Status (Active/Total)
TOTOLINK about 11
Unki O Pendii -
e nknown ending 0/0 hourl
& Edit
POE oK O Pending 0/0 . >_ sSHAConnect
V9.4.0cu843 S miny
T Dele
X6000R Unknown O Pending 0/0 - 1 day ago
« < > » Go to page 1 Page

Select the templates you want in "Apply Template" tab.

Soft AP Controller - TOTOLINK

Device List

Templates

Select one or more templates to apply to the device

Available Templates (6)

SoftAC - Software AP Controller

@© Some templates are required and will be automatically selected. They cannot be removed but can be reordered.

Name

Configuration Types

Category

Configuration templates for network devices

i @ DEFAULT-MONITORING Monitoring m Default monitoring configuration
B DEFAULT-NTP Generic M Default NTP and timezone configuration
B AP-PUB-SSH-KEY Files m AP device SSH public key configuration
i B Test General m R
i B RADIO 5G Radios 5GHz radio configuration
L g
O B RADIO 2G Radios 2.4GHz radio configuration
_ 9

3. Save Configuration
Click "Save" button:

© Drag to reorder
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= Device List us English Q@ @
10 N
Please select configuration types to begin
Save & Continue & Download Configuration
Group-Based Application
1. Access Device Group
Navigate to Device Groups — Group List
o Select the group you want to add templates
o Click "Edit"
Soft AP Controller - TOTOLINK - o X
SoftAC - Software AP Controller = s
TDTD LINK = Device GI‘OUPS us English Q® @

@ Dashboard vevice ‘Jrc’tI')s & Refresh i More

Manage device groups for bulk configuration and template assignment
& Devices

2 Device List Filters

Q' Device Discovery

Q  Search groups...
% Configuration

B Templates
2, Device Groups .
Group List
QO Access Credentials
o Group Mangge d.evu:e groups for bulkl Devices Templates Updated Actions
G Monitoring Name configuration and template assignment At

e=ace oy D1 Devices in D1 floor @ $emplates 2025/9/10
A~ WiFi Session Monitoring W

/N Alert Monitor
T Delete

& Firmware Upgrade

2§3 Settings

>_ Real-time Logs

2. Input Group Name

Input the group name in "Basic Information" tab
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Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller - " X
= Device Groups Us English o
Dashboard
< Back ® Preview Group Configuration Save & Continue ﬁ

Devices

% Device List Edit Group

Q Device Discovery Edit device group settings and template assignments

Configuration

Basic Information

Templates ) . . .
B = Configure basic group information
2 Device Groups
Group Name
O Access Credentials
D1

Monitoring
Manage device groups for bulk configuration and template assignment

(7 Device Monitor
Enter group description (optional)

- WiFi Session Monitoring

/N Alert Monitor
Firmware Upgrade

Settings Templates
Select one or more templates to apply to the device

Real-time Logs

3. Select Templates

Select the templates you want in "Templates" tab.

Soft AP Controller - TOTOLINK
SoftAC - Software AP Controller <" X

Device Groups us English De

Dashboard

Devices

= Device List

Templates
Q  Device Discovery Select one or more templates to apply to the device
Configuration Available Templates (3) EXElad ©® Drag to re
B Templates
Name Configuration Types Category Configuration templates for network devices

2. Device Groups

B Test General (" Custom B} o

O Access Credentials
Monitoring

B RADIO 5G Radios @ 5GHz radio configuration T

(? Device Monitor
- WiFi Session Monitoring O B RADIO_2G Radios @ 2.4GHz radio configuration

/N Alert Monitor

Firmware Upgrade

Settings

Real-time Logs

4. Apply to Group Members
Click "Save" to push configuration to all devices.
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- " X
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Dashboard it configuration v Valid Contiguration Format

1 {}

= Devices
= Device List

Q  Device Discovery

Configuration

B Templates

Please select configuration types to begin
2]

A Device Groups

O Access Credentials
Monitoring

() Device Monitor

- WiFi Session Monitoring

/N Alert Monitor

Firmware Upgrade

Settings ® Preview Full Configuration Save & Continue

_ Real-time Logs

Application Monitoring

Track template application status:

Status Description Action Required
@ Applied Successfully configured None
Pending Waiting for device connection Wait or retry

® Failed Application error Check logs and retry
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Soft AP Controller - TOTOLINK

TOTO

Device List

(@ Dashboard Q  Search devices...

Devices

“= Device List
evice List
Q' Device Discovery

P} Configuration

) Name
B Templates

2 Device Groups
() ttl_device
Q Access Credentials " al:2s:feiccias:ef

) Monitoring

(? Device Monitor () TOTOLINK 2FE73C

1c:56:8e:2f:e7:3c
4\- WiFi Session Monitoring
A\ Alert Monitor ) test
T 11:22:33:44:55:66

& Firmware Upgrade

Troubleshooting Application Issues

Common Issues and Solutions:

SoftAC - Software AP Controller

Group

D2

D2

D2

bhowing 1 - 3 of 3 items Per page

Problem: Template variables not replaced

e Verify variable names match exactly
e Check variable values are provided

e Ensure proper syntax: {{variable_name}}

Problem: Configuration conflicts
e Review template priority order
e Check device-specific overrides

e Use conflict resolution tool

Problem: Device not accepting configuration

e Verify device firmware compatibility

e Check network connectivity

e Review device logs for errors

Double-click to open device configuration

Management
P

192.168.96.48

v items

Model

TOTOLINK
LR3500

CA3000X-
POE
V9.4.0cu.843

X6000R

All Status

Health T}

OK

oK

- o X
- o X
us English
v Select groups... ¢ Y Clez
Config Clients : Last
Status (Active/Total) Uptime Seen
about
’ 11
Pending 0/0 =
hours
ago
11h L
0/0 minute
17m
ago
) Pending 0/0 - ety
ago
« < n > » Go to page 1
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5.5 Template Version Management

Version Control System

TOTOLINK SoftAC automatically tracks template versions to ensure configuration consistency and enable

rollback capabilities.

Version Tracking

Each template modification creates a new version with:

Information
Version Number
Timestamp
Author

Change Summary

Configuration Hash

Description
Auto-incremented identifier
Creation date and time
User who made changes
Description of modifications

Unique identifier for configuration

Viewing Version History

1. Access Device Configuration

Access configuration in Device List.

2. Configuration History

Select "History".

Soft AP Controller - TOTOLINK

ToTOo

Dashboard
= Devices
7= Device List
Q' Device Discovery

Configuration

B Templates

2, Device Groups

O Access Credentials
Monitoring

() Device Monitor

A~ WiFi Session Monitoring
/N Alert Monitor
Firmware Upgrade
Settings

_ Real-time Logs

3. Review Version List

SoftAC - Software AP Controller

Device List

Configuration | History (3)

Configuration History

Previous configuration versions for this device

Version 9 @ELEILLT)
Created At: 2025-09-11 03:04
Checksum: 15¢c34597c8025a0801037e5cc15d44a6

Change Note: Manual update

Version 8 @ELLLIET)
Created At: 2025-09-11 03:03
Checksum: 15¢34597c8025a0801037e5cc15d44a6

Change Note: Manual update

Version 7 @ELEILLE)
Created At: 2025-09-10 19:12
Checksum: eb3sfesa2f3ba6s272bdaaazsesee7af

Change Note: Manual update

View all template versions.

Example
v1,v2,v3
2024-01-15 14:30:00

admin@company.com

Added guest network configuration

abc123def456...

us English

Modified By: system

Modified By: system

Modified By: system

Q

Q

Q
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Version Operations

Rollback to Previous Version

1. Select Target Version
Click the return arrow logo at the top left corner of version tab.

Soft AP Controller - TOTOLINK

ToTOo

(@ Dashboard
& Devices

= Device List

Q' Device Discovery
¥ Configuration

B Templates

2. Device Groups

O Access Credentials
CJ Monitoring

(7 Device Monitor

A~ WiFi Session Monitoring

/N Alert Monitor

& Firmware Upgrade

3 Settings

>_ Real-time Logs

2. Confirm Rollback
Click "Rollback".

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller

Device List

Configuration  History (3)

Configuration History

Previous configuration versions for this device

Version 9 @ELEILLT)
Created At: 2025-09-11 03:04
Checksum: 15¢34597c8025a0801037e5cc15d44a6

Change Note: Manual update

Version 8
Created At: 2025-09-11 03:03

Checksum: 15¢34597¢8025a0801037e5cc15d44a6

Change Note: Manual update

Version 7 QELELL
Created At: 2025-09-10 19:12
Checksum: eb3sfesa2f3baes272bdaaazseeeraf

Change Note: Manual update

SoftAC - Software AP Controller

Rollback Configuration?

us English

Modified By: system

Modified By: system

Modified By: system

Are you sure you want to rollback TOTOLINK_2FE73C to version 82

Cancel Rollback

 Note: Rollback creates a new version rather than deleting history.

Q

Q
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Best Practices for Version Management

! Best Practices:
e Document changes in version description
e Test new versions on single device first
e Maintain version naming convention (e.g., v1.0, v1.1, v2.0)
e Archive old unused versions periodically

e Review version history before major updates

Version Deployment Strategies

Strategy Description Use Case

Immediate Deploy to all devices instantly Critical security updates
Phased Gradual rollout to device groups Major configuration changes
Scheduled Deploy at specific time Maintenance windows
Manual Require manual approval per device High-risk changes

Version Audit Trail

All version operations are logged:

Action Logged Information Retention
Create User, timestamp, configuration Permanent
Modify Changes, reason, affected devices Permanent
Rollback Source/target versions, user Permanent
Delete Version details, authorization Permanent

[Screenshot: Audit log viewer]

Related Features

e 4.3 Device Configuration

e 6.2 Creating Groups

e 6.4 Group Configuration

e 11.1 Basic Settings

Next Steps

After mastering template management:
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http://06-device-groups.md/
http://06-device-groups.md/
http://11-system-settings.md/
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1. Create your first template for common device configurations
2. Apply templates to test devices
3. Set up template versioning policies

4. Configure group-based template deployment

%’ Quick Start: Begin with a simple WiFi configuration template to familiarize yourself with the template
system before creating complex configurations.

Part 6. Device Groups
6.1 Group Concept

Overview

Device Groups in TOTOLINK SoftAC enable you to manage multiple access points as a single unit. Instead of
configuring each device individually, you can apply settings, templates, and configurations to an entire group
simultaneously, significantly reducing management time and ensuring consistency across your network.

Use Cases

e Location-based Management: Group all devices on the same floor or building for unified management
e Function-based Organization: Separate guest network APs from corporate network APs
e Department Segmentation: Organize devices by department for targeted configuration

e Maintenance Scheduling: Group devices that require the same maintenance window

Key Benefits

Benefit Description

Time Efficiency Configure multiple devices with a single action

Consistency Ensure uniform settings across similar devices

Simplified Management View and monitor grouped devices together

Template Application Apply configuration templates to entire groups

Batch Operations Perform firmware updates and restarts on multiple devices

¢ Best Practice: Create groups based on your organization's structure or network topology for easier
management and troubleshooting.
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6.2 Creating Groups

Prerequisites

Before creating a device group, ensure you have:

e Administrator access to the system

e Atleast one device added to the system (optional but recommended)

e Configuration templates prepared (optional)

Step-by-Step Instructions

1. Navigate to Device Groups
Click "Device Groups" in the left navigation menu.

Soft AP Controller - TOTOLINK

ToTOo

Dashboard
= Devices
%= Device List
Q' Device Discovery
Configuration
B Templates
2 Device Groups

O Access Credentials

CJ Monitoring

(7 Device Monitor

A~ WiFi Session Monitoring
/N Alert Monitor
Firmware Upgrade
Settings

_  Real-time Logs

2. Start Group Creation

SoftAC - Software AP Controller

=  Device Groups

Device Groups

Manage device groups for bulk configuration and template assignment

Filters

Q  Search groups...

Group List

Group
Name

D2

Manage device groups for bulk
configuration and template assignment

Devices

& Refresh

Templates

2
Templates

us English

Updated
At

2025/9/11

Click the blue "+ Create Group" button in the top-right corner of the Device Groups page.

- < X

L0

i More + Create Group

Actions

o
=
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Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller
TOT LINK .
= Device Groups

(@ Dashboard

apply

us English C_\@ @

q N
& Devices DeVIce Groups & Refresh i More + Create Group
Manage device groups for bulk configuration and template assignment —
% Device List
Q  Device Discovery Filters
*@ Configuration
Q  Search groups...
B Templates
2 Device Groups
O Access Credentials Group List
G Monitoring
Group Manage device groups for bulk . Updated .
(7 Device Monitor Name configuration and template assignment Devices Templates At Actions
- WiFi Session Monitoring D2 . @ $emp|ates 2025/9/11 o
/N Alert Monitor
& Firmware Upgrade
@ Settings
>_ Real-time Logs
3. Enter Group Information
Fill in the required and optional fields in the group creation form:
Field Description Required Example
Group . . . . .
Unique identifier for the group Yes First Floor APs
Name
o Additional details about the "All access points on the first
Description No N
group floor
Configuration templates to
Templates No Select from dropdown
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TOTO

Dashboard

Devices

= Device List
Q  Device Discovery

Configuration

B Templates

2 Device Groups

O Access Credentials
Monitoring

() Device Monitor

- WiFi Session Monitoring
/N Alert Monitor
Firmware Upgrade
Settings

_ Real-time Logs

SoftAC - Software AP Controller

= Device Groups

Basic Information

Configure basic group information

Group Name

D1

Manage device groups for bulk configuration and template assignment

Enter group description (optional)

Templates
Select one or more temEIates to apply to the device

Available Templates (2)

Name Configuration Types Category

B RADIO 5G Radios

()] B RADIO 2G Radios

4. Select Configuration Templates (Optional)
If you have created configuration templates:

o C(lick the "Templates" dropdown

o Select one or more templates to apply to this group

o Templates will be applied in the order selected

5 Note: You can add or modify templates later if needed.

Soft AP Controller - TOTOLINK

TOTO

Dashboard
= Devices
7= Device List
Q' Device Discovery
Configuration
B Templates
2, Device Groups
O Access Credentials

Monitoring

(? Device Monitor

- WiFi Session Monitoring

/N Alert Monitor

Firmware Upgrade

Settings

_ _Real-time Logs

SoftAC - Software AP Controller

= Device Groups
D1

Manage device groups for bulk configuration and template assignment

Devices in D1 floor

Templates

Select one or more templates to apply to the device

Available Templates (2)

Name Configuration Types Category

B RADIO 56 Radios

[ Custom ]
B RADIO 26 Radios (" custom

5. Configure Variables (Optional)
If your templates use variables:

o Click "Add Variable" to define custom variables

us English o

@ Drag tore
Configuration templates for network devices
5GHz radio configuration
2.4GHz radio configuration
»
= a X
= o X

us English Q

® Drag to re
Configuration templates for network devices
5GHz radio configuration T
2.4GHz radio configuration o



o Enter variable name and value

o These variables will be available to all devices in the group

Soft AP Controller - TOTOLINK = o X
SoftAC - Software AP Controller = < X
L= aE) LINK —
- = Templates us
@ Dashboard Name Tags
é, Devices RADIO_2G 4G, mesh, WDS, VPN, etc.
= Device List A comma-separated list of template tags, may be used to ease

with specific settings (eg: 4G, mesh, WDS, VPN, ecc.)
Q' Device Discovery
[J Enabled by default

Whether new configurations will have this template enabled by default

% Configuration

B Templates O Required

If checked, will force the assignment of this template to all the devices of the organization (if no organization is selected, it will be requ

o) -
& Device Groups in the system)

O Access Credentials

) Monitoring Configuration variables
Template variables can be overridden for each device
(" Device Monitor

{{ssid}} String v ttl test
A~ WiFi Session Monitoring -

+ Add Variable

Configuration ® Preview Configuration Save & Continue

@ Settings You can edit the configuration using the form interface on the left or the JSON
editor on the right. Both sides will sync automatically.

/N Alert Monitor

& Firmware Upgrade

>_ Real-time Logs

6. Save the Group
Click the "Save" button to create the group.

Success: The group will appear in your Device Groups list immediately.

After Creating a Group
Once your group is created, you can:

e Add devices to the group
e Apply configuration templates
e Monitor group status from the dashboard

e Perform batch operations on all group members

6.3 Managing Group Members

Adding Devices to a Group

1. Open Device List
Select the devices you want in the Device List.
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Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller - (] X
= Device List us
Dashboard Fireers
Devices Q  Search devices... All Status v Select groups... <
= Device List
Q  Device Discovery
Gl Device List QUL E X 2 Assign to G
B Templates % Double-click to open device configuration
9 Device Groups ® G Management Model Health 11 Config Clients Unti
~ P ame roup P ode ea Status (Active/Total) ptime
O Access Credentials
CA3000X-
P TOTOLINK_2FE73C
2 L -
Monitoring (V] i el 192.168.0.48 POE OK 0/0 m
V9.4.0cu.838
() Device Monitor
- WiFi Session Monitoring
(M) test _ _ m _
/N Alert Monitor T 11:22:33:44:55:66 X6000R Hloknowny Rencng 0/0
Firmware Upgrade
Showing 1 - 2 of 2items Perpage 20 v items « < n > » Go to p|

Settings

Real-time Logs

2. Assign to Group
Click the "Assign to Group" tab at the upper right corner of the Device List.
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SoftAC - Software AP Controller = O X
e List us English Ja
Dashboard
Devices
devices... All Status v Select groups... ¢ Y Clear Filters

= Device List

Q  Device Discovery

Confi ti
onfiguration ®® 1 devices selected b 2, Assign to Group W Delet

Templates

lick to open device configuration

DevicelS oupe Management Confi li Last
e Group 9 Model Health TV d ¢ |e.nts Uptime Actions
. Status (Active/Total) Seen
Access Credentials
- less
Monitoring CA3000X-
PLINK_2FE73C 5 than a
. . oot oo - 192.168.0.48  POE oK Applied 0/0 8m minute
(7 Device Monitor V9.4.0cu.838
ago
- WiFi Session Monitoring
about
/N Alert Monitor 3
- = X6000R Unknown 0/0 =
b:33:44:55:66 hours
Firmware Upgrade ago
Settings . .
-2of2items Perpage 20 v items « < > » Go to page 1 Pac

Real-time Logs

3. Select a Group
Click "Select a Group" and select the group you want.
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SoftAC - Software AP Controller

A Assign Devices to Group

Assign 1 selected devices to a group.

Group

Select a group

No Group

4. Assign
Click the "Assign" button.

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller

2\ Assign Devices to Group

Assign 1 selected devices to a group.

Group

[D1

<)

The selected devices will be assigned to the selected

group.

Cancel

Removing Devices from a Group

1. Open Device List
Select the devices you want in the Device List.
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2. Assign to Group
Click the "Assign to Group" tab at the upper right corner of the Device List.
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Dashboard
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3. Select a Group
Click "Select a Group" and select "No Group".
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SoftAC - Software AP Controller -

2\ Assign Devices to Group
Assign 1 selected devices to a group.
Group

Select a group v

D1

4. Assign
Click the "Assign" button.

Soft AP Controller - TOTOLINK = o

SoftAC - Software AP Controller - [m]

2, Assign Devices to Group

Assign 1 selected devices to a group.

Group

[ No Group v ]

The selected devices will be removed from their current

groups.
Cance'

J

A Important: Removing a device from a group does not delete the device from the system. The
device will retain its current configuration but will no longer receive group updates.
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6.4 Group Configuration

Understanding Group Configuration Hierarchy

TOTOLINK SoftAC applies configurations in the following order:
1. Default Settings: System-wide defaults
2. Group Configuration: Settings applied to all group members
3. Template Configuration: Settings from assigned templates

4. Device-Specific Configuration: Individual device overrides

Tip: More specific configurations override general ones. Device settings override group settings.
Configuring Group Settings

1. Access Group Configuration
o Open the Device Groups page
o Click a group you want in the group list

o Find the "Configuration" tab

Soft AP Controller - TOTOLINK - o X
SoftAC - Software AP Controller = O X
TOT LINK . ‘
oTo - = Device Groups us English Q‘
Dashboard
LR | Configuration
P You can edit the configuration using the form interface on the left or the JSON editor on the right. Both sides will sync automatically.
= evice LIS
O Bz ey Visual JSON Configuration Editor
S Configuration Edit JSON configuration directly
Editor Select configuration types... C
B Templates Edit configuration + Valid Configuration Form
using form
2\ Device Groups (O] interface 1

O Access Credentials
Monitoring

(7 Device Monitor

- WiFi Session Monitoring

/A Alert Monitor Please select configuration types to begin

Firmware Upgrade

Settings

Real-time Logs

2. Edit Configuration
The configuration editor provides two views:

JSON View: For advanced users familiar with configuration syntax

{
"interfaces": [
{
"name": "main_2g",
"type": "wireless",

"ifname": "ra0",
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"wireless": {

"device": "radioO",
"radio": "radioO0",
"ssid": "TOTOLINK_2G",

"hidden":
"isolate": false,
"authmode": "WPA2PSKWPA3PSK",

false,

"encryption": {
"protocol": "wpa3_mixed",
"key": "FIUY@DA7KFzL",

"ciphers": [
"cemp”

1,

"encryption":

"AES"

Form View: User-friendly interface for common settings

Soft AP Controller - TOTOLINK

TOTO

Dashboard

= Devices
= Device List

Q' Device Discovery

Configuration

B Templates

&\ Device Groups

O Access Credentials
Monitoring

(7 Device Monitor

A~ WiFi Session Monitoring
/N Alert Monitor

Firmware Upgrade

Settings

_ Real-time Logs
3. Configure Common Settings
Setting Category
Wireless
Network
Security

System

SoftAC - Software AP Controller

Device Groups

Visual Configuration
Editor Lirvrisce ) :
Edit configuration using
form interface
1 {
2
~ Interface 1interfaces Add Interface... v 3
a4
5
= B 6
~ = main 29 QD) o :
8
Add field... v °
1e
11
Name * main_2g 12
13
* : 14
Type Wireless 15
16
17
Wireless Configuration Add wireless field... v 18
19
20
Radio * radio0 21
. 22
Reference to one of the elements defined o3
in the "radios" section 24

JSON Configuration Editor
Edit JSON configuration directly

v Valid Configuration

"interfaces": [
{
"name": "main_2g",
"type": "wireless",
"ifname": "ra@",
"wireless": {
"device": "radioe",
"radio": "radioce",
"ssid": "TOTOLINK_2G",
"hidden": false,
"isolate": false,
"authmode": "WPA2PSKWPA3PSK",
"encryptio {
"protocol": "wpa3_mixed",
"key": "hpEhSBvfEb29",
"ciphers": [
"cemp"
1,

"encryption": "AES"

Common Options

SSID, Channel, Power, Security Mode
VLAN, IP Configuration, DNS

Encryption, Authentication, Access Control

Timezone, NTP Server, Logging



4. Use Configuration Variables

Variables allow dynamic configuration:

o Reference variables using {{variable_name}} syntax

o Variables are replaced with actual values when applied to devices

Example:

"wireless": {

"ssid": "{{Tocation}}-wiFi",
"channel": "{{channel}}"

5. Preview Configuration

Click "Preview" to see how the configuration will appear when applied to devices.

Soft AP Controller - TOTOLINK

TOTO -

Dashboard

= Devices
7= Device List

Q' Device Discovery

Configuration

B Templates

2, Device Groups

O Access Credentials
Monitoring

(? Device Monitor

- WiFi Session Monitoring
/N Alert Monitor

Firmware Upgrade

Settings

_ _Real-time Logs

6. Save Configuration

SoftAC - Software AP Controller

Device Groups

arre e ganrerer ey

form interface

Hide SSID O

. — lsolate wireless clients from
Isolate Clients (@]

one another

Encryption WPA3/WPA2 Personal Mixed M ~

Wireless security configuration

Protocol WPA3/WPA2 Personal Mixed Mode ~
+ Add Disabled Field

Key seessscsrres

Cipher Force CCMP (AES

IEEE 802.11w Optional

- o X
- o x
us
v Valid Configuration
< T
2 "interfaces": [
3 {
4 "name": "main_2g",
5 "type": "wireless",
6 "ifname": "rae",
7 "wireless": {
8 "device": "radioe",
9 "radio": "radioce",
10 "ssid": "TOTOLINK_2G",
11 "hidden": false,
12 "isolate": false,
13 "authmode": "WPA2PSKWPA3PSK",
14 "encryption": {
15 "protocol": "wpa3_mixed",
16 "key": "hpEhSBvfEb29",
17 "ciphers": [
18 "cemp™
19 1
20 "encryption": "AES"
21 }
22 }
23 }
24 1

® Preview Full Configuration

»

Click "Save" to store the configuration. Changes are not automatically applied to devices.

Template Management for Groups

1. Assign Templates

o Open the Device Groups page

o C(lick a group you want in the group list

o Find the "Templates" tab

o Drag to reorder template priority
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Soft AP Controller - TOTOLINK = o X

SoftAC - Software AP Controller = s X
TOT LINK .
= Device Groups g D

Dashboard D1

2 Devices K X . .
Manage device groups for bulk configuration and template assignment

= Device List Devices in D1 floor

Q  Device Discovery

Configuration

B Templates

Templates

Select one or more templates to apply to the device

2\ Device Groups

O Access Credentials

Available Templates (2) © Drag to re
Monitoring
() Device Monitor Name Configuration Types Category Configuration templates for network devices
R EEscnlonitnng B RADIO 5G Radios @ 5GHz radio configuration o
/N Alert Monitor
Firmware Upgrade B RADIO_2G Radios @ 2.4GHz radio configuration W
Settings
_ Real-time Logs v
»
Soft AP Controller - TOTOLINK = o X
SoftAC - Software AP Controller = O X
=  Device Groups us English o @

Devices in D1 floor

Templates
Select one or more templates to apply to the device
Available Templates (2) @ Drag to reorder
Name Configuration Types Category Configuration templates for network devices
Radios
B RADIO 5G Radios [ Custom ) 5GHz radio configuration W

2. Template Order
Templates are applied in the specified order. Later templates override earlier ones for conflicting settings.

> Note: Template order is crucial. Place general templates first and specific ones last.

Related Features

e 4.3 Device Configuration - Configure individual devices

e 5.2 Creating Templates - Create reusable configuration templates

e 7.1 Device Monitoring - Monitor grouped devices
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e 8.3 Batch Upgrade - Upgrade firmware for device groups

Quick Reference

Common Group Operations

Task

Create group

Location

Device Groups page

Action

Click "+ New Group"

Add devices Group details > Members Click "Add Devices"

Apply templates Group details > Configuration Click "Manage Templates"
Deploy config Group details Click "Deploy Configuration"
View history Group details > History Review deployment log

Keyboard Shortcuts

Shortcut Action

Ctrl+S Save configuration
Ctrl+P Preview configuration
Ctrl+D Deploy configuration
Esc Cancel current dialog

5 Need Help?: Contact TOTOLINK support for assistance with device group management.

Part 7. Network Monitoring

Overview

TOTOLINK SoftAC's Network Monitoring feature provides real-time visibility into your network's health and
performance. Monitor all your devices from a single dashboard, track network usage patterns, and receive
alerts when issues arise. This comprehensive monitoring system helps you maintain optimal network
performance and quickly identify problems before they affect users.

Use Cases

e Daily Operations: Monitor device status and network performance during business hours
¢ Troubleshooting: Quickly identify which devices are experiencing issues

e Capacity Planning: Track usage trends to plan network expansion

e Performance Optimization: |dentify bottlenecks and optimize network settings

e Proactive Maintenance: Receive alerts before problems become critical
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7.1 Device Monitoring

Feature Overview

Device Monitoring gives you complete visibility into each device's operational status, performance metrics, and
connection quality. View real-time data for all managed devices, track their health over time, and quickly
identify any devices that need attention.

How to Access Device Monitoring

1. Navigate to Monitoring Section
Click "Device Monitor" in the left navigation menu.

Soft AP Controller - TOTOLINK - (u]
0 x
SoftAC - Software AP Controller = (] X
L= LINK — ) . '
= Device Monitor us English A @
Dashboard
. .
% Devices DEVIce Monltor & Refresh Q& Auto-refresh Off
Monitor device health and performance in real-time
= Device List
Q Device Discovery Total oK A PROBLEM (O CRITICAL © UNKNOWNO® DEACTIVATED
Devices
Configuration 1 0 0 1
2 operating need attention immediate monitor.statusUnknowr monitor.deactivated
Templates devices normally action required
registered
Device Groups
Access Credentials
Monitoring Device List TOTO I-I N K_ZFE73C
Select a device to view details CA3000X-POE « 1c:56:8e:2f:e7:3c
(7 Device Monitor : el
 TOTOLINK 2FE73C i 9 Uptime CPU .I;Jsage Mem:ry Usage WiFi Clients
A WiFi Session Monitoring lesbiBefer s 0d 7h 0.0% 0.0% 0
£ Alert Monitor ® test 0% 0 IP Address Device UUID
11:22:33:44:55:66 192.168.0.48 4446C200-7715-4ab6-b80e-ca5e3582e10e
Firmware Upgrade
Settings
@ System Resources %= Wireless Network
Real-time Logs CPU Usage 0.0%

N wiralace narfarmanca data auailahla

2. View Device List
The main monitoring page displays all your devices with their current status.
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TOTO

(@ Dashboard

& Devices

= Device List

Q  Device Discovery
Configuration

B Templates

2\ Device Groups
O Access Credentials

Monitoring

(7 Device Monitor

- WiFi Session Monitoring

/N Alert Monitor
Firmware Upgrade
Settings

_ Real-time Logs

SoftAC - Software AP Controller - " X
= Device Monitor us English C_\@ @
Total oK A PROBLEM CRITICAL © UNKNOWNG® DEACTIVATED
Devices 1 0 2 o
3 operating need attention immediate monitorstatusUnknowr monitor.deactivate
devices normally action required
registered
Device List ttl device Critical
Select a device to view details TOTOLINK LR3500 » a1:25:0:cc:a5ief
. Uptime CPU Usage Memory Usage WiFi Clients
® ttl device 0% 0 & &
al:25:f0:ccab:ef N/A 0-0/0 0-0 /0 0
® TOTOLINK 2FE73C 0% 0 IP Address Device UUID
1c:56:8e:2f:e7:3¢ N/A fed1fed1-9fag-4973-bfes-f59b9588a8ed
® test 0% 0
11:22:33:44:55:66

7.1.1 Real-time Status

Understanding Device Status

@ System Resources

CPU Usage 0.0%
Memory Usage 0.0%
Disk Usage 0.0%

Chip Temperature 0.0°C

= Wireless Network

No wireless performance data available

Real-time status monitoring shows the current operational state of each device in your network. The system
continuously checks device health and updates the display automatically.

Status Indicators

Status Icon
Online o
Offline ()
Problem

Unknown ()

Description

Device is connected and respond
normally

Device is not responding to healt
checks

Device is online but experiencing
issues

Device status cannot be determined

Viewing Real-time Status

1. Main Status View

Action Required

in
8 None
h Check device power and network
connection

Review alerts for specific problems

Wait for next health check

The device list shows each device's current status with color-coded indicators.
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Soft AP Controller - TOTOLINK
SoftAC - Software AP Controller = s X

= Device Monitor us English C_\@ @

Dashboard
) Total oK A PROBLEM CRITICAL © UNKNOWNG® DEACTIVATED
Dz Devices 1 0 2 o
= Device List 3 operating need attention immediate monitorstatusUnknowr monitor.deactivated
devices normally action required
Q  Device Discovery registered

Configuration

Templates " . o =,
e Device List ttl device Critical
Device Groups Select a device to view details TOTOLINK LR3500 « a1:25:f0:cc:a5:ef
Access Credentials ttl device % o Uptime CPU ‘I;Jsage Mem:ry Usage WiFi Clients
25:f0:ccab:ef N/A 0-0/0 0.0 /0 0
Monitoring
TOTOLINK 2FE73C 0% 0 IP Address Device UUID
(7 Device Monitor o §56:8e:2f:e7:3c N/A feo1fed1-9fas-4973-bfes-F5obosssaged
- WiFi Session Monitoring test 0% 0
22:33:44:55:66
/N Alert Monitor .
@ System Resources = Wireless Network
Firmware Upgrade CPU Usage 0.0%
No wireless performance data available
. Memory Usage 0.0%
Settings
Disk Usage 0.0%
Real-time Logs
hin Temnaratire noer

2. Detailed Status Information
Click on any device name to view detailed status information:

o Uptime: How long the device has been running
o CPU Usage: The percentage of CPU used currently
o Memory Usage: The percentage of memory used currently

o WiFi Clients: Number of connected WiFi users

Soft AP Controller - TOTOLINK - la]
SoftAC - Software AP Controller = < X
T ' .
= Device Monitor us English C\@ @
Dashboard
) Total oK A PROBLEM (O CRITICAL ® UNKNOWNG® DEACTIVATED
Devices Devices 1 0 2 O
= Device List 3 operating need attention immediate monitor.statusUnknowr monitor.deactivated
devices normally action required
Q' Device Discovery registered

Configuration

B Templates . .
Device List TOTOLINK 2FE73C
2 Device Groups Select a device to view details CA3000X-POE = 1c:56:8e:2f:e7:3c
) L @l ® tt| device 0% o Uptime CPU Usage Memory Usage WiFi Clients
aI:ZSTfO:c(:aS ef od Oh 0.0% 66.5% 0
Monitoring
® TOTOLINK 2FE73C 65% 0 IP Address Device UUID
(? Device Monitor 9 1c56:8e:2fe7:3c 192.168.0.48 4446¢200-7715-4ab6-b800-c45e3582e10e
A~ WiFi Session Monitoring ® test 0% 0
11:22:33:44:55:66
Alert Monitor .
& @ System Resources % Wireless Network
1 0
Firmware Upgrade CPU Usage 0.0% Wireless Performance
Settings w 66.5% 24GHz cHs8 ra0
Disk Usage 1.0% 0.00% 20.30% 0.00 0 0%
Real-time Logs « T«PER © RxPER @ PBUR RX Drop T
Chip Temperature 43.0°C success

3. Auto-refresh Settings
The status display refreshes automatically every 30 seconds. You can also:

o Click the refresh button for immediate update



o Adjust refresh interval in settings
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ToTOo

@ Dashboard

é, Devices

= Device List

Q' Device Discovery
Configuration

B Templates

2, Device Groups

O Access Credentials
Monitoring

(? Device Monitor

A~ WiFi Session Monitoring
/N Alert Monitor

Firmware Upgrade

Settings

Real-time Logs

SoftAC - Software AP Controller

= Device Monitor

Device Monitor

Monitor device health and performance in real-time

Total OK
Devices 1

3 operating
devices normally
registered

Device List

Select a device to view details

® ttl device 0%
al:25:f0:ccab:ef

® TOTOLINK 2FE73C 10%
1c:56:8e:2f:e7:3¢

® test 0%
11:22:33:44:55:66

Quick Status Overview

The dashboard header provides an at-a-glance summary:

e Total Devices: Number of devices being monitored

e OK: Devices currently operational

e PROBLEM: Number of issues which need attention

J\r

PROBLEM (O CRITICAL ©®
0 2
need attention immediate

action required

ttl device
TOTOLINK LR3500 « a1:25:f0:cc:a5:ef

Uptime CPU Usage

N/A 0.0%

IP Address
N/A

@ System Resources

CPU Usage 0.0%

e CRITICAL: Number of issues which need immediate action

e UNKNOWN: Devices which can not be identified

o DEACTIVATED: Devices currently offline

Memory Usage

0.0% 0

[}

X

- s X
us English C_\qa @

(o] (XD

W Disable auto-refresh
UNKNG Refresh interval

0 ® 10 seconds
1 minute
5 minutes

@ Last refresh: 05:06:45

Critical

WiFi Clients

Device UUID
feo1fed1-9fag-4973-bfes-f59bos88aged

= Wireless Network

NAwiralace marfarmanca data auailahla
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SoftAC - Software AP Controller

TOTO IALLS = Device Monitor

(@ Dashboard

Device Monitor

uUs English Q@ @

é, Devices < Refresh
Monitor device health and performance in real-time
= Device List
Q' Device Discovery Total oK A PROBLEM (O CRITICAL © UNKNOWNG® DEACTIVATED
Devices
@- Configuration 1 0 2 0
3 operating need attention immediate monitor.statusUnknowr monitor.deactivated
B Templates devices normally action required
registered
2, Device Groups
O Access Credentials
. . . 0 ritical
O Monitoring Device List ttl_de\"ce Critical
Select a device to view details TOTOLINK LR3500 « a1:25:f0:cc:a5:ef
(™ Device Monitor . Uptime CPU Usage Memory Usage WiFi Clients
® ttl device 0% 0 - o
A- WiFi Session Monitoring al:25f0:ccabef N/A 0.0% 0.0% 0
/N Alert Monitor ® TOTOLINK 2FE73C 10% 0 IP Address Device UUID
1c:56:8e:2f:e7:3c N/A fed1fed1-9fa8-4973-bfo8-f59bo588a8ed
& Firmware Upgrade
® test 0% 0
z 11:22:33:44:55:66
ig! Settings
& System Resources = Wireless Network
>_ Real-time Logs CPU Usage 0.0%

Kin weivalans macfammnnman dabn amilabla

Tip: Set up email notifications to be alerted immediately when a device goes offline. This helps you

respond quickly to network issues.

7.1.2 Performance Metrics

Available Metrics

TOTOLINK SoftAC monitors key performance indicators that affect network quality and user experience:

System Resources

Monitor device hardware utilization to prevent performance issues:

Metric Description Healthy Range Alert Threshold
CPU Usage Processor utilization percentage 0-60% Above 80%
Memory Usage RAM utilization percentage 0-70% Above 85%
Disk Usage Storage space utilization 0-80% Above 90%
Chip Temperature Device operating temperature 20-60°C Above 70°C
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L] LINK |

(@ Dashboard
o Devices
= Device List
Q' Device Discovery

{$¥ Configuration

Templates

SoftAC - Software AP Controller

= Device Monitor

Device List

Select a device to view details

® tt| device 0%
al:25:f0:cc:a5:ef

® TOTOLINK_2FE73C 0%
1c:56:8e:2f:e7:3c

TOLINK 2FE73C

CA3000X-POE « 1c:56:8e:2f:e7:3¢

Uptime CPU Usage

0d Oh 0.0%

IP Address
192.168.

uUs English Q@ @

Memory Usage WiFi Clients

72.5% 0

Device UUID
4446C200-7715-4ab6-b8ee-ca5e3582e10e

® test 0%
. 11:22:33:44:55:66
Device Groups
{8 System Resources %= Wireless Network
Access Credentials .
CPU Usage 0.0% Wireless Performance
&) Monitoring .
Memory Usage 72.5% 24GHz cHB a0
(N Device Monitor Disk Usage 1.0% 0.00% 20.10% 0.00 0 0%
« TxPER @ RxPER © PBUR RX Drop i
A WiFi Session Monitoring Chip Temperature 43.0°C Success
— Tx Packets: 0 Rx Packets: 84.6K
/N Alert Monitor
3 5GHz cH3e rax0
& Firmware Upgrade
Device ) 0.00% 17.90% 0.00 0 0%
c .. Online TxPER () RxPER (D PBUR RX Drop ™
igg Seﬂings onneCtIVIty Success
RTT (Latency) e Tx Packets: 0 Rx Packets: 380.0K
>_ Real-time Logs o 0.0%

Device Connectivity

Track network quality and throughput:

Metric

RTT(Latency)

Description

Current transmission interval per packet

What to Watch

Should be below 50ms

Packet Loss Percentage of lost data packets Should be below 1%

Soft AP Controller - TOTOLINK - o

SoftAC - Software AP Controller = <" X

(@ Dashboard
=& Devices

= Device List

Q' Device Discovery

¥ Configuration

= Device Monitor

® tt| device 0%
al:25:f0:cc:a5:ef

® TOTOLINK_2FE73C 0%
1¢:56:8e:2f:e7:3c

® test 0%
11:22:33:44:55:66

0d Oh 0.0%

IP Address
192.168.

@ System Resources

72.5%

Device UUID
4446¢200-7715-4ab6-b800-ca5e3582e10e

%= Wireless Network

CPU U 0.0%
B Templates sa0e N Wireless Performance
9
2 Device Groups _Memory Usage 2.5% 24GHz cHe ra0
. Disk Usage 1.0% 0.00% 20.10% 0.00 0 0%
QO Access Credentials . TxPER () RxPER (D PBUR RX Drop T
) Success
Chip Temperature 43.0°C
_—
G Monitoring — Tx Packets: 0 Rx Packets: 84.6K
(7 Device Monitor B o o 0
- WiFi Session Monitoring Device . 0.00% 17.90% 0.00 0 0%
- Online TXPER ® RxPER @ PBUR RX Drop T*
N ; Connectivity T
Alert Monitor
RTT (Latency) e Tx Packets: 0 Rx Packets: 380.0K
& Firmware Upgrade 3.0 ms 0.0%
B sett Last Check: 2025/9/11 0506146
ettings

J_ Real-time Logs
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Wireless Network

Monitor wireless network quality:

Metric Description Optimal Value
Tx PER Transmit Packet Error Rate Less than 1%
Rx PER Receive Packet Error Rate Less than 1%
PBUR Physical Bandwidth Utilization Ratio Less than 0.1
Rx Drop Dropped packets in reception direction --
Tx Success Transmit Packet Success Rate More than 99%
Soft AP Controller - TOTOLINK - o
SoftAC - Software AP Controller = he X
TOTO BALLS = Device Monitor
Dashboard ® ttl_device 0% 0 i g
@ ashboar al:25:f0:ccab:ef 73-5%
=& Devices
® TOTOLINK_2FE73C 0% 0 IP Address Device UUID
2 Device List lc:56:8er2fiel:3c 192.168.0.48 4446¢200-7715-4ab6-b800- cA5e3582¢10e
Q' Device Discovery ® test 0% 0
11:22:33:44:55:66
#¥ Configuration @ System Resources % Wireless Network
B Templates CPU Usage 0.0% Wireless Performance
2, Device Groups w 73.5% 24GHz cHs ra0
Disk Usage 1.0% 0.00% 19.90% 0.00 0 0%
O Access Credentials . Tx PER Rx PER PBUR RX Drop T
_ Chip Temperature 43.0°C Success
G Monitoring — T Packets: 0 Rx Packets: 80.6K
(? Device Monitor [ T— —
- WiFi Session Monitoring Device . 0.00% 17.90% 0.00 0 0%
.. Online TxPER () RxPER (D PBUR RX Drop ™
Connectivity S
£\ Alert Monitor
RIT (Latency) Packet Loss Tx Packets: 0 Rx Packets: 399.0K
& Firmware Upgrade 3.0ms 0.0%

Last Check: 2025/9/11 05:06:46

€3 Settings

>_ Real-time Logs

Network Interface Traffic

Record the traffic statistics of device's interface in a period.
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SoftAC - Software AP Controller = " X

TOTOo _

(@ Dashboard

Device Monitor

o Devices
= Device List
Q  Device Discovery
{$¥ Configuration
B Templates
2, Device Groups
O Access Credentials
&) Monitoring
(M Device Monitor
- WiFi Session Monitoring

£\ Alert Monitor

& Firmware Upgrade

€3 Settings

' [ page]
b0 v items « < > »
page

>_ Real-time Logs

##

Troubleshooting

Issue: Device shows offline but is working

us English Q@ @

e e - -
N
T Packets: 440 Rx Packets: 214.4K
5GHz cH 36 rax0
Device ) 0.00% 18.50% 0.00 0 0%
.. Online TxPER ) RxPER @ PBUR RX Drop T«
Connectivity S

Tx Packets: 0 Rx Packets: 901.3K

RTT (Latency) Packet Loss

3.0ms 0.0%

Last Check: 2025/9/11 05:36:46

- Network Interface Traffic
Interface:  ethO (WAN/Uplink) v Time: 1 Day v @ Inbound @ Outbound
br-lan (LAN Bridge)

B th0 (WAN/Uplink)

586K ra0 (2.4GHz)

391K

195K

0 p— | | ) pe— - - .
05:02 05:05 05:08 05:11 05714 05:17 05:20 05:23 0526 0529 05:32 05:36

Total In Total Out
497.63 KB 450.51 KB

e Check network connectivity between SoftAC and device

e Verify device monitoring service is enabled

e Ensure correct monitoring interval is set
Issue: Missing historical data

e (Check data retention settings

e Verify device was online during the period

e Ensure monitoring service has sufficient storage
Issue: Performance metrics not updating

e Refresh the page manually

e Check auto-refresh settings

e Verify device is reporting metrics correctly

Best Practices

1. Regular Monitoring
o Check dashboard daily for offline devices
o Review performance alerts weekly

o Analyze historical trends monthly
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2. Proactive Maintenance
o Set appropriate alert thresholds
o Schedule regular device restarts
o Keep firmware updated
3. Documentation
o Export monthly reports for records
o Document network changes and their impact

o Track recurring issues and resolutions

Related Features

e 7.2 WiFi Session Management - Monitor connected users

e 7.3 Alert Management - Configure and manage alerts

e 8. Firmware Management - Keep devices updated

e 11.System Settings - Configure monitoring preferences

Next Steps

Now that you understand device monitoring, learn how to:

e Monitor WiFi sessions and user activity
e Set up custom alerts for critical events

e Configure automated responses to common issues

Continue to 7.2 WiFi Session Management —

7.2 WiFi Session Management

Feature Overview

WiFi Session Management provides comprehensive visibility into all wireless client connections across your
network. Monitor active users in real-time, review connection history, and track user behavior patterns to
optimize your WiFi network performance. This powerful feature helps you understand network usage, identify
connection issues, and ensure quality service for all users.

Use Cases

e Guest WiFi Management: Monitor guest network usage and identify unauthorized access attempts

e Troubleshooting Connection Issues: Review session details to diagnose why specific clients experience
connectivity problems

e Network Capacity Planning: Analyze peak usage times and client distribution across access points
e Security Monitoring: Track unusual connection patterns or suspicious client behavior

e Bandwidth Management: Identify heavy network users and optimize resource allocation
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7.2.1 Online Users

Understanding Online Users

The Online Users view displays all currently connected WiFi clients across your network in real-time. This gives
you instant visibility into who is using your network, which access points they're connected to, and their
connection quality.

Accessing Online Users

1. Navigate to WiFi Sessions
Click "WiFi Sessions Monitoring" in the left navigation menu under the Network Monitoring section.

Soft AP Controller - TOTOLINK = o X
SoftAC - Software AP Controller = <" X
TOT LINK _ - . -
=  WiFi Session Monitoring
Dashboard Monitor WiFi client connections and session activities
= Devices
. Active Sessions Total Sessions Active Clients
= Device List A 0 [C) 0 = 1
Q' Device Discovery
Configuration
4 Session History 0 Client Management o
Templates
Device Groups Y Filters
Aoz @it Device (AP) MAC Address ssID
Monitoring Enter device name or UUID Enter MAC address Enter SSID
(7 Device Monitor
- WiFi Session Monitoring |
4\~ Session History (0)
/N Alert Monitor
— MAC Device Wireless
. 0 . . . . .
Firmware Upgrade ' address @P) SSID Standards Traffic Noise SNR Quality Packets Rate Rssi BandWidtk
Settings
Real-time Logs
»

2. View Active Sessions
The main page displays summary cards showing:

Active Sessions: Number of current connections

[e]

Total Sessions: Historical connection count

(o]

Active Clients: Unique devices currently online

o

Total Clients: All devices that have connected

(o]
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Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller = s X
=  WiFi Session Monitoring us English o
o =2 <
Monitor WiFi client connections and session activities
Active Sessions Total Sessions Active Clients Total Clients
A 0 C] 0 = 1 =) 1
4\ Session History 0 Client Management @)
Y Filters
Device (AP) MAC Address SSID Status
Enter device name or UUID Enter MAC address Enter SSID All Sessions

A- Session History (0)

MAC Device Wireless . . . . . Connected Start Stop .
O Address AP) SSID Standards Traffic Noise SNR Quality Packets Rate Rssi BandWidth fime Time Time Actio
< ,

Online User Information

The sessions table displays comprehensive information for each connected client:

Column Description

MAC Address Unigue hardware identifier of the client
device

Device (AP) Access point the client is connected to

SSID Network name the client is using

Signal Strength Connection quality in dBm

Traffic Upload/download data volumes

Connected Time Duration of current session

Wireless Standard WiFi technology (WiFi 4/5/6)

Use for Troubleshooting

Identify specific devices

Check AP load distribution
Verify correct network access
Identify weak connections
Monitor bandwidth usage
Track long-running connections

Ensure optimal performance
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Soft AP Controller - TOTOLINK

=  WiFi Session Monitoring

onitor WiFi client connections and session activities

Active Sessions Total Sessions

o ©o

- Session History 0 Client Management o

Y Filters

Device (AP) MAC Address

Enter device name or UUID Enter MAC address

SoftAC - Software AP Controller

Active Clients

SsID

Enter SSID

Us English Jay

Ko e X e reieon

Total Clients

o
~ 1

Status

All Sessions v

4 Session History (0)

@) MAC Device Wireless
Address (AP) Standards

SSID Traffic Noise

Packets Rate Rssi

BandWidth

Connected Start Stop

. . . Actions|
time Time Time

‘ _____________________________________________________________________________________________________|

Filtering Online Users

Use filters to find specific clients or connection patterns:

1. Apply Filters

o Device: Filter by specific access point
o MAC Address: Search for a specific client
o SSID: Show only clients on specific networks

o Status: View active or inactive sessions

Soft AP Controller - TOTOLINK

=  WiFi Session Monitoring

SoftAC - Software AP Controller

us English Q® @

- o e oo v
Monitor WiFi client connections and session activities
Active Sessions Total Sessions Active Clients Total Clients
A 0 ] 0 = 1 = 1
Ar Session History o Client Management 1
Y Filters
Search Vendor Active Status Device (AP)

Q  Search MAC address or vendor...

Enter vendor name

All Clients

All Clients v

v

Enter device name or UUID

2, Client List (1)

MAC Address Vendor

E@:F4:42:1B:0D:56 -

Supported Standards

T AT TV SETSToT

No Active Sessions

Active Sessions

Total Sessions

Last Seen Actions

09/11 06:55 o w
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2. Search Clients

Use the search box to quickly find clients by:

o MAC address

o Vendor name (e.g., "Apple", "Samsung")

o Device hostname

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller

WiFi Session Monitoring us English
Active Sessions Total Sessions Active Clients Total Clients

“ 0 ©0 = % 4
A- Session History o Client Management 1
Y Filters
Search Vendor Active Status Device (AP)

Q  Search MAC address or vendor... Enter vendor name [ All Clients N Enter device name or UUID
2, Client List (1)

MAC Address Vendor Supported Standards Features Active Sessions Total Sessions Last Seen Actions

E@:F4:42:1B:0D:56 (1] 1 09/11 06:55 O]

Real-time Updates

The online users display supports automatic refresh:

1. Enable Auto-refresh

Click the timer icon in the top-right corner and select your preferred interval:

[e]

10 seconds (for active monitoring)

(o]

30 seconds (default)

(o]

1 minute (for general monitoring)

(o]

5 minutes (for low-traffic networks)
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Soft AP Controller - TOTOLINK = o

SoftAC - Software AP Controller = v
e L . (20]
=  WiFi Session Monitoring us English o
WiFi Session Monitoring o Refresh

Monitor WiFi client connections and session activities

@ Enable auto-refresh

Active Sessions Total Sessions Active Clients Tot Refresh interval
= =2}
i 0 o 0 : 1 - 1 10 seconds
® 30 seconds
1 minute
5 minutes
Y Filters
Search Vendor Active Status Device (AP)
Q  Search MAC address or vendor... Enter vendor name All Clients v Enter device name or UUID
2 Client List (1)
MAC Address Vendor Supported Standards Features Active Sessions Total Sessions Last Seen Actions
E@:F4:42:1B:0D:56 - (1] 1 09/11 06:55 O T
2. Manual Refresh
Click the refresh button at any time for immediate update.
Soft AP Controller - TOTOLINK = o
SoftAC - Software AP Controller = s X
=  WiFi Session Monitoring us English o @
opme . . o
WIFI SeSSIon Monltorlng O Refresh R Auto-refresh Off
Monitor WiFi client connections and session activities
Active Sessions Total Sessions Active Clients Total Clients
Y Filters
Search Vendor Active Status Device (AP)
Q  Search MAC address or vendor... Enter vendor name All Clients v Enter device name or UUID
2\ Client List (1)
MAC Address Vendor Supported Standards Features Active Sessions Total Sessions Last Seen Actions
E©:F4:42:1B:0D:56 - [ 1) 1 09/11 06:55 O Ty

¢ Best Practice: Use 10-second refresh during troubleshooting to see real-time changes, but switch to
longer intervals during normal operation to reduce system load.


af://n2955

7.2.2 Session Details

Understanding Session Information

Each WiFi session contains detailed technical information that helps you understand connection quality,
diagnose issues, and optimize network performance. TOTOLINK SoftAC captures comprehensive data for every
client connection.

Viewing Session Details

1. Access Session History
In the WiFi Sessions page, click the "Session History" tab to view all sessions (active and completed).

Soft AP Controller - TOTOLINK = o X
SoftAC - Software AP Controller = e X
TOTO R\« - ) -
- =  WiFi Session Monitoring
Dashboard
opme . . .
% Devices WiFi Session Monitoring
Monitor WiFi client connections and session activities
= Device List
Q' Device Discovery Active Sessions Total Sessions Active Clients
"o ©0 "1

Configuration

B Templates
Session History 0 Client Management
2\ Device Groups 9 o

O Access Credentials

Y Filters
Monitoring
Device (AP) MAC Address SSID
(7 Device Monitor .
Enter device name or UUID Enter MAC address Enter SSID

- WiFi Session Monitoring |

/N Alert Monitor

4\~ Session History (0)

Firmware Upgrade

Settings ) MAC Device Wireless . . . . .
U address aP) SSID Standards Traffic Noise SNR Quality Packets Rate Rssi BandWidtt

Real-time Logs v

2. Session Information Table
The detailed view shows extensive technical data for each session:
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Soft AP Controller - TOTOLINK = o X
SoftAC - Software AP Controller - " X
= WiFi Session Monitoring us English Q@ (
onitor WiFi client connections and session activities
Active Sessions Total Sessions Active Clients Total Clients

0 ©9 = % q

A Session History 0 Client Management o

Y Filters

Device (AP) MAC Address SSID Status

Enter device name or UUID Enter MAC address Enter SSID All Sessions N

4 Session History (0)

MAC Device
Address (AP)

sop  Wireless Traffic  Noise  SNR
Standards

Quality

Packets Rate Rssi BandWidth Clonnected SFart SFOP Actions
time Time Time

< »

Technical Metrics Explained

Connection Metrics

Metric Description

RSSI Received Signal Strength Indicator
Noise Background RF interference level
SNR Signal-to-Noise Ratio

Quality Connection quality percentage

Performance Metrics

Metric Description

TX Rate Transmission speed in Mbps
Bandwidth Channel width (20/40/80 MHz)
Packets TX/RX packet counts

What It Tells You

Client's signal reception quality

Environmental interference affecting connection
Overall connection quality (higher is better)

Quick assessment of link reliability

Typical Values
150-1200 Mbps depending on WiFi standard
Wider channels = higher potential speed

High packet loss indicates problems

Troubleshooting with Session Details

Use session information to diagnose common issues:
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Poor Performance Checklist

() Check RSSI (should be above -70 dBm)

() Review SNR (should be above 20 dB)

() Verify TX Rate matches client capabilities

() Look for high packet counts with retransmissions

() Check if multiple clients on same AP

Connection Drops Checklist

() Review signal strength over time
() Check for noise spikes
() Verify session duration patterns

() Look for authentication issues

Best Practices

Daily Monitoring Routine

1. Morning Check (5 minutes)
o Review overnight alerts
o Check active user count
o Verify all APs online
2. Midday Review (10 minutes)
o Monitor peak usage
o Check for connection issues
o Review any user complaints
3. End of Day (5 minutes)
o Note any recurring issues
o Export daily statistics

o Plan next day's maintenance

Performance Optimization

. Pro Tip: Use WiFi session data to make informed decisions about network configuration:

1. Load Balancing
o |dentify overloaded access points
o Redistribute clients using band steering
o Adjust AP power levels

2. Coverage Optimization
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o Find areas with weak signals
o Add APs where needed

o Adjust antenna orientation
3. Channel Planning

o l|dentify interference patterns
o Optimize channel allocation

o Implement DFS channels if supported

Troubleshooting Guide

Problem Check in Session Management
Slow speeds TX Rate, Signal Strength
Frequent disconnects Session duration, Signal quality
Can't connect Client notiin list

High latency Packet statistics, SNR

Related Features

7.1 Device Monitoring - Monitor access point health

Summary

7.3 Alert Management - Set up notifications for WiFi issues

Solution

Move closer to AP or add repeater
Check for interference, update drivers
Verify credentials, check MAC filtering

Reduce interference, check AP load

8. Firmware Management - Keep devices updated for best performance

11.4 Backup & Recovery - Backup session data and configurations

WiFi Session Management in TOTOLINK SoftAC provides powerful tools to monitor, analyze, and optimize your

wireless network. By understanding online users, analyzing session details, and tracking user behavior, you

can ensure reliable connectivity and superior user experience across your entire network.

7.3 Alert Management

Overview

The Alert Management feature in TOTOLINK SoftAC helps you proactively monitor your network devices and
receive timely notifications when issues arise. This system automatically detects problems, sends alerts, and
helps you maintain a healthy network infrastructure without constant manual monitoring.

Key Benefits

e 24/7 Automated Monitoring: The system continuously monitors your devices even when you're away

e Early Problem Detection: Catch issues before they become critical failures
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e Customizable Notifications: Choose how you want to be notified about network events

e Historical Tracking: Review past alerts to identify patterns and recurring issues

7.3.1 Alert Rules

Understanding Alert Rules

Alert rules are pre-configured conditions that trigger notifications when specific thresholds are exceeded.
TOTOLINK SoftAC monitors your devices continuously and automatically generates alerts based on these rules.

Available Alert Types
The system monitors the following conditions and generates alerts accordingly:

Device Health Alerts

Alert Type Description When It Triggers
Device Offline Device has stopped responding No data received for 5+ minutes
Device Problem Device experiencing issues Delayed reporting or resource problems
Soft AP Controller - TOTOLINK = o X
SoftAC - Software AP Controller = <" X

TDTD LINK — Alert Monitor us English Q@ g

(@ Dashboard

.
- . Alert Monltor L Notifications & Refresh

5 Devices Monitor and manage system alerts and warnings

% Device List

@ B B Total Alerts O Active Acknowledged Cleared ® Critical Warnings ©

Alerts Alerts Alerts
. 17 0 7

$¥ Configuration 0 17 10

B Templates

2, Device Groups

A Active Alerts (0) & Cleared Alerts (17)

Search Filter by Type Device

O Access Credentials

GJ Monitoring
Search alerts... All v Enter device name

(7 Device Monitor
/- WiFi Session Monitoring

/A Active Alerts

Real-time monitoring of active system alerts

£\ Alert Monitor

& Firmware Upgrade

Type Device Condition Message Value / Threshold Status Time Actions

€3 Settings

>_ Real-time Logs No active alerts

Performance Alerts

Alert Type Default Threshold Severity Description
High CPU Usage 80% Critical Device processor is overloaded

High Memory Usage 92% Critical Device running out of memory
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Alert Type Default Threshold Severity Description

Network Packet Loss 40% Warning Poor network connectivity
Low Signal Strength -70 dBm Warning Weak WiFi signal quality
High Client Count 100 devices Warning Too many connected clients
Soft AP Controller - TOTOLINK - ul X
SoftAC - Software AP Controller - " X

TOTO LIS = Alert Monitor Ls Enalish Q@

(@ Dashboard
. Notifications &
2 Devices Alert Monitor . ke
Monitor and manage system alerts and warnings o
® notifications.error (7) Cancel
= Device List
. All Unread (26)
Q' Device Discovery Total Alerts O Active Acknowledged D
Alerts Sep 10, 2025, 10:20 PM
$¥ Configuration 17 0
0 o Device Alert
B Templates New Alert evice Aler
CPU usage too high (Current: 96, Threshold: 80)
2, Device Groups Sep 10, 2025, 4:26 PM
A Active Alerts (0) & Cleared Alerts (17)
O Access Credentials X .
® Device Offline Device Alert
&) Monitoring Search Filter by Type Dey Device is offline: Device has not reported data
for 5 minutes
Search alerts... All v E
() Device Monitor Sep 10, 2025, 4:24 PM
WiFi Session Monitori
A~ WiFi Session Monitoring ® New Alert Device Alert
/N Alert Monitor Active Alerts Ping packet loss rate too high (Current: 100,
PN Threshold: 40)
B Frmrem Ve Real-time monitoring of active system alerts Sep 10, 2025, 10:14 AM
€83 Settings Type Device Condition Message alu s
7 7 0 14
. Errors Wamings |nfo U
>_ Real-time Logs No active al

How Alert Rules Work

1. Continuous Monitoring
The system checks device metrics every 2-3 minutes

2. Threshold Comparison
Current values are compared against configured thresholds

3. Alert Generation
When a threshold is exceeded, an alert is automatically created

4. Auto-Recovery Detection
Alerts are automatically cleared when conditions return to normal

Tip: Alert thresholds are optimized for typical network environments. Most users won't need to adjust

these settings.

Alert Severity Levels

Alerts are categorized by severity to help you prioritize responses:

e @ Critical: Immediate attention required (device offline, very high resource usage)
o Warning: Monitor closely, may need action soon (moderate issues)

e @ Cleared: Previously active alert that has been resolved
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pEERpel LINK = Alert Monitor us English Q@ @

(@ Dashboard

- Alert Monitor
& Devices L Notifications T Refresh
Monitor and manage system alerts and warnings
= Device List
Q Device Discovery Total Alerts O Active Acknowledged Cleared ® Critical Warnings ©
Alerts Alerts Alerts
@- Configuration 17 0 7
0 17 10
B Templates
2, Device Groups
A Active Alerts (0) & Cleared Alerts (17)
O Access Credentials
&) Monitoring Search Filter by Type Device
Search alerts... All v Enter device name

(M Device Monitor

A WiFi Session Monitoring

& Alert Monitor @ A Active Alerts

B Fmrere Ussede Real-time monitoring of active system alerts

i@! Settings Type Device Condition Message Value / Threshold Status Time Actions

>_ Real-time Logs

No active alerts

7.3.2 Alert Notifications

Notification Channels

TOTOLINK SoftAC provides multiple ways to notify you about alerts, ensuring you never miss critical network
events.

Available Notification Methods

1. In-Application Notifications
o Bellicon in the top navigation shows unread count
o Real-time updates without page refresh

o Click to view full alert details


af://n3220
af://n3221
af://n3223

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller — P X
L= LINK - . 4 @ |
| TOTO NS = Alert Monitor p—
(@ Dashboard
. Notifications @
2 Devices Alert Monitor et
Monitor and manage system alerts and warnings
ge sy 9 All (28) Unread (26)
= Device List
] . ® Device Online Device Alert
Q' Device Discovery Total Alerts O Active Acknowledged . . D
Alerts Device has resumed normal operation
(ﬁ- Configuration 1 7 0 0 Sep 11, 2025, 5:02 AM
B Templates ® Network Alert Cleared Device Alert
2 Device Groups Network connection has stabilized
A\ Active Alerts (0) & Cleared Alerts (17) Sep 11, 2025, 452 AM
O Access Credentials
. . ® Device Online Device Alert
CJ Monitoring Search Filter by Type e . .
Device has resumed normal operation
Search alerts... All v E
(" Device Monitor Sep 11, 2025, 4:50 AM
A U S (e i ® Device Offline Device Alert
A a Device is offline: Device has not reported data
& Alert Monitor A Active Alerts - ; p
or 5 minutes
B Fmree Unsede Real-time monitoring of active system alerts ~ a4 mmmm araaa
7 7 0 14
g . L. Errors ‘Warnings Info Success
ig} Settings Type Device Condition Message Il 19
>_ Real-time Logs No active alerts o

2. Toast Notifications
o Pop-up messages appear in the corner of your screen
o Shows alert summary with device name and issue

o Click to navigate directly to the alert

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller
TO LIS = Alert Monitor

(@ Dashboard

Alert Monitor

&5 Devices
Monitor and manage system alerts and warnings

%= Device List
Q' Device Discovery

Total Alerts 0 Active Alerts AN

L\ Alert: TOTOLINK_2FE73C Health Critical: Device has
not reported data for 5 minutes

© e7:24:41

(& Alert Auto-Cleared: TOTOLINK_2FE73C Health
Problem has been automatically resolved

© o7:24:21

19 1

A\ Active Alerts (1) & Cleared Alerts (18)

Filter by Type

$¥ Configuration

B Templates

2 Device Groups

O Access Credentials
Search
) Wt Search alerts... All

(7 Device Monitor

A~ WiFi Session Monitoring
/A Active Alerts

N\ Alert Monitor
Real-time monitoring of active system alerts

& Firmware Upgrade

Device Condition Message

Type

€83 Settings

V. aioc: ¥ Health

TATAILINK 2EE727

>_ Real-time Logs

3. Sound Alerts
o Audible notification when new alerts arrive

o Different sounds for different severity levels

Device
v Enter device name
electron.app.SoftAC 0 X

New Alert
TOTOLINK_2FE73C: Health Critical

ESZ]




o Can be muted during presentations or meetings
4. Desktop Notifications

o System-level notifications outside the browser
o Works even when SoftAC is minimized
o Requires one-time browser permission

Foxmail

[ i SR v o BE - G EERS = R A Bk = FIEFRS Q EFt [v i=
v [ B HE
v EE ()
(1 FiERiE (48) e
BaybipxxaH AnrasnH 7-31
3. SRR Response of TOTOLINK sample d...
|| BB . . .
N josephshih@zionco... 7-2
v £ ol The result of the phone interview ...
B il (48)
=] BAORERE
= ShisRaR
U BRmBE
|| FRESHR{
electron.app.SoftAC =50 X
New Alert
TOTOLINK_2FE73C: Health Problem
= 8 O a

5. Email Notifications (when configured)
o Sent to administrator email address
o Includes alert details and direct link to system

o Useful for after-hours monitoring

Configuring Notification Preferences

To customize how you receive alerts:

1. Access Notification Settings
Click the bell icon in the alert monitor page.
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TOTO weage 2@

Dashboard

= Devices O Notifications & Refresh

= Device List

Q Alert Notification Settings o

Q' Device Discovery Acknowledged © Cleared
Configure how you want to be notified about alerts

Configuration 0 18
A Toast Notifications
Show toast notifications for alerts

B Templates

) Sound Alerts

2, Device Groups .
Play sound when new alerts arrive

888

O Access Credentials ) J Desktop Notifications
e pe Device Show system desktop notifications

Monitoring v Enter devi

() Device Monitor

- WiFi Session Monitoring

/N Alert Monitor

Firmware Upgrade

Value / . .
hge Status Time Actions

. Threshold

Settings

. 0.00 2025-
Real-time Logs L hanlth ic rritical - Navica hae nat ramartad Aata far & -00/ [ active na_11 (A Aclnandadnae (A Cloor

2. Toggle Notification Types
Enable or disable each notification method according to your preferences:

Setting Description Recommended
Toast Notifications Pop-up messages in the app Always On
Sound Alerts Audio notifications During work hours
Desktop Notifications System notifications For critical alerts
Soft AP Controller - TOTOLINK - @
SoftAC - Software AP Controller - " X

TO us English C_\® @

(@ Dashboard

r:'-, Devices 0 Notifications & Refresh
7= Device List
. n ore . .
Q Device Discovery Acknowledged @ Cleared Q Alert Notification Settings @

Configure how you want to be notified about alerts

@ Configuration 0 18

L Toast Notifications

B Templates Show toast notifications for alerts

) Sound Alerts

& Device Groups R
Play sound when new alerts arrive

888

O Access Credentials ) (3 Desktop Notifications
o Device Show system desktop notifications
G Monitoring v Enter devi
(A Device Monitor
- WiFi Session Monitoring
/N Alert Monitor
& Firmware Upgrade
Val . .
alue / Status Time Actions
q Threshold
3 Settings
2025-

>__Real-time Logs L haalth ic critical - Novica hae nad ranarkad dats far B 0.00/ I A tivo ) na_11 (F A rlnundadaa R Cloar



3. Save Your Preferences
Click "Save" to apply your notification settings

Success: Your preferences are saved locally and will persist across sessions

Setting Up Email Notifications

For 24/7 monitoring, configure email alerts:

1. Navigate to System Settings
Go to Settings — System Settings — SMTP Settings
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= Settings us English C_\@ @

(@ Dashboard

- Settings
= Devices
= Device List
User Profile System Settings Data Retention SSH Keys License Management
Q  Device Discovery

% Configuration

API Settings

B Templates Configure API timeouts, rate limits, and connection settings
o> i
= DR EEs Concurrent Connections 100

5 Maximum concurrent API connections
O Access Credentials

D Monitoring Rate Limit (per minute) 1000
API rate limit per minute
(7 Device Monitor API Timeout 30
A WiFi Session Monit API request timeout in seconds
1F1 Session lonitori
/N Alert Monitor
B Firmware Upgrade Network Settings
Configure network settings for device discovery and management
3 Settings
Management IP Address 192.168.0.26
>_ Real-time Logs SoftAC management IP address for AP discovery
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SMTP Settings
SMTP email service is pre-configured and ready to use. Modify settings only if you need to use a different & Test SMTP
email service.

&5 Devices

= Device List

Q' Device Discovery Enable SMTP ()
Enable SMTP email service

% Configuration

Encryption Method SsL o
B Templates SMTP encryption method (tls/ssl/none)

) From Email

2 Device Groups fae@zioncom.net

Email address for sending emails
O Access Credentials

From Name SoftAC Team
I:I Monitoring Display name for sending emails
(?) Device Monitor SMTP Host Default configured (mo¢

SMTP server host

- WiFi Session Monitoring
SMTP Password

/N Alert Monitor SMTP authentication password

Default configured (mo¢

SMTP Port 465
SMTP server port

& Firmware Upgrade

£§3 Settings SMTP Username fae@zioncom.net
SMTP authentication username

>_ Real-time Logs
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2. Enter SMTP Details
Fill in your email server information:

Field Description Example

SMTP Server Your mail server address smtp.gmail.com

Port Mail server port 587 (TLS) or 465 (SSL)
Username Email account username admin@company.com
Password Email account password

From Email Sender address noreply@company.com
Encryption Security method TLS/SSL

3. Test Configuration
Click "Test SMTP" to verify settings

Soft AP Controller - TOTOLINK = o X
SoftAC - Software AP Controller = s X -
TOTO R\ < _ ) ) (20}
- = Settings us English Jay @

(@ Dashboard Enable Notification Sounds o

~ Enable notification sounds
= Devices

% Device List

Q  Device Discovery SMTP Settings
SMTP email service is pre-configured and ready to use. Modify settings only if you need to use a diffefent [ISACSSSVIIZ

% Configuration email service.

B Templates Enable SMTP ()

Enable SMTP email service
& Device Groups
Encryption Method SsL o

O Access Credentials SMTP encryption method (tls/ssl/none)

CJ Monitoring From Email

Email address for sending emails

fae@zioncom.net

(7 Device Monitor

From Name SoftAC Team
A~ WiFi Session Monitoring Display name for sending emails
/N Alert Monitor SMTP Host

Default configured (mox
SMTP server host

& Firmware Upgrade
SMTP Password

SMTP authentication password

Default configured (mox

£} Settings

SMTP Port
SMTP server port

>_ Real-time Logs 465

4. Enable Email Alerts
Toggle "Enable Email Notifications" to activate

i Important: Email notifications require valid SMTP credentials. Contact your IT administrator if you
need assistance with mail server settings.
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7.3.3 Alert Handling

Understanding Alert States

Each alert progresses through different states during its lifecycle:

T

Alert Triggered

Manually Acknowledged

Auto-Cleared ‘ Acknowledged ]

)

Resolved

Can be Deleted

5

State Description Action Required
Active New alert requiring attention Review and acknowledge
Acknowledged Alert seen but not yet resolved Monitor and resolve issue
Cleared Issue has been resolved No action needed

Viewing and Managing Alerts

Accessing the Alert Monitor

1. Click "Alert Monitor" in the main navigation menu

2. The Alert Monitor dashboard displays:
o Alert Statistics: Overview cards showing total, active, and cleared alerts
o Active Alerts Tab: Current issues requiring attention

o Cleared Alerts Tab: Historical resolved alerts
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Soft AP Controller - TOTOLINK = X
SoftAC - Software AP Controller = x
= Alert Monitor us Eng
.
Alert Monitor 0 Notificati
Monitor and manage system alerts and warnings
Total Alerts 0 Active Alerts PAN Acknowledged < Cleared Alerts ® Critical Alerts A Warnirfe
A Active Alerts (1) (& Cleared Alerts (18)
Search Filter by Type Device
Q  Search alerts... All v Enter device name
A\ Active Alerts
Real-time monitoring of active system alerts
. . Value / .
Type Device Condition Message Threshold Status Time
Health 0.00/ 2025-
TOTOLINK 2FE73C e Device health is critical - Device has not reported data for 5 ... : @ 09-11 & Acknowledge
- Critical 0.00 79827 -
<4 »
Reviewing Cleared Alerts
1. Click the "Cleared" tab in Alert Monitor
2. View historical alerts with:
o Resolution time
o Clear type (Auto/Manual)
o Duration of the issue
Soft AP Controller - TOTOLINK = X
SoftAC - Software AP Controller = x
=  Alert Monitor us English
A Active Alerts (1) & Cleared Alerts (18)
Search Filter by Type Device
Q  Search alerts... All ~ Enter device name
© Cleared Alerts
History of resolved and cleared alerts
. . Created Cleared Cleared Clear
Type Device Condition Message Time Time By Type
Health 2025- 2025-
TOTOLINK_2FE73C Pre:blem Device health has problems - Device reporting delayed (last ... 09-11 09-11 System Auto T
07:23:37 07:24:37
Health 2025- 2025-
TOTOLINK 2FE73C Ce.ta, | Device health is critical - Device has not reported data for 5 ... 09-11 09-11 System Auto o}
ritea 04:5037  05:02:37
Health 2025- 2025-
TOTOLINK_2FE73C Problem Device health has problems - Device reporting delayed (last ... 09-11 09-11 System Auto T
04:49:37 04:50:37

Filtering and Searching
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Find specific alerts quickly:

1. Search Box: Type device name or alert message

2. Type Filter: Show only specific alert types

3. Date Range: View alerts from specific time periods

Soft AP Controller - TOTOLINK

=  Alert Monitor

SoftAC - Software AP Controller

A Active Alerts (1) & Cleared Alerts (18)
Search Filter by Type Device
Q  Search alerts... All ~ Enter device name
All M
Alert
© Cleared Alerts Warni
arning
— e alearraleah ol
. . Created
Type Device Condition Message Time
Health 2025-
TOTOLINK_2FE73C Device health has problems - Device reporting delayed (last ... 09-11
Problem
07:23:37
Health 2025-
TOTOLINK 2FE73C ", Device health is critical - Device has not reported data for 5 ... 09-11
- Critical
04:50:37
Health 2025
TOTOLINK_2FE73C Device health has problems - Device reporting delayed (last ... 09-11
Problem 04:49:37

Deleting Old Alerts

To clean up resolved alerts:

1. Select alerts in the "Cleared" tab

2. Click the trash icon

3. Confirm deletion

Cleared
Time

2025-
09-11
07:24:37

2025-
09-11
05:02:37

2025-
09-11
04:50:37

Cleared
By

System

System

System

us English

Clear
Type

Auto

Auto

Auto

A

1o De
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= Alert Monitor

SoftAC - Software AP Controller

A\ Active Alerts (1) & Cleared Alerts (18)

Search

Q  Search alerts...

& Cleared Alerts

History of resolved and cleared alerts

Type Device

TOTOLINK 2FE73C

TOTOLINK 2FE73C

TOTOLINK_2FE73C

Filter by Type Device
All v Enter device name

Condition Message
Health . . .
Problem Device health has problems - Device reporting delayed (last ...
He.a.lth Device health is critical - Device has not reported data for 5 ...
Critical
Health . . .
Problem Device health has problems - Device reporting delayed (last ...

Created
Time

2025-
09-11
07:23:37

2025-
09-11
04:50:37

2025-
09-11
04:49:37

Cleared
Time

2025-
09-11
07:24:37

2025-
09-11
05:02:37

2025-
09-11
04:50:37

Cleared
By

System

System

System

[l X
- " X
us English Qe
Clear Actio
Type

Auto

Auto

Auto

B Delete

T Delete

3

i. Warning: Deleted alerts cannot be recovered. Only delete alerts you're certain you won't need

for reporting.

Alert Response Best Practices

Priority Response Guide

Follow this guide to handle alerts effectively:

Alert Type

Device Offline

High CPU/Memory

Packet Loss

High Client Count

Response Time

Recommended Action

1. Check network connectivity
Immediate 2. Verify device power

3. Restart if necessary

1. Check running processes
Within 15 min 2. Review connected clients

3. Schedule restart if needed

1. Check cable connections

Within 30 min 2. Review interference

3. Adjust channel settings

1. Review client list

Within 1 hour

3. Consider load balancing

2. Check for unauthorized access
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Creating Standard Operating Procedures

Develop response procedures for common alerts:

1. Document Common Issues
Keep notes on frequently occurring alerts and their solutions

2. Create Quick Actions
Prepare standard responses for typical problems

3. Train Team Members
Ensure all administrators know how to handle alerts

Troubleshooting Alert Issues

Not Receiving Notifications?

e Check notification settings are enabled
e Verify browser permissions for desktop notifications
e Ensure email configuration is correct (if using email alerts)

e Check that devices are reporting data regularly

Too Many False Alerts?

Review if thresholds match your environment

Check for network instability causing intermittent issues

Ensure devices have stable power supply

e Verify time synchronization across devices
Alerts Not Clearing Automatically?

e Confirm the issue has actually been resolved

e Check device is reporting current data

e Wait 5-10 minutes for the system to detect recovery

e Manually clear if the issue is confirmed resolved

Summary

The Alert Management system in TOTOLINK SoftAC provides comprehensive monitoring and notification
capabilities to help you maintain a healthy network. By understanding alert rules, configuring appropriate
notifications, and following proper alert handling procedures, you can quickly identify and resolve network
issues before they impact your users.

Quick Reference

Alert Rules: Automatically monitor device health, performance, and connectivity

Notifications: Multiple channels including in-app, sound, desktop, and email

Alert States: Active — Acknowledged — Cleared

Best Practice: Acknowledge alerts promptly and document recurring issues
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%’ Next Steps: Configure your notification preferences and set up email alerts for 24/7 monitoring
coverage.

Related Topics

e 7.1 Device Monitoring - Real-time device status monitoring

e 7.2 WiFi Session Management - Track connected clients

e 11.3 Notification Settings - System-wide notification configuration

e 14.1 Troubleshooting Connection Issues - Resolving device connectivity problems

Part 8: Firmware Upgrade

Feature Overview

The Firmware Upgrade feature in TOTOLINK SoftAC allows you to centrally manage, distribute, and upgrade
firmware across all your network devices. This ensures your devices run the latest software with improved
features, security patches, and bug fixes. The system provides a safe and controlled upgrade process with
monitoring capabilities and rollback options.

Use Cases

e Security Updates: Deploy critical security patches across all devices to protect your network

Feature Rollout: Upgrade devices to access new functionality and improvements

Standardization: Ensure all devices in a network segment run the same firmware version

e Maintenance Windows: Schedule upgrades during off-peak hours to minimize disruption

Testing Deployment: Test new firmware on select devices before network-wide rollout

8.1 Firmware Version Viewing

Feature Overview

View and monitor the current firmware versions running on all your devices from a centralized dashboard.
This helps you identify outdated devices and plan upgrade strategies.

Accessing Firmware Information

From Device List

1. Navigate to Device List
Click "Device List" in the left navigation menu.
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Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller = " X
= Device List us
Dashboard
Devices Filters
= Device List
Q  Search devices... All Status v Select groups... ¢

Q  Device Discovery

Configuration

B Templates Device List
fo>] i
(= DEIEREEE % Double-click to open device configuration
O Access Credentials Mana 3 .
gement Config Clients .
Name Group P Model Health L Status (Active/Total) Uptime
Monitoring
CA3000X-
. - ) TOTOLINK 2FE73C p 5
% @) .
(3 Device Monitor O eeaeisrior s D1 192.168.0.48 Sffo(u o Critical 0/0 16m
- WiFi Session Monitoring
/N Alert Monitor
O et - - X6000R Unknown 0/0 -
. 11:22:33:44:55:66
Firmware Upgrade
Settings
Showing 1 - 2 of 2 items Per page 20 v items « < n > » Goto |
Real-time Logs <
»
2. View Firmware Column
The device list displays the current firmware version for each device.
Column Information Example
Device Name Device identifier Office-AP-01
Model Device model number TOTOLINK A7000R
Firmware Version , )
) Current installed version v2.1.3
(shown in Model)
Soft AP Controller - TOTOLINK = o X
SoftAC - Software AP Controller - " x
= Device List us
Dashboard
Devices
Filters
= Device List
Q' Device Discovery Q  Search devices... All Status v Select groups... ¢
Configuration
B Templates
2 Device Groups Device List
QO Access Credentials 2 Double-click to open device configuration
. o Management Config Clients .
(
Monitoring L} Name Group P Model Health T Status (ActiveTotal) Uptime
(7 Device Monitor
CA3000X-
| TOTOLINK 2FE73C p 5
= ) .9. C | lied
- WiFi Session Monitoring | 1c:56:8e:2f:e7:3c 2l ezl e s Hitic 0/0 16m
/N Alert Monitor
Firmware Upgrade ) test ; _ X6000R Unknown 0/0 R
o 11:22:33:44:55:66

Settings

Real-time Logs Showina 1 - 2 of 2 items Per baage 20 v _items « M, Goto ™
»



From Device Details

1. Click on Device Name
Select any device from the list to open its detail view.

2. Review System Information
The firmware version appears in the System Information section.

Soft AP Controller - TOTOLINK - a X

SoftAC - Software AP Controller = b X

TOTO BALLS = Device List us English Jay @

Dashboard

Edit Device

2 Devices Edit device configuration and settings

7= Device List Device Name MAC Address
Q' Device Discovery TOTOLINK_2FE73C 1c:56:8e:2f:e7:3c
Configuration A friendly name to identify this device Hardware MAC address of the device (cannot be changed after
creation)
Templates

B 2 Authentication Key (not shown for security) Management IP
2, Device Groups
- ¥ Leave empty to keep current key © 192.168.0.48
O Access Credentials Leave empty to keep the existing key unchanged IP address for device management access
Monitoring
(™ Device Monitor Device Information

Additional device details and metadata
A~ WiFi Session Monitoring

Model Firmware Version
/N Alert Monitor

CA3000X-POE V9.4.0cu.838

Firmware Upgrade

Group
Settings

D1 v

Real-time Logs Assign device to a group for easier management

Firmware Status Indicators

The system uses visual indicators to help you quickly identify firmware status:

Indicator Meaning Action Required
@ Green badge Latest version installed None
Yellow badge Update available Consider upgrading
@ Red badge Critical update available Upgrade recommended
@ Gray badge Version unknown Check device connectivity

8.2 Uploading Firmware Files

Feature Overview

Upload new firmware files to the SoftAC system for distribution to your devices. The system validates files and
stores them securely for deployment.
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Prerequisites

Before uploading firmware:

e Obtain firmware files from TOTOLINK official sources
e Verify file compatibility with your device models

e Check available storage space in the system

Upload Process

1. Access Firmware Upgrade
Navigate to "Firmware Upgrade" from the main menu.

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller

LR LINK = Firmware Upgrade Us English

(@ Dashboard
Firmware Upgrade

& Devices

= Device List @ Version Management 47 Upgrade Operations

Q' Device Discovery
Search models or versions...

{Q Configuration

B Templates
CA3000X-POE m &, Upload Firmware
Firmware for CA3000X-POE devices

2. Device Groups

O Access Credentials
CJ Monitoring

(7 Device Monitor

No firmware versions
- WiFi Session Monitoring

Click the "Upload Firmware" button above to add
/N Alert Monitor

& Firmware Upgrade

B XGO00R
m Upload Firmware
Firmware for X6000R devices =P

>_ Real-time Logs

2. Open Upload Interface
Click the "Upload Firmware" button in the top-right corner.

Total 2 models

T Delete

T Delete
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Soft AP Controller - TOTOLINK
SoftAC - Software AP Controller

= Firmware Upgrade us English n @

Dashboard

Devices Fi rmware U pg rade

7= Device List ® Version Management 47 Upgrade Operations

Q  Device Discovery
Search models or versions... Total 2 models

Configuration

Templates
CA3000X-POE B Delete

Firmware for CA3000X-POE devices

Device Groups
Access Credentials
Monitoring
(7 Device Monitor
No firmware versions

RN ==l ionionng Click the "Upload Firmware" button above to add

/N Alert Monitor

Firmware Upgrade

TS X6000R & Upload Firmware T Delete

Firmware for X6000R devices

Real-time Logs

3. Select Firmware Category
Select the firmware you prepared for upgrade:

Soft AP Controller - TOTOLINK
SoftAC - Software AP Controller

Upload Firmware x

Upload firmware for {{categoryName}}. Version will be auto-detected
from filename.

Select Firmware File *

Click to upload or drag and drop
BIN, IMG, TAR, GZ files up to 500MB

Version Number *

Auto-detected from filename, can be modified

Notes (Optional)

Release notes or changelog for this firmware version

Cancel



Soft AP Controller - TOTOLINK = o

3 X |P Controller - <"
& > v © « firm.. > TOTOLIN.. v C FE TOTOLINK_C8B381A C.. 2
A - SEX{E =- 0 @ X
R = AR B [ daE me}}. Version will be auto-detected
0O TOTOLINK_C8B381A_CA3000X-POE_APO19.. 2025/9/8 17:08
= » ‘ 0 TOTOLINK_C8B381A_CA3000X-POE_AP019.. 2025/9/8 17:08
1 T » TOTOLINK_C8B381A CA3000X-
- POE_AP0190_MT7981_NAND_128M256M _V9.4.0cu.843_B20250908
E ad * ZC%/EJS;E:;?;SSS/Q/B 17:08
O=% * T
[FRe »

© SoftAC ucer m

24 (N): [TOTOLINK C8B381A CA3000X-F v |  ERREWSZA (“binimg* tar., v

fagai(e)] |v e an be modified
: — ~ Notes (Optional)

Release notes or changelog for this firmware version

Cancel
Confirm Upload
Click "Upload Firmware" to start the transfer.
Soft AP Controller - TOTOLINK = o
SoftAC - Software AP Controller = <

Upload Firmware x

Upload firmware for {{categoryName}}. Version will be auto-detected
from filename.

Select Firmware File *

TOTOLINK_C8B381A_CA3000X-..43_B20250908 ALL.web
14.01 MB

Remove

Version Number *

V9.4.0cu.843

Notes (Optional)

Release notes or changelog for this firmware version

Cancel 2, Upload Firmware

5 Note: Upload progress is shown with a progress bar. Do not close the browser during upload.

File Validation

The system automatically validates uploaded files:

Validation Check Description Action if Failed

File Format Checks for valid firmware extensions Upload rejected
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Validation Check Description Action if Failed
File Size Ensures file isn't corrupted (too small/large) Warning displayed

Checksum Verifies file integrity Upload rejected

Managing Uploaded Firmware

File Actions

For each uploaded firmware, you can:

e Download: Retrieve the original file
e View Details: Check metadata and compatibility
e Delete: Remove unused firmware files

e Deploy: Start upgrade process for devices

i Warning: Only delete firmware files that are not currently deployed or scheduled for deployment.

Best Practices

! Best Practice:

e Always maintain at least two previous firmware versions for rollback purposes
e (reate descriptive version notes to track changes

e Test firmware on a single device before batch deployment

8.3 Batch Upgrade

Feature Overview

Batch upgrade allows you to update firmware on multiple devices simultaneously, saving time and ensuring

consistency across your network. The system manages the upgrade queue and monitors progress for each
device.

Planning a Batch Upgrade

Pre-Upgrade Checklist

Before starting a batch upgrade:

() Verify all target devices are online

() Ensure devices have sufficient storage space
(J Schedule during maintenance window

() Backup current configurations

() Notify users of potential service interruption
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Starting a Batch Upgrade

1. Access Batch Upgrade Wizard
From Firmware Upgrade, click "Upgrade Operations" button.

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller = <" X
TOTO IRLITS = Firmware Upgrade us English D® @

Dashboard

Firmware Upgrade

Devices

= Device List @ Version Management 47 Upgrade Operations

Q' Device Discovery

A~ Upgrade Queue Status

Configuration

B Templates ® Queued 47 Active 2, Concurrent Total

0 0 0/5 0

2. Device Groups

O Access Credentials

Monitoring Search upgrade operations... All status v Show deleted ] D> New Upgrade Operation

(7 Device Monitor .
. . Version . . .

# Device Firmware ch Status Progress Time Duration Actions

- WiFi Session Monitoring ange

/N Alert Monitor

No upgrade operations found.
Firmware Upgrade

Settings

_  Real-time Logs

Click "New Upgrade Operation" button.

Soft AP Controller - TOTOLINK
SoftAC - Software AP Controller = b X

aEEhpnl LINK = Firmware Upgrade us English D® @

Dashboard

Firmware Upgrade

Devices

= Device List ® Version Management 47 Upgrade Operations

Q' Device Discovery

A~ Upgrade Queue Status

Configuration

B Templates ® Queued 47 Active 2 Concurrent Total

0 0 0/5 0

2, Device Groups

O Access Credentials

Monitoring Search upgrade operations... All status v Show deleted (] > New Upgrade Operation

() Device Monitor .
. . Version . . .

# Device Firmware Change Status Progress Time Duration Actions

A~ WiFi Session Monitoring 9

/N Alert Monitor

No upgrade operations found.
Firmware Upgrade

Settings

_ Real-time Logs

2. Select Target Devices

Click "Batch Upgrade" (default option), then select the model you want.


af://n3680

Soft AP Controller - TOTOLINK = o

SoftAC - Software AP Controller - <"

47 Firmware Upgrade Wizard

Follow the steps to upgrade firmware on multiple devices

@SelectDevices 3 ) Configure Confirm

Upgrade Mode
(O Single Device Upgrade| @ Batch Upgrade

Device Models

CA3000X-POE ©
Select a model from the left to view devices
Cancel
Soft AP Controller - TOTOLINK — o
SoftAC - Software AP Controller = b
X

47 Firmware Upgrade Wizard

Follow the steps to upgrade firmware on multiple devices

@SelectDevices 3 ) Configure Confirm

Upgrade Mode
(O Single Device Upgrade @ Batch Upgrade

Device Models Q  Search devices... [4 Select All Clear All

CA3000X-POE (1]

TOTOLINK_2FE73C
1c:56:8e:2f:e7:3¢ + V9.4.0cu.843

OK

Cancel

3. Select Target Firmware

Click the blank below "Firmware Image", then select the firmware you want.
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SoftAC - Software AP Controller

47 Firmware Upgrade Wizard

Follow the steps to upgrade firmware on multiple devices

° Select Devices Configure Confirm

Selected Devices

CA3000X-POE (1 devices) ® View Details Change Selection

Firmware Image *

TOTOLINK_C8B381A_CA3000X-POE_AP0190 MT7981_NAND_128M256M V9.4.0cu.843 B20250908 ALL.web - V9.4.0cu.843
(ca3000x-poe-web-1757548732562)

‘ersion: V9.4.0cu.843
firmware.dialogs.upgrade.checksum a91fe5¢2422f..

Cancel < Previous

Click "Next"

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller

47 Firmware Upgrade Wizard

Follow the steps to upgrade firmware on multiple devices

0 Select Devices Configure Confirm

Selected Devices

CA3000X-POE (1 devices) ®© View Details Change Selection

Firmware Image *

TOTOLINK_C8B381A_CA3000X-POE_AP0190_MT7981_NAND_128M256M_V9.4.0cu.843 B20250908 ALL.web - V9.4.0cu.843
(ca3000x-poe-web-1757548732562)

INK_C8B381A CA3000X-POE AP0190 MT7981 NAND_128M256M V9.4.0cu.843 B20250:

(ca3 oe-web-17575487325

Version: V9.4.0cu.843
firmware.dialogs.upgrade.checksum a91fe5¢2422f...

Cancel < Previous

4. Submit Upgrade Operation
Click "Start Upgrade".
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SoftAC - Software AP Controller - <"

47 Firmware Upgrade Wizard

Follow the steps to upgrade firmware on multiple devices

° Select Devices ° Configure Confirm

/A Important Notice: Devices will be temporarily unavailable during firmware upgrade. Please ensure upgrade will not affect
network services. Failed upgrades may cause devices to fail to boot properly.

Upgrade Summary

Target Devices
1 devices
Model: CA3000X-POE

Firmware Version
V9.4.0cu.843
TOTOLINK_C8B381A_CA3000X-POE_AP0190 MT7981_NAND_128M256M _V9.4.0cu.843_B20250908 ALL.web

Upgrade Options

Cancel < Previous| Start Upgrade

The progress is shown in the page:

Soft AP Controller - TOTOLINK = o X

SoftAC - Software AP Controller = " X

= Firmware Upgrade us English L

FIrmwadre vpgraae

® Version Management 47 Upgrade Operations

A~ Upgrade Queue Status

®© Queued 4 Active 2, Concurrent Total

0 1 1/5 1

Active Progress

Search upgrade operations... All status v Show deleted (] > New Upgrade O

# Device Firmware Version Change Status Progress Time Duration

TOTOLINK_C8B381A ...... V9.4.0cu.843 — V9.4.0cu.843 In Progress 70% Start: 2025-09-11 08:13:11

1 TOTOLINK_2FE7...
N ID: 2ca2b636... Device is rebooting... — End: -

Related Features

e 4. Device List - Managing individual devices

e 6. Device Groups - Organizing devices for batch operations

e 7.3 Alert Management - Firmware-related alerts

e 11.4 Backup and Recovery - System backup before upgrades
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Part 9. Device Discovery

Overview

The Device Discovery feature in TOTOLINK SoftAC automatically finds and identifies network devices, making it
easy to add new access points to your management system. Instead of manually entering device information
one by one, the discovery system can detect multiple devices simultaneously, saving time and reducing
configuration errors.

Key Benefits

e Automatic Detection: Find all TOTOLINK devices on your network without manual searching
e Time Savings: Add multiple devices at once instead of individual manual entry
e Error Reduction: Automatically captures accurate device information

e Network Visibility: See all devices, both managed and unmanaged

9.1 Automatic Discovery

Understanding Automatic Discovery

Automatic discovery uses network broadcast and scanning technologies to find TOTOLINK devices on your
network. The system sends out discovery messages and listens for responses from compatible devices.

How Automatic Discovery Works

The discovery process uses three methods to find devices:

1. Multicast Discovery: Sends broadcast messages that all devices on the local network can hear
2. Unicast Discovery: Directly contacts devices at known IP addresses

3. Network Scanning: Systematically checks IP ranges for responsive devices

Starting Automatic Discovery

Quick Start Method

1. Navigate to Discovery Page
Click "Device Discovery" in the main navigation menu
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Soft AP Controller - TOTOLINK

Dashboard

Devices

= Device List
Q  Device Discovery

Configuration

B Templates

2\ Device Groups

O Access Credentials
Monitoring

() Device Monitor

- WiFi Session Monitoring

/N Alert Monitor
Firmware Upgrade
Settings
Real-time Logs

2. Start Discovery

SoftAC - Software AP Controller

=  Device Discovery

wevice viscovery

Discover and manage network devices automatically

Discovery Control

Filter Devices
O O Unmanaged Only @® & All Devices

Discovery Mode
(O = Multicast O Q Unicast Scan @ oo Both

key ‘discovery.status (en)’ returned an object instead of string.: (@EGId L]

= Total Devices: 0 Unmanaged: 0 & Managed: 0 <& Pending: 0

Discovered Devices
Last Update: 2025/9/10 08:27:51

MAC Address Hostname IP Address Model Firmware

No devices found

Click the large "Start Discovery" button in the control panel

Soft AP Controller - TOTOLINK

Dashboard

Devices

= Device List

Q  Device Discovery

Configuration
Templates
Device Groups

Access Credentials

Monitoring

(7 Device Monitor

- WiFi Session Monitoring
/N Alert Monitor
Firmware Upgrade
Settings

Real-time Logs

3. Monitor Progress

SoftAC - Software AP Controller

= Device Discovery

wevice viscovery
Discover and manage network devices automatically

Discovery Control

Filter Devices
(O O Unmanaged Only @ & All Devices

Discovery Mode
(O = Multicast O Q Unicast Scan @ oo Both

key ‘discovery.status (en)’ returned an object instead of string.: (@EJEIJ L]

& Total Devices: 0 O Unmanaged: 0 & Managed: 0 < Pending: 0

Discovered Devices
Last Update: 2025/9/10 08:27:51

MAC Address Hostname IP Address Model Firmware

No devices found

Watch as devices appear in the discovered devices list

o The system automatically refreshes every 3 seconds

o New devices appear with an "Unmanaged" status badge

us English C_\o @

Auto Refresh &

Status Signal Actions

us English C_\o @

Auto Refresh £

D> Start Discovery ®2m v

Status Signal Actions
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SoftAC - Software AP Controller = " X
TOTO BLLS = Device Discovery us English Qo
Dashboard wevice viscovery

Discover and manage network devices automatically

Devices

7= Device List Auto Refresh ¢

Discovery Control

QP PRy Discovery Mode Filter Devices S
= Multicast () Q Unicast Scan @ oo Both O Unmanaged Only @ & All Devices op Discover,

Configuration key 'discovery.status (en)’ returned an object instead of string.: m ©o Both
B Templates & Total Devices: 1 © Unmanaged: 0 & Managed: 1 & Pending: 0

2. Device Groups

QO Access Credentials X X
Discovered Devices

G Monitoring Last Update: 2025/9/10 08:29:39

(» Device Monitor MAC Address Hostname IP Address Model Firmware Status Signal Actions|

- WiFi Session Monitoring
1C:56:8E:2F:E7:3C - 192.168.0.48 - - discovery.title_status.managed

/N Alert Monitor

Firmware Upgrade

Success

Discovery started successfully

Settings

_ Real-time Logs
»

Advanced Discovery Options
Before starting discovery, you can configure:

Discovery Mode Selection

Mode Description Best For
Both (Default) Uses all discovery methods Most comprehensive search
Multicast Only Broadcast messages only Quick local network scan

Unicast Only Direct IP contact Targeted device search
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LR] LINK = Device Discovery us English Qo

(@ Dashboard

Device Discovery

o Devices
Discover and manage network devices automatically

= Device List

Q  Device Discovery

Discovery Control Auto Refresh
$¥ Configuration Discovery Mode Filter Devices O Stop Di
2 Multicast Q Unicast Scan oo Both ® Unmanaged Only @ All Devices Op Viscover
Templates ey ‘discoverystatus (en) returned an object mstead of string.: m oo Both

Device Groups o Total Devices: 1 Unmanaged: 0 & Managed: 1 & Pending: 0

Access Credentials

Monitorin
= g Discovered Devices

() Device Monitor Last Update: 2025/9/10 08:30:09
- WiFi Session Monitoring MAC Address Hostnhame IP Address Model Firmware Status Signal Actions

£\ Alert Monitor

1C:56:8E:2F:E7:3C - 192.168.0.48 - - discovery.title status.managed -

& Firmware Upgrade

€3 Settings

>_ Real-time Logs

Discovery Duration

Set how long the discovery should run:
e 2 minutes (Default) - Quick scan for most networks
e 5 minutes - Thorough scan for larger networks

e 10 minutes - Complete scan for complex networks

e Forever - Continuous discovery until manually stopped

Soft AP Controller - TOTOLINK - ul X
SoftAC - Software AP Controller = b
TO oo o

:  Device Discovery us English o @

Dashboard
evice Discovery

over and manage network devices automatically

Devices
%= Device List

Device Discove -
el ¥/ Discovery Control Auto Refresh &

Configuration Discovery Mode Filter Devices
O = Multicast O Q Unicast Scan @ oo Both (O ® Unmanaged Only @ & All Devices

B Templates ey 'discoverysstatus (en)’ returned an object instead of string.:

D Start Di: covery

© 30 seconds (test)

2, Device Groups Total Devices: 1 © Unmanaged: 0 & Managed: 1 & Pending: 0 © 1 minutes
O Access Credentials © 2 minutes
L © 4 minutes
& Monitoring . .
Discovered Devices ® 8 minutes
G i i Last Update: 2025/9/10 08:30:51
(M Device Monitor ast Update /9/ © 20 minutes
/- WiFi Session Menitoring MAC Address Hostname  IP Address Model Firmware  Status oo Forever

/N Alert Monitor

1C:56:8E:2F:E7:3C - 192.168.0.48 - - discovery.title_status.managed -

& Firmware Upgrade

€83 Settings

>_ Real-time Logs



Filter Options
Choose which devices to display:

e All Devices - Shows both managed and unmanaged devices

e Unmanaged Only - Shows only new devices not yet added to system
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SoftAC - Software AP Controller = " X

L=l LINK — I 4 o
- = Device Discovery us English o

(@) Dashboard

Device Discovery

o Devices
Discover and manage network devices automatically

= Device List

Q' Device Discovery Discovery Control Auto Refresh

Filter Devices > D s
O O Unmanaged Only @ & All Devices I (2 EERET) m

 Total Devices: 1 ® Unmanaged: 0 & Managed: 1 & Pending: 0

{$¥ Configuration Discovery Mode
O = Multicast O Q Unicast Scan @ oo Both

B Templates key 'discovery.status (en)' returned an object instead of string.:
2, Device Groups

O Access Credentials

Monitorin
= g Discovered Devices

(" Device Monitor Last Update: 2025/9/10 08:30:51

\- WiFi Session Monitoring MAC Address Hostname IP Address Model Firmware Status Signal Actions

£\ Alert Monitor
1C:56:8E:2F:E7:3C - 192168048 - -

& Firmware Upgrade

€3 Settings

>_ Real-time Logs

Understanding Discovery Results

The discovered devices list shows:

Column Description

Status Device management state (Unmanaged/Managed/Pending)
Device Info MAC address, hostname, and model

Network IP address and connection status

Firmware Current firmware version

Action Quick actions like Add Device

Device Status Indicators

e @ Unmanaged: New device found, not yet added to system
o Pending: Device confirmation in progress

e @ Managed: Device already managed by SoftAC

o @ Registering: Device being added to system
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Adding Discovered Devices

To add a discovered device to your system:

1. Locate the Device
Find the unmanaged device in the discovery list

2. Click Add Button
Click the "Confirm Management" button in the Actions column

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller

=  Device Discovery

wevice viscovery

Discover and manage network devices automatically

Discovery Control

Discovery Mode Filter Devices
2 Multicast Q Unicast Scan oo Both © Unmanaged Only & All Devices

key 'discovery.status (en)' returned an object instead of string.: m 0o Both

o Total Devices: 1 © Unmanaged: 1 & Managed: 0 & Pending: 0

Discovered Devices
Last Update: 2025/9/10 10:08:20

MAC Address Hostname IP Address Model Firmware Status
1C:56:8:2F:€7:3¢  TOTOLINK 2FE73C 192168048 - -

3. Confirm Addition
The device status changes to "Registering" then "Managed"

Success: Device will appear in your main device list within seconds

Troubleshooting Discovery Issues

No Devices Found?

1. Check network connectivity between SoftAC and devices
2. Verify devices are powered on and connected to network
3. Ensure firewall allows discovery traffic (UDP port 5683)

4. Try increasing discovery duration
Network Configuration Warning?
If you see a network configuration warning:

1. Go to Settings — System Settings
2. Update the Management IP address

3. Restart discovery with correct network settings

Signal

us English C_\e @

Auto Refresh &

O Stop Discovery

Actions

& Confirm Management
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Discovery Modes Explained

Multicast Mode

How it works:

e Sends UDP broadcast messages on port 5683
e All devices on local network receive message

e Compatible devices respond with their information
Best for:

e Local network discovery
e Finding all devices quickly

e |nitial network setup
Limitations:

e Doesn't cross network segments
e May be blocked by some switches

e Requires multicast support

Unicast Mode

How it works:

e Directly contacts devices at specific IPs
e Sends targeted discovery messages

e Works across network segments
Best for:

e Known device locations
e Cross-subnet discovery

e Precise device targeting
Limitations:

e Slower for many devices
e Requires IP information

e May miss dynamic IPs
Combined Mode (Both)

How it works:

e Uses both multicast and unicast simultaneously
e Provides most comprehensive coverage

e Balances speed and completeness

Best for:
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e Most discovery scenarios
e Unknown network layouts

e Maximum device detection
Optimizing Discovery
For Best Results

1. Update Management IP
o Always set correct server IP before discovery
o Update if server IP changes
2. Choose Appropriate Duration
o Start with 2 minutes for small networks
o Use 5-10 minutes for larger networks
o Use continuous for ongoing monitoring
3. Select Correct Mode
o Use "Both" for initial discovery
o Switch to specific mode if needed
o Consider network topology
4. Monitor Discovery Status
o Check statistics panel regularly
o Watch for network warnings

o Verify all expected devices found

Common Issues and Solutions

Issue Cause

No devices found Incorrect network config
Partial discovery Firewall blocking

Slow discovery Large network

Duplicate devices Multiple interfaces

Security Considerations

Discovery Security

e Discovery uses secure tokens for device verification
e Each discovery session has unique identifiers

e Devices must respond with valid credentials

Solution

Update management IP
Allow UDP 5683

Increase duration, use filters

Check device network settings
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Best Practices

1. Run Discovery As Needed
o Don't leave continuous discovery running unnecessarily
o Stop discovery after adding all devices
2. Verify Devices Before Adding
o Check MAC addresses match physical devices
o Confirm device models are correct
o Validate IP addresses are expected
3. Document Discovery Sessions
o Note when discovery was run
o Record number of devices found

o Track any unusual findings

Summary

The Device Discovery feature in TOTOLINK SoftAC streamlines network device management through:

e Automatic Discovery: Find all compatible devices with one click

e Manual Search: Target specific devices when needed

e Batch Management: Handle multiple devices efficiently

e Flexible Configuration: Customize discovery for your network

Quick Reference

Task Method

Find all local devices Automatic discovery (Both mode)
Add specific device Manual search by IP

Organize devices Batch assign to groups

Configure discovery Update network settings

Time Required
2-5 minutes

<1 minute

2-3 minutes

1-2 minutes

% Next Steps: Run your first discovery session to find all network devices, then organize them into

logical groups for easier management.

Related Topics

e 4. Device Management - Managing discovered devices

e 6. Device Groups - Organizing devices into groups

e 11.System Settings - Configuring network parameters

e 14. Troubleshooting - Solving discovery issues
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Part 10. Credential Management

Overview

Credential Management in TOTOLINK SoftAC provides secure authentication methods for accessing and
managing network devices. The system uses industry-standard encryption to protect sensitive information like
passwords and keys, ensuring only authorized administrators can access device configurations and perform
management tasks.

Key Benefits

e Secure Access: Encrypted storage of all credentials protects against unauthorized access
e Centralized Management: Store and manage all device access credentials in one place

e Automated Authentication: System automatically uses stored credentials for device operations

e Audit Trail: Track credential usage and modifications for security compliance

10.1 SSH Credentials

Understanding SSH Credentials

SSH (Secure Shell) credentials allow TOTOLINK SoftAC to securely connect to network devices for configuration,
monitoring, and management tasks. Instead of using passwords which can be intercepted or guessed, SSH
uses cryptographic key pairs for authentication.

How SSH Keys Work

SSH authentication uses a pair of mathematically related keys:

1. Private Key: Kept secret on the SoftAC server, never shared

2. Public Key: Installed on network devices to verify identity
When SoftAC connects to a device:

e The device challenges SoftAC with its public key
e SoftAC proves its identity using the private key

e Asecure encrypted connection is established

Creating SSH Credentials

Initial Setup

During system initialization, SoftAC automatically creates a default SSH key pair. For additional security or
specific device requirements, you can create custom SSH credentials.
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Creating New SSH Keys

1. Navigate to SSH Key Management
Go to Settings — SSH Key Manager

Soft AP Controller - TOTOLINK - a
SoftAC - Software AP Controller = b X
T .
= Settings -
Dashboard
) Settings
Devices
7= Device List
User Profile System Settings Data Retention SSH Keys License Management
Q  Device Discovery
Configuration
06 SSH Key Management X . X + Generate New Key
B Templates Manage SSH key pairs for device SSH connections, supporting RSA and ED25519 algorithms
2 Device Groups
O Access Credentials
Monitoring
No SSH Keys
(7 Device Monitor
Create your first SSH key pair to get started
- WiFi Session Monitoring
/N Alert Monitor
Firmware Upgrade
Settings B Usage Guide
« ED25519: Modern algorithm with high security and fast computation, recommended for priority use
Real-time Logs * RSA: Traditional algorithm with good compatibility but requires larger key lengths
2. Start Key Generation
lick the " New Key" b
Click the "Generate New Key" button
Soft AP Controller - TOTOLINK - o
SoftAC - Software AP Controller = <" X
= Settings Us English Ja) @
Dashboard
ashioar User Profile System Settings Data Retention SSH Keys License Management
Devices
= Device List
06 SSH Key Management . . X + Generate New Key
Manage SSH key pairs for device SSH connections, supporting RSA and ED25519 algorithms

Q  Device Discovery
Configuration
B Templates

2 Device Groups No SSH Keys

O Access Credentials Create your first SSH key pair to get started
Monitoring

(7 Device Monitor

4\ WiFi Session Monitoring

B Usage Guide

£ Alert Monitor i X X i X e
« ED25519: Modern algorithm with high security and fast computation, recommended for priority use

Firmware Upgrade + RSA: Traditional algorithm with good compatibility but requires larger key lengths

* Public keys can be safely shared and stored on servers

« Private keys must be kept secure and not disclosed to third parties

Settings

* Regularly check and update keys that are no longer in use

Real-time Logs

3. Configure Key Parameters

Parameter Options Recommendation

Key Name Custom text Use descriptive names (e.g., "Production-APs-2024")
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Parameter Options Recommendation

Key Type ED25519 or RSA ED25519 (faster and more secure)
Key Size 2048, 3072, 4096 bits 2048 for RSA (if chosen)
Comment Optional text Add description for identification

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller - <

Generate New SSH Key

Create a new SSH key pair for device connection
authentication

Key Name *
CA3000X

Key Type
ED25519 (Recommended) v

Comment (optional)

ssh for CA3000X AP ]

4. Generate the Key Pair

Cance' |

Click "Generate" to create the key pair

o The system generates both private and public keys

o A unique fingerprint identifies this key pair
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o® Key Generated Successfully
Please save your private key securely. You won't be able to view it again after closing this
window.

B Fingerprint:

92YPN8PEC5ANGHESNAF7UVHIY1+PUSYFdzSa0IIOKFo=
Public Key (Safe to Share)

ssh-ed25519 AAAAC3NzaC1lZDIINTESAAAAINFL/S5jodZaqTe49x2mK110TdulArbjgl1WNbESSOWMd I-D

ssh for CA3@00X AP

4

Private Key (Keep Secure) Show & Download ©

Click "Show" button to view private key

Important Reminder

« Private keys contain sensitive information, do not share with others
« It is recommended to store private keys in a secure password manager

« If the private key is compromised, delete it immediately and generate a new one

Cancel Save

5. Save the Keys
Important Actions:
o Download Private Key: Save it securely - you cannot retrieve it later
o Copy Public Key: You'll need this for device configuration

o Note the Fingerprint: Use for verification

Soft AP Controller - TOTOLINK = o
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o Key Generated Successfully

Please save your private key securely. You won't be able to view it again after closing this
window.
————

B Fingerprint:
92YPN8PEC5Ah@HESNAF7UVHIYi+PUSYFdzsa0IIOKFo=

Public Key (Safe to Share)

ssh-ed25519 AAAAC3NZzaC1lZDIINTESAAAAINFL/SjodZaqTed9x2mk110TdulArbjqI1WNbESSONM ]
ssh for CA3000X AP

Private Key (Keep Secure) &, Download ]

Click "Show" button to view private key

Important Reminder

« Private keys contain sensitive information, do not share with others
« It is recommended to store private keys in a secure password manager

« If the private key is compromised, delete it immediately and generate a new one

Cancel Save

i, Critical Security: Download and securely store the private key immediately. Once you close this
dialog, the private key cannot be recovered.



Managing SSH Keys
Viewing Existing Keys

The SSH Key Manager displays all configured keys:

Column Description
Name Identifier for the key pair
Type ED25519 or RSA
Fingerprint Unique identifier for verification
Created When the key was generated
Soft AP Controller - TOTOLINK - o
SoftAC - Software AP Controller = " X

TDTD LINK — Settings us English Q@ @

(@ Dashboard

él Devices User Profile System Settings Data Retention SSH Keys License Management

% Device List

Device Di
R 2 SSH Key Management . . . + Generate New Key
Manage SSH key pairs for device SSH connections, supporting RSA and ED25519 algorithms

#¥ Configuration

B Templates cA3000x (EZED) =G|

@ RFA3CXBYtkkecK/nUdeirMFCMULySX3mcKSYpWtEipe=
2 Created by admin [ 2025/9/11 £49:22:11
O Access Credentials ssh for CA3000X AP

2\ Device Groups

) Monitoring
(7 Device Monitor

- WiFi Session Monitoring @ Usage Guide
« ED25519: Modern algorithm with high security and fast computation, recommended for priority use

& Alert Monitor « RSA: Traditional algorithm with good compatibility but requires larger key lengths

a F U . « Public keys can be safely shared and stored on servers
irmware Upgrade « Private keys must be kept secure and not disclosed to third parties

» Regularly check and update keys that are no longer in use

83 Settings

>_ Real-time Logs

Key Operations
Copy Public Key

1. Click the copy icon next to any key
2. Paste into device SSH configuration

3. The key is now ready for use
View Details

1. Click on the key name
2. See full public key content

3. Review usage statistics

Delete Key
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1. Click the delete icon
2. Confirm deletion

3. Note: Cannot delete if currently in use by devices

Tip: Keep at least one backup SSH key pair in case the primary key is compromised or lost.

Using SSH Credentials with Devices

Associating Keys with Devices
1. During Device Addition
When adding a new device:
o Select "SSH" as the access method
o Choose from available SSH credentials
o Enter SSH username (usually "root" or "admin")

o Specify SSH port (default: 22)

Soft AP Controller - TOTOLINK
SoftAC - Software AP Controller

TOTO

(@ Dashboard

& Devices open device configuration

Management

7 Device List Group 5 Model Health T
Q' Device Discovery
CA3000X-
Configuration 192.168.0.185 POE oK
V9.4.0cu.843
B Templates
2. Device Groups
D2 - LOLOCINK Critical
O Access Credentials LR3500
Monitoring
(7 Device Monitor CA3000X-
192.168.0.48 POE oK
- WiFi Session Monitoring V9.4.0cu.843
/N Alert Monitor
D2 - X6000R Critical
Firmware Upgrade
Settings 4items Perpage 20 v items

_  Real-time Logs

SSH Terminal Access

SoftAC provides direct SSH terminal access to devices:

1. Open SSH Terminal
o Navigate to device details
o Click "SSH Connect" button
o System automatically authenticates
[Screenshot: SSH Terminal button on device page]
2. Terminal Features

o Full command-line access

Config
Status

- o X

- <" X
Us English Q® @

~ Ah ASSIgN 1O wroup L veete

Clients X Last )
(Active/Total) Uptime Seen Actions

less
than a
minute
ago

0/0 26m

about
17
hours
ago

0/0

less
than a
minute

@ Edit

0/0 35m

% Configuration

0/0 -
>_ SSH Connect

¥ Unmanage

¢ n ’ ” U0 Delete i
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o Copy/paste support
o Session logging

o Multiple tabs for different devices

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller

>_ SSH Terminal - TOTOLINK 2FE73C

¥*% Connected to TOTOLINK_2FE73C ***

BusyBox v1.33.2 (2025-89-08 ©5:16:38 UTC) built-in shell (ash)

[ T I T I Y R
|V Y I W I AV

root@TOTOLINK_2FE73C:~#

10.3 Credential Security

Security Best Practices

Password and Key Management

Strong Credentials
e Use SSH keys instead of passwords when possible
e Generate keys with maximum supported length
e Use ED25519 keys for better security and performance
Regular Rotation
e Change credentials periodically (every 90 days recommended)
e |Immediately rotate compromised credentials
e Keep audit logs of credential changes
Access Control
e Limit credential access to authorized administrators

e Use role-based permissions for credential management

e Implement two-factor authentication for sensitive operations

[}
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Credential Storage Security

Encryption at Rest

All credentials in SoftAC are protected:

Credential Type Storage Method
SSH Private Keys Database
API Keys Database
User Passwords Database
Device Secrets Database

Encryption in Transit
Data protection during transmission:

1. HTTPS/TLS
o All web interface traffic encrypted
o TLS 1.2 minimum version
o Strong cipher suites only
2. SSH Connections
o End-to-end encryption
o Key exchange algorithms
o Perfect forward secrecy
3. API Communications
o HTTPS required for all API calls
o Certificate validation

o Encrypted payloads

Security Monitoring
Audit Logging

Track all credential-related activities:

Encryption
AES-256 encrypted
Salted hash

Bcrypt hashed

AES-256 encrypted

Event Logged Information
Credential Creation Who, when, what type

Key Usage Device, time, success/failure
Credential Modification Changes made, by whom

Failed Authentications Source, credential used, reason
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Event Logged Information

Credential Deletion Who deleted, when, which credential

Security Alerts

Configure alerts for security events:

1. Failed Authentication Attempts
o Multiple failures from same source
o Attempts with invalid credentials
o Brute force patterns detected

2. Unusual Access Patterns
o Access from new locations
o Qutside normal hours
o Rapid credential changes

3. System Security Events
o Credential database access
o Encryption key operations

o Security setting changes

Compliance and Standards

Industry Standards

SoftAC credential management follows:

e NIST Guidelines: Key management best practices
e PCI DSS: If handling payment card data
e |SO 27001: Information security management

e GDPR: Data protection for EU users

Regular Security Tasks

Maintain credential security with:

Task Frequency
Review Access Logs Daily
Verify Active Credentials Weekly
Test Backup Keys Monthly
Security Audit Quarterly

Update Credentials Annually

Purpose

Detect anomalies
Remove unused
Ensure recovery
Compliance check

Prevent aging attacks
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Emergency Procedures

Credential Compromise Response

If credentials are compromised:

1. Immediate Actions
o Disable compromised credential
o Generate new credentials
o Update all affected devices
2. Investigation
o Review access logs
o Identify breach source
o Check for unauthorized changes
3. Recovery
o Reset all related credentials
o Verify system integrity

o Documentincident

Backup and Recovery

Protect against credential loss:

1. Backup Strategies
o Export encrypted credential backup
o Store in secure, separate location
o Test restoration procedures
2. Recovery Procedures
o Import credential backup
o Verify all credentials working

o Update device configurations

# Security Reminder: Store credential backups separately from system backups and encrypt with a
different key.

Security Checklist

Regular security verification:
() All default credentials changed
(L) SSH keys using recommended algorithms
() API keys rotated within policy period
(JJ No plaintext credentials in configurations

(J Audit logs reviewed regularly


af://n4422
af://n4423
af://n4453
af://n4476

() Failed authentication alerts configured
() Backup credentials tested and secure

() Team trained on security procedures

summary

TOTOLINK SoftAC's Credential Management system provides comprehensive security for device access:

e SSH Credentials: Secure key-based authentication for device management
e API Keys: Unique identifiers for automated device communication

e Security Features: Encryption, audit logging, and monitoring protect credentials

Quick Reference

Task Location Security Level

Generate SSH keys Settings — SSH Key Manager High (private key encrypted)
View device API key Devices — Device Details Medium (password required)
Check credential logs Settings — System Logs Audit trail maintained

Rotate credentials Device/Settings pages Immediate effect

%’ Next Steps: Review your current credentials, ensure all default passwords are changed, and set up

regular credential rotation schedules.

Related Topics

e 4. Device Management - Configuring device access

e 11.System Settings - Security configuration

e 12.User Management - Access control

e 14. Troubleshooting - Solving authentication issues

Part 11: System Settings

Overview

The System Settings module in TOTOLINK SoftAC allows you to configure and manage the fundamental
operational parameters of your network management system. This chapter guides you through the various
settings that control how your system operates, stores data, sends notifications, and maintains security.

Think of System Settings as the control center for your entire SoftAC installation - similar to the settings app on
your smartphone, but specifically designed for network management.
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Why System Settings Matter

Properly configured system settings ensure:

e Reliable Operation: Your network runs smoothly with appropriate timeouts and limits

11.1 Basic Settings

Data Protection: Important data is backed up and retained according to your needs
Timely Alerts: You receive notifications when network issues arise
Storage Efficiency: Old data is cleaned up automatically to save disk space

Security: Your system remains protected with proper authentication settings

Basic settings control the fundamental behavior of your SoftAC system. These settings affect how the system
connects to devices, handles requests, and manages resources.

Accessing Basic Settings

1. Navigate to Settings

Click on "Settings" in the left navigation menu.

2. Select System Settings Tab

Click on the "System Settings" tab in the settings page.

Soft AP Controller - TOTOLINK

TOTO

@ Dashboard

& Devices

Z Device List

Q' Device Discovery
Configuration

B Templates

2, Device Groups

O Access Credentials
Monitoring

(7 Device Monitor

A~ WiFi Session Monitoring

/N Alert Monitor

Firmware Upgrade

Settings

_ Real-time Logs

API Configuration

SoftAC - Software AP Controller

Settings

Settings

User Profile System Settings Data Retention SSH Keys

API Settings

Configure API timeouts, rate limits, and connection settings

Concurrent Connections
Maximum concurrent API connections

Rate Limit (per minute)
API rate limit per minute

API Timeout

API request timeout in seconds

Network Settings

Configure network settings for device discovery and management

Management IP Address
SoftAC management IP address for AP discovery

us English C_\@ @

License Management

100

1000

30

192.168.0.26

The API (Application Programming Interface) settings control how your system communicates with network

devices.
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Key API Settings

. Lo Recommended
Setting Description
Value
API Timeout How long to wait for device responses 30 seconds
Concurrent Number of devices that can connect 100
Connections simultaneously
Rate Limit Maximum requests per minute 1000
Soft AP Controller - TOTOLINK = a]
SoftAC - Software AP Controller = " X

TOT LINK :
oTo - = Settings us English Q® @
() Dashboard
- Settings
=5 Devices
= Device List
User Profile System Settings Data Retention SSH Keys License Management

Q' Device Discovery

$¥ Configuration

API Settings

B Templates Configure API timeouts, rate limits, and connection settings
2, Device Groups .
Concurrent Connections 100
) ez @edlriEs Maximum concurrent APl connections
L. Rate Limit (per minute) 1000
D Rlcaitonng API rate limit per minute
(N Device Monitor API Timeout 20
. 5 e API request timeout in seconds
A- WiFi Session Monitoring
/N Alert Monitor
& Firmware Upgrade Network Settmgs
Configure network settings for device discovery and management
€3 Settings
Management IP Address 192.168.0.26

>_ Real-time Logs SoftAC management IP address for AP discovery

How to Configure API Settings

1. APl Timeout
o Increase this value if devices are far away or on slow connections
o Decrease for faster response times on local networks
o Default: 30 seconds

2. Concurrent Connections

[e]

Set based on your network size
o Small networks (< 50 devices): 50-100
o Medium networks (50-200 devices): 100-200
o Large networks (> 200 devices): 200-500
3. Rate Limit
o Prevents system overload

o Leave at default unless experiencing performance issues
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Tip: Start with default values and adjust based on your network's performance. If devices frequently
timeout, increase the APl Timeout value.

Security Settings

Security settings protect your system from unauthorized access and define session behaviors.

Soft AP Controller - TOTOLINK = o

SoftAC - Software AP Controller = . X

TOTO R — Settings us English Q@ @

(@ Dashboard
o Devices

| Securlt¥ Settings |
= Device List anage authentication, session umeouts, an secumy policies

Q' Device Discovery settings.system.fields,jwt.access token duration 24h

{$¥ Configuration
settings.system.fields.jwt.refresh_token_duration 168h

B Templates

& Access Token Expiry 30 minutes... 4

2, Device Groups
JWT access token expiry time

O Access Credentials .
Refresh Token Expiry 7 days... o

|:| Monitoring JWT refresh token expiry time
Minimum Password Length s

(A Device Monitor o
Minimum password length

A- WiFi Session Monitoring |dle Session Timeout 60
/A Alert Monitor Idle session timeout in minutes (0 to disable)

X settings.system.fields.ssh.public_key
& Firmware Upgrade

€3 Settings

Reset to Default:
>_ Real-time Logs O Reset to Defaults

Important Security Parameters

1. Access Token Expiry

o How long you stay logged in while active

o Default: 15 minutes

o Longer times are more convenient but less secure
2. Refresh Token Expiry

o How long your login session can be renewed

o Default: 7 days

o After this period, you must log in again
3. Idle Session Timeout

o Automatic logout after inactivity

o Default: 30 minutes

o Protects against unauthorized access if you forget to log out
4. Minimum Password Length

o Enforces strong passwords

o Default: 8 characters

o Recommended: At least 8-12 characters
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# Security Best Practice: Use shorter session timeouts in shared environments and longer timeouts
for dedicated management stations.

11.2 Network Configuration

Network configuration determines how SoftAC discovers and manages devices on your network.

Management Network Settings

Soft AP Controller - TOTOLINK = a]

SoftAC - Software AP Controller - <"

R pEl LINK — Settings us English Q® @

(@ Dashboard

Rate Limit (per minute) 1000
é' Devices API rate limit per minute
= Device List API Timeout 30

API request timeout in seconds

Q  Device Discovery

{$¥ Configuration

| Network Settings
e glhitss OnTigure network settings for device discovery and management

Device Groups

Management IP Address 192.168.0.26
Access Credentials SoftAC management IP address for AP discovery
3 Monitoring Management Subnet Mask 255.255.255.0

SoftAC management network subnet mask

(? Device Monitor

- WiFi Session Monitoring
Monitoring Settings

Alert Monit i itoring 1
& Alert Monitor Adjust monitoring intervals and alert thresholds

& Firmware Upgrade

CPU Alert Threshold (%) 80
CPU usage alert threshold percentage
€3 Settings
Memory Alert Threshold (%) 92
>_ Real-time Logs Memory usage alert threshold percentage

The management network is the network segment where SoftAC communicates with your devices.

Configuring Management IP

1. Management IP Address

o The IP address SoftAC uses to communicate with devices

o Example: 192.168.1.100

o Must be on the same network as your managed devices
2. Management Subnet Mask

o Defines the network range

o Common values:

m 255.255.255.0 (manages 254 devices)

m 255.255.0.0 (manages 65,534 devices)

11.3 Notification Settings

Notification settings control how SoftAC alerts you about important events and system status changes.
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Email Notifications (SMTP Configuration)

SMTP (Simple Mail Transfer Protocol) settings enable SoftAC to send email alerts.

Setting Up Email Notifications

1. Enable SMTP
Toggle the switch to activate email notifications.

2. Configure Mail Server

Setting Description Example
SMTP Host Your email server address smtp.gmail.com
SMTP Port Server port number 587 (TLS) or 465 (SSL)
Encryption Security method TLS recommended
Username Your email account admin@company.com
Password Email password or app password Use app-specific password
From Email Sender address alerts@company.com
From Name Sender display name SoftAC Alerts
Soft AP Controller - TOTOLINK - a
SoftAC - Software AP Controller = < X
ToTo = Settings Us English 1_3@ @

(@) Dashboard

& Devices SMTP Settings
SMTP email service is pre-configured and ready to use. Modify settings only if you need to use a different & Test SMTP

—_ . . email service.
= Device List

Q' Device Discovery Enable SMTP (:)
Enable SMTP email service
$¥ Configuration
Encryption Method SsL o
B Templates SMTP encryption method (tls/ssl/none)
From Email

2] - .
2 Device Groups fae@zioncom.net

Email address for sending emails
QO Access Credentials

From Name SoftAC Team
D Monitoring Display name for sending emails
(" Device Monitor SMTP Host Default configured (mo

SMTP server host

- WiFi Session Monitoring
SMTP Password

/N Alert Monitor SMTP authentication password

Default configured (mot

SMTP Port 465

Firmware Upgrade
e P9 SMTP server port

3 Settings SMTP Username
SMTP authentication username

fae@zioncom.net

>_ Real-time Logs
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Common Email Providers Settings

Gmail
e Host: smtp.gmail.com
e Port: 587
e Encryption: TLS
e Note: Requires app-specific password
Outlook/Office 365
e Host: smtp.office365.com
e Port: 587
e Encryption: TLS
Yahoo Mail
e Host: smtp.mail.yahoo.com
e Port: 587 or 465

e Encryption: TLS or SSL

Testing Email Configuration

1. Click the Test SMTP button
2. Enter a test email address
3. Click Send Test Email

4. Check your inbox for the test message
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REEREE] LINK = Settings

(@ Dashboard
B Do SMTP Settings

email service.

= Device List

Q' Device Discovery Enable SMTP
Enable SMTP email service

$¥ Configuration

Encryption Method
@ Templates SMTP encryption method (tls/ssl/none)

> From Email

2\ Device Groups
Email address for sending emails

QO Access Credentials
From Name

|:| Monitoring Display name for sending emails

SMTP Host
SMTP server host

(7 Device Monitor

4\ WiFi Session Monitoring
SMTP Password

/N Alert Monitor SMTP authentication password

SMTP Port

Firmware Upgrade
=] P9 SMTP server port

83 Settings SMTP Username
SMTP authentication username
>_ Real-time Logs

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller

SMTP email service is pre-configured and ready to use. Modify settings only if you need to use a differgnt [SRESISVIIZ

. . X
Test SMTP Configuration
Send a test email to verify your SMTP settings are configured
correctly
Test Email Address
[ freddy@zioncom.ned ]

Cancel </ Send Test Email

us English C_@ @

«©

SSL v
fae@zioncom.net
SoftAC Team
Default configured (mox
Default configured (mox

465

fae@zioncom.net

i Important: For Gmail and other secure providers, use an app-specific password instead of your

regular password. Enable 2-factor authentication and generate an app password in your email security

settings.

Alert Notification Preferences

Configure which types of alerts trigger notifications:
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TOTO

(@) Dashboard

&5 Devices
% Device List
Q  Device Discovery
$¥ Configuration
B Templates
2, Device Groups
QO Access Credentials
&) Monitoring
(7 Device Monitor
4\- WiFi Session Monitoring

4\ Alert Monitor

& Firmware Upgrade

3 Settings

>_ Real-time Logs
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TOTO

(@ Dashboard
& Devices

= Device List

Q' Device Discovery
$¥ Configuration

B Templates

2, Device Groups

O Access Credentials

&) Monitoring

(7 Device Monitor
A~ WiFi Session Monitoring

/N Alert Monitor

Firmware Upgrade

Settings

Real-time Logs

SoftAC - Software AP Controller

Settings

User Profile I System Settings

Basic Information

Manage your personal information and preferences

Username

admin

A

Email

freddy@zioncom.net

This email is used for password recovery and system notifications

Timezone

utc

Security

Manage your password and security settings

o® Change Password

SoftAC - Software AP Controller

Settings

Security

Manage your password and security settings

o® Change Password

Data Retention

Language

v English

us English

SSH Keys

us English

- s

2 X

s

License Management

Notification Preferences

Choose which notifications you want to receive

Device Offline Alerts

Device Online Notifications
Configuration Change Alerts
Firmware Upgrade Notifications

System Alert Notifications

e Device Offline Alerts: Notified when devices disconnect

e Configuration Changes: Alerts for device configuration modifications

e Firmware Updates: Notifications about available firmware updates

e System Alerts: Critical system events and errors

e Performance Warnings: CPU, memory, or disk usage alerts

Save

X



Notification Delivery Methods
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- G X
TOTO LS =  Alert Monitor us English Q@ @

(@ Dashboard

o Devices Alert Monltor & Refresh

Monitor and manage system alerts and warninns

% Device List

. Iy oo . .
Q Device Discovery Total Alerts O Active 3 Alert Notification Settlngs larnings (O
Alerts A Configure how you want to be notified about alerts
$¥ Configuration 21 )
0 L) Toast Notifications (:)
B Templates Show toast notifications for alerts
2, Device Groups s‘)) SounddAIehrts lerts arri (:)
A Active Alerts (0) & Cleared Al 2y sound wnen new alerts arrive
O Access Credentials 0 Desktop Notifications (:)
Show system desktop notifications
& Monitoring Search Filter by Ty
X ) Search alerts... All
(? Device Monitor
4\- WiFi Session Monitoring
& Alert Monitor A Active Alerts
N Real-time monitoring of active system alerts
i§3 Settings Type Device Condition Message Value / Threshold Status Time Actions

>_ Real-time Logs

No active alerts

1. Toast Notifications
o Pop-up messages within the SoftAC interface
o Immediate visibility while using the system
2. Sound Alerts
o Audio alerts for critical events
o Useful when monitoring multiple screens
3. Desktop Notifications
o System-level notifications

o Visible even when SoftAC is minimized

11.4 Backup and Recovery

Regular backups protect your configuration and ensure quick recovery from system failures.

Understanding Backups

SoftAC backups include:

e Device configurations

e User settings and preferences

Alert rules and thresholds

e System configuration

Historical data (optional)
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Automatic Backup Configuration

Soft AP Controller - TOTOLINK = o

SoftAC - Software AP Controller = <" X
el LINK = Settings Us English Q® @

(@ Dashboard

User Profile System Settings Data Retention SSH Keys License Management

o Devices

= Device List API SettingS

) X Configure API timeouts, rate limits, and connection settings
Q  Device Discovery

Concurrent Connections

$¥ Configuration 100
Maximum concurrent API connections
Templates P .
Rate Limit (per minute) 1000
Tares Gras API rate limit per minute
APITi t
Access Credentials fmeou 30
API request timeout in seconds
) Monitoring
(™ Device Monitor
e » Network Settings
“\- WiFi Session Monitoring Configure network settings for device discovery and management
/N Alert Monitor
Management IP Address 192.168.0.26
) FrmEs Vsaere SoftAC management IP address for AP discovery
Management Subnet Mask 255.255.255.0

@ Settings SoftAC management network subnet mask

J_ Real-time Logs

Setting Up Automatic Backups
1. Enable Automatic Backup
Toggle the switch to activate scheduled backups.
2. Backup Path
Backup storage files will be created in this path.
3. Backup Retention Count

Number of backups to retain.
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L=l LINK | -

SoftAC - Software AP Controller

= Settings us English I\
(@ Dashboard
S Devices Monitoring Settings
Adjust monitoring intervals and alert thresholds
% Device List
CPU Alert Threshold (%) 30
Q' Device Discovery CPU usage alert threshold percentage
@ Configuration Memory Alert Threshold (%) 92
Memory usage alert threshold percentage
B Templates
2, Device Groups
O Access Credentials Backup Settings
Manage automatic backup settings and retention
) Monitoring
Enable Automatic Backup (:)
(7 Device Monitor Enable automatic backup
4\ WiFi Session Monitoring Backup Path /backups
Backup storage path
/N Alert Monitor
Backup Retention Count 7
& Firmware Upgrade Number of backups to retain
€83 Settings
>~ Real-time Logs Notification Settings
Canfimiva makifisntinm meafavamans mmd lhalaciaes
. e o
Data Retention Policies
Data retention policies automatically clean up old data to save storage space.
Soft AP Controller - TOTOLINK = a]
SoftAC - Software AP Controller - <"
T -
= Settings p—
() Dashboard
2 Settings
=5 Devices
= Device List
User Profile System Settings Data Retention SSH Keys License Management

Q' Device Discovery
$¥ Configuration
B Templates
2, Device Groups
O Access Credentials
) Monitoring
(M Device Monitor
4\ WiFi Session Monitoring
/N Alert Monitor

& Firmware Upgrade

€3 Settings

>_ Real-time Logs

8 Data Retention Policies

Set retention periods for different types of data to automatically clean up expired data and save storage space

Retention period for device monitoring data

Current setting: 30 days Medium storage usage

7days 14days 30days 60days

Retention period for WiFi session data

Current setting: 90 days  High storage usage

7days 14days 30days 60days

Retention period for device configuration history

Current setting: 180 days High storage usage

30
90days

90
90days

180

days

days

days
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Configurable Retention Periods

Data Type Description Default Recommended
Monitoring Data CPU, memory, disk usage 30 days 30-90 days
WiFi Sessions Connection records 90 days 7-30 days
Configuration History Change logs 180 days 90-365 days
Cleared Alert Past alerts 30 days 30-90 days
Upgrade Logs Upgrade records 30 days 30-60 days
Upgrade Operations Detailed upgrade data 365 days 365-730 days
Acknowledged Alerts All alerts received currently 90 days 30-90 days
Operation Logs Operation records 90 days 30-90 days
System Logs System records 30 days 7-30 days
Firmware Upgrade Operations Upgrade history 365 days 7-90 days
WiFi Client History Records of WiFi accessing 180 days 7-90 days

Setting Retention Policies

1. Navigate to Data Retention tab
2. Adjust days for each data type
3. Use quick settings buttons for common values
4. Monitor storage impact indicator:
o @ Green: Low storage usage
o Yellow: Medium storage usage
o @ Red: High storage usage
5. Click Save Settings
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TOTO IALLS = Settings us English QQ @

(@ Dashboard

é, Devices Retention period for firmware upgrade operations

365 days
Current setting: 365 days  High storage usage
= Device List
7days T4days 30days 60days 90days
Q  Device Discovery
$¥ Configuration
Retention period for WiFi client history
180 days

B Templates Current setting: 180 days ~ High storage usage
2, Device Groups 7days  l4days  30days  60days  90days

O Access Credentials

&) Monitoring

() Device Monitor [J Important Notes

« Data cannot be recovered once cleaned up, please set retention periods carefully
Vv WiFi Session Monitoring « Longer retention periods will use more storage space

A Alert Monitor * The system will automatically perform data cleanup at 2:00 AM daily
e It is recommended to adjust retention periods according to regulatory and business requirements

& Firmware Upgrade

€3 Settings Save Settings

>_ Real-time Logs

Tip: Balance between data availability and storage costs. Keep critical data longer (configuration
history, upgrade operations) and routine data shorter (WiFi sessions, monitoring data).

Summary

Proper system settings configuration is essential for optimal SoftAC performance. Key takeaways:

Start with defaults: Begin with recommended settings and adjust based on experience

Regular backups: Enable automatic backups to protect your configuration

e Monitor storage: Use data retention policies to balance history and disk space

Test changes: Always test significant changes during maintenance windows

Next Steps

e Configure email notifications for critical alerts
e Set up automatic backups
e Review and adjust data retention policies

e Check for available system updates

Related Topics

e Chapter 12: User Management - Managing user accounts and permissions

e Chapter 13: Log Management - System and audit log configuration

e Chapter 9: Device Discovery - Automatic device detection settings



af://n4935
af://n4946
af://n4956
http://12-user-management.md/
http://13-log-management.md/
http://09-device-discovery.md/

e (Chapter 7.3: Alert Management - Configuring alert thresholds

For additional support, contact TOTOLINK technical support or consult the online knowledge base.

Part 12: User Management

Overview

TOTOLINK SoftAC operates with a single administrator account system, providing centralized control over your
network management platform. This chapter covers how to manage your administrator account, maintain
security, and track system activities through comprehensive audit logging.

Unlike multi-user systems, SoftAC's single-admin design ensures maximum security and simplified
management - perfect for small to medium-sized networks where one trusted administrator handles all

network operations.

Why Single Administrator Design?

The single administrator model provides:
e Maximum Security: No risk of privilege escalation or unauthorized user creation
e Simplified Management: No complex permission systems to configure
e Clear Accountability: All actions traced to one responsible administrator
e Reduced Attack Surface: Fewer accounts mean fewer potential security vulnerabilities

e Streamlined Operation: No user conflicts or permission issues

12.1 Administrator Account

The administrator account is the master key to your SoftAC system. It has complete control over all network
management functions.

Understanding the Admin Account

Your SoftAC system has exactly one administrator account with:

e Full system access and control
e Complete device management capabilities
e All configuration permissions

e System maintenance privileges
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Initial Setup Process

When you first install SoftAC, you must complete the mandatory initial setup

Default Credentials (First Login Only)

Username: admin
Password: adminl23

@ Critical Security: These default credentials work only for the first login. You MUST change them
immediately.

Mandatory Setup Steps

1. First Login
o Enter default username: admin
o Enter default password: admin123
o System detects first-time login
2. Security Configuration
Required Changes:
o New Password: Must be different from default
= Minimum 8 characters
= |nclude letters and numbers
= Remember this - there's only one account!
o Email Address: Critical for account recovery
= Must be valid and accessible
® Used for password reset codes
= Receives system notifications
3. Complete Setup
o Click "Complete Setup"
o System saves new credentials
o Default password permanently disabled

o Redirected to main dashboard

i Warning: You cannot skip initial setup. The system will not function until you secure the admin
account.

Managing Your Admin Profile

Access your profile settings to update account information
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Accessing Profile Settings

1. Click your username in the top-right corner
2. Select "Setting Profile"

3. Or navigate to Settings — User Profile

Soft AP Controller - TOTOLINK

TOTO

Dashboard

SoftAC - Software AP Controller = Ps X

Dashboard us English

System Administrator
freddy@zioncom.net

Device Health

Devices
2 Setting Profile

4 0 P [» Logout

= Device List

Q  Device Discovery Total Devices Problem Critical
Configuration
B Templates . . . - . . .
£ Quick Actions Device Status  [J WiFi Sessions = Network Traffic 5% Alerts (O]
o2 i
& Device Groups = Add Devi.. 4 0 1 1.77 M B 0
Total registered Active now Last 24 hours Active alerts

QO Access Credentials
B Create Te... e 20K e 2Critical Total Clients 0 5 62 MB 7 557 .. @@

Monitoring
2, Create G...

(7 Device Monitor

A WiFi Sess... 1 6 99.9% v1.10.33

A~ WiFi Session Monitoring

Device Groups Templates Uptime Version
/N Alert Monitor
Firmware Upgrade
A Active Alerts & Top Traffic Devices PZON 7d  30d
Settings View Al
© TOTOLINK 2FE63C  Oclients (DD 6.02 MB
Real-time Logs N 3.55 MB
P - 247 nR
- [u] X
SoftAC - Software AP Controller = s X
= Settings us English o @
Dashboard
asboar | User Profile I System Settings Data Retention SSH Keys License Management
Devices
= il Basic Information

©) B Fsmey Manage your personal information and preferences

Configuration Username

admin

B Templates

A Email

2 Device Groups
freddy@zioncom.net

QO Access Credentials
This email is used for password recovery and system notifications

Monitoring .
Timezone Language

(7 Device Monitor uTC v English v
A~ WiFi Session Monitoring

/N Alert Monitor
Security

e Uit Manage your password and security settings

Settings
o Change Password

Real-time Logs
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Updatable Information

Basic Information:

e Email Address
o Required for password recovery
o Must be valid email format
o Test delivery before saving
e Username
o Display name in interface
o Appears in audit logs
o Helps identify administrator in reports
e Avatar
o Upload profile picture
o |JPG/PNG format

o Maximum 2MB size
Preferences:

e Language

o Interface language

o Options: English, Chinese (Traditional/Simplified), Viethamese, Indonesian, Japanese, Korean
e Timezone

o Affects log timestamps

o Report generation times

o Scheduled task execution
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Dashboard . . . .
@ ashoar User Profile System Settings Data Retention SSH Keys License Management

o Devices

= Device List Basic Information

] . Manage your personal information and preferences
Q' Device Discovery ge your p P!

{$¥ Configuration Username

admin

B Templates

A Email

2, Device Groups
freddy@zioncom.net

O Access Credentials
This email is used for password recovery and system notifications

&) Monitoring -
Timezone Language

(? Device Monitor uTc v English v

- WiFi Session Monitoring

£\ Alert Monitor

Security

(=) Fers U=z Manage your password and security settings

€3 Settings

o® Change Password

>_ Real-time Logs

Saving Profile Changes

1. Make desired changes
2. Click "Save"
3. Some changes (like language) require page refresh

4. Email changes require verification

Password Management

Since there's only one account, password security is critical:
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TOTO [MIN[S - . 4 o
= Settings p—
@ Dashboard This email is used for password recovery and system notifications
2 Devi Timezone Language
=5 Devices
uTc v English v

Z Device List
Q  Device Discovery

{$¥ Configuration Security

Manage your password and security settings

B Templates

2, Device Groups o* Change Password

O Access Credentials

&) Monitoring o .
Notification Preferences

() Device Monitor Choose which notifications you want to receive

Ar WiFi Session Monitoring Device Offline Alerts

[N Alert Monitor Device Online Notifications

& Firmware Upgrade Configuration Change Alerts

Firmware Upgrade Notifications

€3 Settings

olololole

System Alert Notifications
>_ Real-time Logs

Changing Your Password

1. Access Password Change
o Click "Change Password" in profile settings
o Or use Security tab
2. Enter Required Information
o Current password (for verification)
o New password (meeting requirements)
o Confirm new password (must match)
3. Password Requirements
o Minimum 8 characters (configurable)
o Must differ from current password
o Should include mixed characters
o Cannot be common passwords
4. Complete Change
o Click "Update Password"
o You'll be logged out

o Log in with new password

Best Practice: Change your password every 90 days and use a password manager to store it
securely.
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Password Recovery

If you forget your password:

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller

Controller
Centralized management platform for your wireless LINK

access points

Soft AP Controller

Please login to continue

Device Management

Monitor and configure all your access points from a .
single, intuitive dashboard LOgII’I

Enter your credentials to access the system

Username

Real-time Monitoring
i . Enter username
Track network performance and client connections

with live updates
Password

Enter password

Secure & Reliable

Remember me Forgot password?

Enterprise-grade security with full OpenWISP

© 2024 TOTOLINK Technology. All rights reserved.

1. Initiate Recovery
o Click "Forgot Password?" on login screen
o Enter your registered email address

o C(lick "Send Reset Code"

Scft AP Controller - TOTOLINK
SoftAC - Software AP Controller

Forgot password?

| We've sent a password reset code to your email 1

&

Reset Code Sent
A reset code has been sent to freddy@zioncom.net

If you don't see the email, please check your spam
folder.

o* Enter Reset Code

Try a different email

2. Receive Reset Code

o Check your email (including spam folder)
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o Find 6-digit reset code

o Code expires in 15 minutes

GEEY {aEERBy w5y Erc A B Q mens = I = TS ) SoRes [t]&]| IE

SoftAC Controller - Password Reset Code

SoftAC Team alv
%t freddy 2025-09-11 14:34 F¥4AM=E
Hello,

You have requested to reset your password for SoftAC Controller.

Your password reset code is: 391767

This reset code will expire in 15 minutes.

If you did not request a password reset, please ignore this email.

Thank you,
SoftAC Controller Team

3. Reset Password
o Enter reset code
o Create new password
o Confirm new password

o C(lick "Reset Password"

Soft AP Controller - TOTOLINK = a) X

SoftAC - Software AP Controller = I

Forgot password?
Enter the 6-digit code sent to your email

We've sent a password reset link to
freddy@zioncom.net

Reset Code

391767

o? New Password

< Back Cancel o Reset Password

4. Login with New Password
o Return to login screen

o Use username: admin



o Enter new password

i Important: Password recovery requires a valid email address on file. Always keep your email
updated and accessible.

Emergency Access Recovery

If you cannot access your account:
Scenario 1: Forgotten Password, No Email Access
e Contact TOTOLINK support with proof of ownership
e May require physical access to server
e Database password reset may be needed
Scenario 2: Account Locked
e Wait 15 minutes for automatic unlock
e Or restart SoftAC service to reset lockout
Scenario 3: Database Corruption
e Restore from recent backup

e Use emergency recovery procedure

e Contact technical support

12.2 Access Control

As the sole administrator, you have complete control over the SoftAC system.

Administrator Capabilities

Your admin account has unrestricted access to:
Device Management

° Add unlimited devices

° Modify all device configurations
° Delete devices

o Execute remote commands

o Apply firmware updates

o Manage device groups

o Control device discovery
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Configuration Management

° Create and edit templates
o Apply configurations

. Backup configurations

° Restore previous settings
. Export/Import settings

° Manage configuration variables
System Administration

o Modify all system settings

o Configure network parameters
o Set up email notifications

o Manage SSL certificates

. Control system services

° Perform system updates
Monitoring & Alerts

o View all monitoring data

o Configure alert thresholds
o Set notification rules

o Access system logs

o Generate reports

° Export data
Security Functions

° Change security settings
o Manage SSH keys

o Configure firewall rules
o Set session timeouts

° Control APl access

o Review audit logs

Protecting Admin Access

Since all control rests with one account:
Physical Security:

e Limit physical server access
e Use locked server rooms

e Control console access
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e Secure backup media
Network Security:

e Use HTTPS only

e Implement firewall rules

e Restrict management IPs

e Use VPN for remote access
Operational Security:

e Never share credentials

e |og out when finished

e Lock workstation when away

e Use secure connections only

Administrative Best Practices

Practice Recommendation

12+ characters with
Strong Password )
complexity

Regular Password
Every 60-90 days

Changes

Email Verification Test monthly
Session Timeout 30 minutes or less
Audit Review Weekly checks

. Document recovery
Backup Admin Access
procedure

12.3 Login Security

Reason

Only defense against unauthorized
access

Limits exposure if compromised

Ensures password recovery works
Prevents unauthorized access

Detect any unusual activity

Emergency access plan

Protecting the single administrator account is critical for system security.

Authentication Security Features
SoftAC implements multiple layers of login protection:
Password Policy Enforcement

Configure password requirements:

1. Navigate to Security Settings
Settings — System Settings — Security

2. Configure Password Rules
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o Minimum Length: 8-16 characters

(o]

Complexity: Require mixed characters

o

History: Prevent reuse of last 3 passwords

o Expiration: Optional expiration period
3. Apply Settings
Click "Save" to enforce new rules

Session Management

Control how long you stay logged in:

Soft AP Controller - TOTOLINK
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REERE=] LINK -

Us English Q@ @

(@ Dashboard
Security Settings

Manage authentication, session timeouts, and security policies

& Devices

% Device List . . . .
settings.system.fieldsjwt.access_token_duration

24h
Q  Device Discovery
@ Configuration settings.system.fields jwt.refresh_token_duration 168h
B Templates Access Token Expiry 30 minutes... o
JWT access token expiry time
2\ Device Groups
Refresh Token Expiry 7 days... o
O Access Credentials JWT refresh token expiry time
) Monitoring Minimum Password Length P
Minimum password length
(7 Device Monitor
Idle Session Timeout 50
- WiFi Session Monitoring Idle session timeout in minutes (0 to disable)
/A Alert Monitor settings.system.fields.ssh.public_key ssh-ed25519 AAAAC3N
& Firmware Upgrade
83 Settings O Reset to Defaults
>_ Real-time Logs
Configurable Timeouts:
Setting Purpose Recommended
Access Token Expiry Active session duration 15-60 minutes
Refresh Token Expiry "Remember me" duration 1-7 days
Idle Timeout Inactivity logout 15-30 minutes

Setting Appropriate Timeouts:

1. High Security Environment
o Access: 15 minutes

o |dle: 15 minutes

[e]

Refresh: 1 day

(o]

Use for: Shared locations, compliance requirements
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2. Standard Security

o

Access: 30 minutes

Idle: 30 minutes

[e]

(o]

Refresh: 7 days
o Use for: Office environment

3. Convenience Mode

o

Access: 60 minutes

Idle: 60 minutes

[o]

(o]

Refresh: 30 days

o

Use for: Secure home office
Brute Force Protection

Automatic protection against password attacks:

Soft AP Controller - TOTOLINK

SoftAC - Software AP Controller

Centralized management platform for your wireless
access points

Device Management

Monitor and configure all your access points from a
single, intuitive dashboard

Real-time Monitoring

Track network performance and client connections
with live updates

Secure & Reliable

Enterprise-grade security with full OpenWISP
compatibility

© 2024 TOTOLINK Technology. All rights reserved.

Protection Mechanisms:
e Account locks after 5 failed attempts
e 15-minute lockout period
e Email alert on multiple failures
e |P-based rate limiting

After Account Lockout:

1. Wait 15 minutes for automatic unlock
2. Or restart SoftAC service

3. Check email for security alert

Soft AP Controller

Please login to continue

Login

Enter your credentials to access the system

Invalid username or password (Note: Password is case-
sensitive)

Username

admin

Password

Remember me

Forgot password?
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4. Review audit logs for attack source
Login Monitoring
Track all authentication attempts:
[Screenshot: Login history view]

What's Logged:

e Successful logins
e Failed attempts
e Password changes
e Session timeouts
e Password resets
e Account lockouts
Review Login Activity:
1. Navigate to Settings — Audit Logs
2. Filter by "Authentication" events
3. Check for:
o Unusual login times
o Multiple failed attempts
o Logins from unknown IPs

o Concurrent sessions

Security Recommendations

Password Best Practices:
e Use a passphrase: "MyNetwork&Secure@2024!"
e Avoid personal information
e Don't write it down
e Use a password manager

e Change if compromised
Session Security:

e Always log out when done

e Don't use "Remember Me" on shared computers
e (Clear browser cache after use

e Use private/incognito mode when appropriate

Environmental Security:

e Use HTTPS only (never HTTP)
e Verify SSL certificate
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e Connectvia VPN from remote locations

e Avoid public WiFi for admin access

12.4 Operation Audit

Comprehensive audit logging tracks all administrator activities for security, troubleshooting, and compliance.

Understanding Audit Logs

Every significant action is logged automatically:

Ll Soft AP Controller - TOTOLINK = [} X
T}
SoftAC - Software AP Controller = s
T -LI NK .
aoTo = Real-time Logs us English Q@ e

(@ Dashboard

Real-time Logs ralaal el
&5 Devices Buffer: 582 logs

= Device List Logleyel Search logs

@ Auto Scroll

Q' Device Discovery Search logs

$¥ Configuration

B Templates
2, Device Groups
O Access Credentials
&I Monitoring
(7 Device Monitor
A~ WiFi Session Monitoring
£\ Alert Monitor

& Firmware Upgrade

& Settings Displaying 0 of 582 logs Q

>_ Real-time Logs

Categories of Logged Events:

Category Examples Importance
Authentication Login, logout, password changes High - Security tracking
Configuration Device settings, template changes High - Change management
System Settings Parameter updates, service changes Medium - System stability
Device Operations Add, delete, firmware updates High - Network changes
Data Operations Backup, restore, exports Medium - Data handling

Security Events Failed logins, permission denials Critical - Threat detection
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Accessing Audit Logs

Soft AP Controller - TOTOLINK = o
SoftAC - Software AP Controller = o
L=l LINK _ . . 4]
- = Real-time Logs uUs English A\ @

(@ Dashboard

Real-time Logs T m &
é' Devices Buffer: 582 logs

= Device List Log.level Search logs

() Auto Scroll

Q  Device Discovery Search logs

$¥ Configuration

B Templates
2 Device Groups
O Access Credentials

LAUDIT ]
[ DEBUG
[ NFo ]

) Monitoring

(M Device Monitor

- WiFi Session Monitoring

/N Alert Monitor

& Firmware Upgrade

% Settings Displaying 0 of 582 logs o
>_ Real-time Logs

Audit Log Details

Each log entry contains:
Field Description Example
Timestamp Exact time of event 2024-03-15 14:23:45 UTC
Event Type Category of action Configuration Change
Action Specific operation Device Settings Updated
Target Affected component Device: AP-Floor2-01
Details What changed SSID: "Office" — "OfficeWiFi"
Result Success or failure Success
Duration Operation time 245ms
IP Address Source of action 192.168.1.100

Using Logs for Troubleshooting

Example scenarios:

Scenario 1: Device Configuration Issue
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. User reports device not working

. Search audit logs for device name
Find recent configuration change
. Review what was modified

vl AW N

. Revert if necessary

Scenario 2: Security Investigation

. Receive security alert

Filter Togs by time period

. Look for failed authentication

. Check all actions after successful Togin

vr A W N R

. Assess if compromise occurred

[Screenshot: Troubleshooting with audit logs]

Audit Best Practices

1. Regular Reviews

o Daily: Check for failures and errors

o Weekly: Review all security events

o Monthly: Analyze trends and patterns
2. Set Up Alerts

o Email notification for failed logins

o Alert on critical configuration changes

o Notify on system errors
3. Archive Important Logs

o Monthly exports for long-term storage

o Secure offline backups

o Encrypted storage for sensitive logs
4. Document Significant Events

o Keep notes on major changes

o Document incident responses

o Track configuration decisions

Summary

SoftAC's single administrator model provides secure, simplified network management. Key points:
e One Admin Account: Complete control with maximum security
e Mandatory Security Setup: Cannot operate without securing admin account
e Comprehensive Protection: Multiple layers of login security

e Full Audit Trail: Every action is logged and searchable
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e Password Recovery: Email-based recovery ensures account access

Security Checklist

(J Initial setup completed with strong password
(U valid email address configured and tested
(J Appropriate session timeouts configured

() Regular password changes scheduled

(J Audit logs reviewed weekly

() Backup recovery procedure documented

(JJ Emergency access plan in place

Next Steps

e Test password recovery process
e (Configure session timeouts for your environment
e Setup audit log retention policies

e Document your emergency access procedures

Related Topics

Chapter 11: System Settings - Configure security parameters

Chapter 13: Log Management - System and device logs

Chapter 2: Quick Start - Initial setup guide

Chapter 14: Common Problems - Login troubleshooting

For additional support, contact TOTOLINK technical support or consult the online knowledge base.

Part 13: Log Management

Overview

TOTOLINK SoftAC's Log Management system provides comprehensive visibility into all system activities, device
operations, and network events. This powerful diagnostic tool helps you monitor system health, troubleshoot
issues, and maintain compliance records.

Think of the log system as your network's black box recorder - it captures everything that happens, allowing
you to understand what occurred, when it happened, and why problems may have arisen.

Why Log Management Matters

Effective log management helps you:

e Troubleshoot Issues: Quickly identify and resolve network problems
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Monitor Performance: Track system and device performance over time

Ensure Security: Detect unauthorized access attempts and security events

Maintain Compliance: Keep required records for regulatory requirements

Analyze Trends: Identify patterns and prevent future problems

13.1 System Logs

System logs record all internal SoftAC operations, providing insight into the application's behavior and health.

Understanding System Logs

System logs capture:

e Application startup and shutdown events
e Service status changes

e Configuration updates

e Database operations

e API requests and responses

e Background task execution

Soft AP Controller - TOTOLINK - o X
SoftAC - Software AP Controller = <" X
L=l LINK — . , 3]
- = Real-time Logs us English o @

(@ Dashboard

& Devices Real-time Logs

= Device List Buffer: 900 logs

Q' Device Discovery Log Level Search logs

@ Auto Scroll
@ Search logs

$¥ Configuration

Templates
em] [2©25-89-11 14:54:12] [INFO] [response_utils] API successful response

Device Groups

Access Credentials

[2025-09-11 14:54:12] [INFO] [middleware.logger] HTTP request completed

B3 Monitoring
(7 Device Monitor
- WiFi Session Monitoring
/N Alert Monitor

& Firmware Upgrade

€83 Settings

?_ Real-time Logs Displaying 900 of 900 logs

Log Levels Explained

SoftAC uses six log levels to categorize message importance:
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Level Color Purpose Examples
DEBUG Gray Detailed diagnostic information Variable values, function calls
INFO Blue Normal operational messages Service started, task completed

Potential issues that don't stop

WARN Yellow ) High memory usage, slow response
operation
ERROR Red Problems that need attention Connection failed, file not found
Dark Critical failures requiring immediate
FATAL . Database crash, out of memory
Red action
) . Login attempts, configuration
AUDIT Purple Security and compliance events
changes
Soft AP Controller - TOTOLINK - o
SoftAC - Software AP Controller = s
TOTO IBLLS = Real-time Logs us English Q@ @
(@ Dashboard
& Devices i
Ral time Logs ozl @l e
= Badolis Buffer: 900 logs
Q' Device Discovery Loglevel Search logs
@ Auto Scroll

$¥ Configuration Search logs

DEBUG

B Templates

2 Device Groups

QO Access Credentials

Lo

CJ Monitoring

() Device Monitor

#\- WiFi Session Monitoring

/N Alert Monitor
[2025-89-11 14:55:22] [INFO] [response_utils] API successful response
& Firmware Upgrade

@ Settings em] [2025-89-11 14:55:22] [INFO] [middleware.logger] HTTP request completed

> Real-time Logs Displaying 900 of 900 logs

Accessing System Logs

Real-Time Log Viewer

1. Navigate to Log Viewer
o Click Settings — Real-time Logs
2. Understanding the Interface
[Screenshot: Log viewer interface with labeled components]
Main Components:
o Log Stream: Real-time display of log entries

o Filter Bar: Level and module filtering
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o Search Box: Text search across all logs
o Control Buttons: Start/pause streaming, clear, export

o Status Indicator: Connection status to log service
Filtering and Searching

Filter by Log Level

1. Click the level dropdown
2. Select minimum level to display

3. Higher levels include all lower levels
Example Filtering:

e Select "WARN" to see WARN, ERROR, and FATAL
e Select "DEBUG" to see all messages

e Select "ERROR" to see only errors and critical issues
Search Functionality

Use the search box for text-based filtering:

Soft AP Controller - TOTOLINK = o

SoftAC - Software AP Controller = P
LIN .
TOTO = Real-time Logs us English Q@ e

(@ Dashboard Real-time Logs

&5 Devices Buffer: 60 logs

% Device List Log Level Searcn 10gs

[ middle|

Q' Device Discovery

] o Auto Scroll

$¥ Configuration

system [2825-09- 2053 [WARN] [middleware.cors] CORS middleware performance

B Templates .
warning

2\ Device Groups n [2025-89- :16: [WARN] [middleware.cors] CORS middleware performance
warning

n [2025-09- :16: [WARN] [middleware.cors] CORS middleware performance
warning

O Access Credentials

Q Monitoring n [2025-09- :16: [WARN] [middleware.cors] CORS middleware performance
warning

(7 Device Monitor [2025-09- 16 [WARN] [middleware.cors] CORS middleware performance

warning
A~ WiFi Session Monitoring

N\ Alert Monitor

& Firmware Upgrade

€83 Settings

Q

Displaying 5 of 60 logs

>_ Real-time Logs

Search Examples:

"device offline" - Find device disconnection events
error AND config - Configuration errors
192.168.1.100 - Activities from specific IP
MAC:aa:bb:cc:dd:ee:ff - Device-specific Togs
"failed to connect" - Connection failures
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Real-Time Streaming

Watch logs as they're generated:
1. Start Streaming
o Click "Play" button
o New logs appear automatically
o Auto-scroll follows latest entries
2. Pause Streaming
o Click "Pause" button
o Review specific entries
o Resume when ready
3. Auto-Scroll Toggle
o Enable: Always show newest logs
o Disable: Stay at current position

o Useful for detailed analysis

13.2 Operation Logs

Operation logs (audit logs) track all user actions and system changes for security and compliance.

What Gets Logged

Every significant action creates an audit entry:
[Screenshot: Operation log entries]
User Actions:
e Login and logout events
e Password changes
e Profile updates
e Configuration modifications
e Device management operations
System Operations:

e Scheduled task execution
e Automatic backups
e Data cleanup operations

e System updates
Security Events:

e Failed login attempts

e Session timeouts
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e Permission denials

e Suspicious activities
Viewing Operation Logs
Access audit logs through multiple paths:

[Screenshot: Different ways to access audit logs]

1. Via Settings Menu
Settings — Audit Logs

2. Via Dashboard
Click "Recent Activities" widget

3. Via User Menu
Click username — View Audit Logs

Operation Log Details

Each audit entry contains:

[Screenshot: Detailed audit log entry]

Field Description
Timestamp Exact time of action
User Who performed action
Operation What was done

Target What was affected
Status Success or failure
Duration Time taken

Details Specific changes
Source IP Where action originated

Security Monitoring

Use operation logs to detect security issues:

[Screenshot: Security event filtering]

Failed Login Monitoring

Watch for these patterns:
e Multiple failed attempts from same IP
e Failed attempts across many usernames

e Attempts at unusual hours

Example

2024-03-15 14:23:45.123

admin

UPDATE_DEVICE_CONFIG

Device: Office-AP-01

SUCCESS

145ms

Changed SSID from "Guest" to "Visitor"

192.168.1.100
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e Geographic anomalies
Setting Up Alerts:

1. Filter by "Authentication" category
2. Look for "FAILED" status
3. Check source IPs

4. Review timestamps for patterns

Configuration Change Tracking

Monitor critical changes:
[Screenshot: Configuration change logs]

e Who made changes
e What was changed
e When changes occurred

e Previous values (for rollback)

Compliance Reporting

Generate audit reports for compliance:
[Screenshot: Audit report generation]
1. Select Report Type
o User activity summary

o Configuration changes

o Security events

(o]

Full audit trail
2. Choose Time Period
o Last 24 hours
o Last7 days
o Last 30 days
o Custom range
3. Export Format
o PDF for documentation
o (CSV for analysis

o JSON for integration

13.3 Device Logs

Device logs capture events and status information from managed network devices.


af://n5982
af://n5994
af://n6030

Types of Device Logs

[Screenshot: Device log categories]
Status Logs:

e Device online/offline events

e Connection state changes

e Health status updates

e Resource utilization
Configuration Logs:

e Configuration applications
e Setting changes
e Template applications

e Rollback operations
Performance Logs:

e (CPU usage statistics

e Memory utilization

e Network traffic data

e WiFi client connections
Firmware Logs:

e Upgrade attempts

e Version changes

e Success/failure status

e Rollback events

Accessing Device Logs

From Device List

1. Navigate to Devices page
2. Click on specific device

3. Select "Logs" tab

[Screenshot: Device logs tab]
From Log Viewer

1. Open Real-time Logs
2. Filter by device name or MAC

3. View all logs for that device

[Screenshot: Device-filtered logs]
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Device Log Analysis

Connectivity Issues

Look for these patterns:

[Screenshot: Connectivity log patterns]
INFO: Device AA:BB:CC:DD:EE:FF came online
WARN: Device response time exceeded threshold (5000ms)

ERROR: Device AA:BB:CC:DD:EE:FF went offline
INFO: Attempting reconnection...

Troubleshooting Steps:

1. Check last online time
2. Review error messages before disconnect
3. Look for pattern in disconnections

4. Verify network path to device
Configuration Problems

Identify configuration issues:
[Screenshot: Configuration error logs]
INFO: Applying configuration to device
ERROR: Configuration validation failed: Invalid VLAN ID
WARN: RolTing back to previous configuration
INFO: Rollback completed successfully

Common Issues:

e Invalid parameter values
e Missing required fields
e Incompatible settings

e Template conflicts

Performance Monitoring

Track device performance:

[Screenshot: Performance metrics in logs]
INFO: Device CPU usage: 45%
WARN: Memory usage high: 85%

ERROR: CPU critical: 95% for 5 minutes
INFO: Alert triggered: High CPU usage

Performance Thresholds:
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Metric Normal Warning Critical

CPU <70% 70-85% > 85%
Memory <75% 75-90% >90%
Disk <80% 80-90% >90%

Device Event Correlation

Correlate events across multiple devices:
[Screenshot: Multi-device event timeline]
Example: Network Outage Analysis

1. Filter logs by time range
2. Include all affected devices
3. Look for common patterns

4. |dentify root cause
Pattern Recognition:

e Simultaneous disconnections — Network issue
e Sequential failures — Cascading problem

e Random disconnections — Individual device issues

13.4 Log Export

Export logs for external analysis, archival, or compliance requirements.

Export Options

[Screenshot: Log export dialog]

Export Formats

JSON Format:
e Machine-readable
e Preserves all fields
e Easy to import into analysis tools
e |deal for automation

Text Format:

e Human-readable

e Formatted for reports

e |ncludes headers and summaries
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e Good for documentation
CSV Format:

e Spreadsheet compatible
e Easy filtering and sorting
e Statistical analysis

e Trend identification
Exporting Logs
Quick Export

For immediate export of visible logs:
[Screenshot: Quick export button]

1. Apply desired filters
2. Click "Export" button
3. Choose format

4. Save file

Advanced Export

For comprehensive log extraction:
[Screenshot: Advanced export dialog]

1. Click "Save Logs" Button

2. Configure Export Parameters:

Parameter Description Options
Level Minimum log level DEBUG to FATAL
Modules Specific components Select multiple
Time Range Period to export Last hour to custom
Max Records Limit entries 100 to 10,000
Format Output format JSON, Text, CSV
Filename Output file name Custom naming

3. Set Filters:

o

(o]

[e]

o

Log level threshold

Module selection

Date/time range

Search keywords

4. Generate Export:
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o Click "Save & Download"
o Wait for processing

o File downloads automatically

Export File Structure

JSON Format Example

{
"export_info": {
"timestamp": "2024-03-15T10:30:00z",
"total_logs": 1523,
"filters": {
"level": "INFO",
"modules": ["device_service"],
"time_range": "24h"
}
I
"logs": [
{
"jd": "log_001",
"timestamp": "2024-03-15T09:15:23.4562",
"level": "INFO",
"module": "device_service",
"message": "Device configuration updated",
"fields": {
"device_id": "dev_123",
"changes": ["ssid", "password"]
}
}
1
}

Text Format Example

# SoftAC Log Export

# Export Time: 2024-03-15 10:30:00

# Total Logs: 1523

# Filters: Level=INFO, Module=device_service

[2024-03-15 09:15:23] INFO [device_service] Device configuration updated
Device: dev_123

Changes: ssid, password

[2024-03-15 09:16:45] WARN [device_service] Device response slow
Device: dev_124
Response Time: 5234ms
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Log Archival

Best practices for log storage:

[Screenshot: Archive settings]

Archival Strategy

Log Type Retention
System Logs 30 days
Audit Logs 1 year
Device Logs 90 days
Security Events 2 years

Automated Archival

Set up automatic log archival:

1. Configure Schedule
o Daily: System logs
o Weekly: Device logs
o Monthly: Audit logs
2. Set Destination
o Local directory
o Network share
o Cloud storage
3. Enable Compression
o Reduces storage by 70-80%
o Maintains searchability

o Faster transfers

Log Analysis Tools

External tools for advanced analysis:
[Screenshot: Log analysis workflow]

Recommended Tools:

Tool Purpose
Excel/Calc Basic analysis
Splunk Enterprise analysis

Archive Format
Compressed JSON
Encrypted JSON
Compressed CSV

Encrypted JSON

Best For

Storage

Local

Secure backup
Network storage

Offline backup

Small datasets, quick charts

Large-scale correlation
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Tool Purpose
ELK Stack Open-source analytics

Python/R Statistical analysis

Integration Steps:

1. Export logs in appropriate format
2. Import into analysis tool

3. Configure parsing rules

4. Create visualizations

5. Set up alerts

Export Best Practices

1. Regular Exports
o Daily: Critical logs
o Weekly: System logs
o Monthly: Full archive

2. Naming Convention

softac_[type]_[date]_[time].[format]
Example: softac_audit_20240315_1030.json

3. Storage Organization

/logs/
/2024/

/03/
/system/
/audit/
/device/

4. Security
o Encrypt sensitive logs
o Restrict access
o Audit log exports
o Secure transmission
5. Validation
o Verify export completeness
o Check file integrity
o Test restoration

o Document procedures

Best For
Custom dashboards

Trend analysis, ML
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Summary

Effective log management is essential for network operations and security. Key points:
e System Logs: Monitor application health and performance
e Operation Logs: Track all user actions for security and compliance
e Device Logs: Understand device behavior and issues

e Log Export: Archive and analyze logs for long-term insights

Best Practices Checklist

() Review logs daily for errors and warnings

() Set up filters for common troubleshooting scenarios
() Export audit logs monthly for compliance

(J Archive logs according to retention policy

() Test log restoration procedures quarterly

(1) Document common log patterns and solutions

() Train team on log analysis techniques

Next Steps

e (Configure log retention settings
e Set up automated exports
e (Create custom filters for your environment

e Document troubleshooting procedures

Related Topics

e Chapter 12: User Management - Audit log configuration

e (Chapter 7.3: Alert Management - Alert generation from logs

e Chapter 11: System Settings - Log retention policies

e Chapter 14: Common Problems - Using logs for troubleshooting

For additional support, contact TOTOLINK technical support or consult the online knowledge base.

Part 14. Common Problems

This chapter helps you solve common issues you might encounter while using TOTOLINK SoftAC. Each section
provides simple, step-by-step solutions that anyone can follow.
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14.1 Connection Problems

This section helps you fix problems when devices won't connect or stay connected to your network
management system.

Device Shows "Offline" Status
When you add a new device but it won't come online:

What You'll See

e Red "Offline" indicator next to the device name
e No information available about the device

e Unable to manage or configure the device

[Screenshot: Device list showing a device with red "Offline" status]
How to Fix It

1. Check if the Device is Powered On
o Look at the device's power LED (should be solid green)
o Make sure the power cable is properly connected
o Try unplugging and reconnecting the power cable
2. Verify Network Cable Connection
o Check that the network cable is firmly plugged in
o Look for a link LED near the network port (should be on or blinking)
o Try using a different network cable if available

3. Restart the Device

[e]

Unplug the device power cable

(o]

Wait 30 seconds

o

Plug it back in
o Wait 2-3 minutes for the device to fully start
4. Check Device Information
[Screenshot: Edit device button in the device list]
o Click on the device name in your list
o Click the "Edit" button
o Verify the device information is correct

o Make sure the device password matches what's set on the actual device

Helpful Tip: Most connection problems are solved by simply restarting the device. Always try this
first!
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Still Not Working?

Try these additional steps:

Step What to Do

1 Click "Rediscover Devices"

2 Delete and re-add the device

3 Check with your network administrator

Can't Access Device Settings
When clicking on a device doesn't open its settings:

What You'll See

e (licking the device name does nothing
e "Loading" message that never completes

e Error message appears briefly

How to Fix It

1. Refresh Your Browser
o Press F5 on your keyboard
o Or click the refresh button in your browser
o Wait for the page to fully reload
2. Log Out and Back In
o Click your username in the top right corner
o Select "Logout"
o Log back in with your credentials
o Try accessing the device again

3. Clear Browser Data

(o]

[e]

Select "Last hour" for time range

o

Check "Cookies" and "Cached images"

Click "Clear data"

[e]

Why It Helps
Searches for the device again
Clears any incorrect settings

There may be network restrictions

Press Ctrl+Shift+Delete (Windows) or Cmd+Shift+Delete (Mac)

> Note: After clearing browser data, you'll need to log in again.
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Dashboard Not Updating

When the main dashboard shows old information:

What You'll See

e Statistics don't change
e "Last updated" timeis old

e Numbers seem frozen

Quick Fix Steps

1. Check Your Internet Connection
o Make sure you're connected to the internet
o Try opening a different website
o If other sites work, continue to step 2

2. Refresh the Dashboard
o Click the refresh icon on the dashboard
o Or press F5 to reload the entire page
o Wait 10-15 seconds for new data

3. Check System Status
o Look at the top of the page for any warning messages
o Yellow or red indicators mean the system is having issues

o Green means everything is working normally

14.2 Configuration Problems

This section helps when device settings won't save or apply correctly.

Changes Not Saving

When you modify settings but they don't take effect:

What You'll See

e Settings revert to old values
e "Saving..." message never completes

e Device continues using old configuration

How to Fix It

1. Save Changes Properly
o After making changes, always click "Save"
o Wait for "Successfully saved" message

o Don't navigate away until saving completes
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2. Apply Configuration to Device
o After saving, click "Apply Configuration"
o You'll see a progress indicator
o Wait for "Configuration applied successfully"

3. Restart the Device
Some changes require a device restart:

o Go to the device page
o Click "Actions" — "Restart Device"

o Wait 2-3 minutes for restart to complete

i Important: Restarting a device will briefly disconnect all connected users. Do this during low-usage
times.

WiFi Network Not Appearing
When you create a WiFi network but devices can't see it:
What You'll See

e WiFi network name doesn't show up on phones/laptops
e Devices can't connect to your WiFi
e WiFi seems to be disabled

Step-by-Step Solution

1. Check WiFi Settings

o Go to device settings

[e]

Click on "Wireless Settings"

o Make sure "Enable WiFi" is checked

o

Verify the network name doesn't have special characters
2. Verify Basic Settings

Check these essential settings:

Setting Should Be Common Mistake

WiFi Status Enabled Accidentally disabled
Network Name Simple text Using symbols like @#$
Hide Network Unchecked Network hidden from view
WiFi Password 8+ characters Password too short

3. Choose the Right WiFi Type

o 2.4GHz: Better range, works with all devices
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o 5GHz: Faster speed, shorter range

o Both: Recommended for most users
4. Save and Apply

o Click "Save Settings"
o Click "Apply to Device"

o Wait 1-2 minutes for WiFi to restart

¢ Tip: If you're unsure about settings, use the "Default Settings" button to restore recommended

values.

Group Settings Not Working
When devices in a group don't receive group settings:
What You'll See

e Devices in group have different settings
e Group changes don't affect devices

e Some devices update, others don't

How to Solve

1. Check Group Membership

o Go to "Device Groups"

o

Click on your group

[e]

Verify all intended devices are listed
o Add missing devices if needed
2. Apply Group Settings
o After changing group settings, click "Save"
o Then click "Apply to All Devices"
o A progress bar shows update status
o Check the results summary

3. Handle Individual Failures
If some devices fail to update:

o Note which devices failed
o Go to each device individually
o Click "Sync with Group"

o Or manually apply settings

14.3 Performance Problems

This section helps when the system runs slowly or becomes unresponsive.
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Pages Loading Slowly
When it takes a long time to open pages or see information:

What You'll See

e Spinning loading circles
e Pages partially load then stop

e (Clicking buttons has delayed response
Speed Things Up
1. Close Unnecessary Browser Tabs
o Too many open tabs slow everything down
o Keep only 2-3 SoftAC tabs open
o Close other websites while working

2. Use a Modern Browser

Recommended browsers:

(o]

Google Chrome (version 90 or newer)

(o]

Mozilla Firefox (version 88 or newer)

(o]

Microsoft Edge (version 90 or newer)
o Safari (version 14 or newer)

3. Reduce Display Options

[e]

Click "Settings" — "Display Options"

(o]

Change "Devices per page" from 100 to 25

Disable "Auto-refresh" if not needed

(o]

Hide unused information columns

[e]

¢ Quick Fix: Log out, clear your browser cache, and log back in. This solves most speed issues!

System Becomes Unresponsive
When clicking buttons doesn't work or everything freezes:
What You'll See

e (Clicking does nothing
e Page appears frozen

e "Not responding" message in browser
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Recovery Steps

1. Wait a Moment
o Sometimes the system is processing
o Wait 30 seconds before taking action
o Look for any progress indicators

2. Refresh the Page

o Press F5 or click browser refresh
o If that doesn't work, close the tab
o Open a new tab and log in again
3. Check System Notifications
o Click the bell icon (top right)
o Look for system maintenance notices
o Check for error messages
4. Restart Your Browser
o Save any important work first
o Close all browser windows

o Open browser again and log in

Reports Taking Too Long

When generating reports or exports is very slow:

What You'll See

e "Generating report..." message stays for minutes

e Download never starts

e Browser may show timeout error

Solutions

1. Reduce Report Scope
o Select shorter time period (week instead of month)
o Choose fewer devices to include
o Export only essential data fields

2. Generate Reports During Off-Hours
o System is faster when fewer users are online
o Try early morning or late evening
o Schedule automatic reports if available

3. Export in Smaller Chunks
Instead of one large export:
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o Export by device group
o Export by date range

o Combine smaller exports later

14.4 Upgrade Problems

This section helps with issues when updating device software (firmware).

Can't Upload Firmware File

When trying to add new firmware for devices:

What You'll See

e "Invalid file" error message
e Upload fails immediately

e Progress bar doesn't move

How to Fix

1. Check File Type

o Firmware files usually end in .bin

o Make sure you have the correct file

o Download from official TOTOLINK website only
2. Verify File Size

o Files over 100MB may fail

o Check if you have enough storage space

o Delete old unused firmware files if needed
3. Rename the File

o Remove special characters from filename

o Use only letters and numbers

o Keepthe .bin extension

# Security Warning: Only use firmware files from TOTOLINK official sources. Other files may damage

your devices.

Device Upgrade Gets Stuck

When updating a device's firmware doesn't complete:


af://n6930
af://n6932
af://n6934
af://n6942
af://n6974

What You'll See

e Progress stays at same percentage
e "Upgrading..." message for over 30 minutes

e Device becomes unreachable

What to Do

1. Be Patient
o Normal upgrades take 5-15 minutes
o Large updates may take up to 30 minutes
o Don'tinterrupt the process
2. Check Device Status
Look at the physical device:
o Power LED should be on
o Status LED may blink during upgrade
o Don't unplug the device!
3. Wait for Automatic Recovery
o System will timeout after 30 minutes
o Device should restart automatically
o Status will update when device recovers
4. If Still Stuck After 1 Hour
o Click "Cancel Upgrade"
o Wait 5 minutes
o Try upgrade again
o Contact support if problem persists

i Critical: Never unplug a device during firmware upgrade! This can permanently damage the device.

Multiple Devices Upgrade Failing
When upgrading several devices at once:

What You'll See

e Some devices succeed, others fail
e Error messages for multiple devices

e Upgrade queue stops progressing
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Best Practices

1. Upgrade in Small Groups
o Select 5-10 devices at a time
o Wait for each group to complete
o Easier to track and fix problems
2. Check Why Devices Failed
o Click "View Details" for failed devices
o Common reasons:
= Device offline
= Wrong firmware version
= Not enough device memory
3. Retry Failed Devices
o Select only the failed devices
o Click "Retry Upgrade"

o Consider upgrading one at a time
Upgrade Checklist

Before starting upgrades:

Check

All devices online
Firmware file correct
Backup settings saved
Users notified of downtime

Time allocated (5 min per device)

Getting Help

If these solutions don't resolve your problem:

What Information to Gather

Before contacting support, note down:

1. What you were trying to do
o Which menu or page you were on
o What button you clicked

o What you expected to happen

Ready?
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2. What actually happened
o Any error messages (take a screenshot)
o When the problem started
o Ifit happens every time
3. Your system information
o Found in "Help" — "About"
o Your username

o Device models having issues

How to Contact Support

1. Check the Help Section
o Click "Help" in the menu
o Search for your problem
o Read suggested solutions
2. Contact Your Administrator
o They may know about system maintenance
o Can check your account permissions
o May have seen the issue before
3. TOTOLINK Support

o Email: support@totolink.net

o Include screenshots and system information

o Describe steps to reproduce the problem

¢ Tip: Taking screenshots of error messages helps support understand and solve your problem faster.

Quick Reference Card

Common Messages and What They Mean

You See It Means Do This

"Connection lost" Lost contact with system Refresh page (F5)

"Session expired" Been logged in too long Log in again

"Permission denied" Not allowed to do this Contact administrator

"Device busy" Device doing something else Wait 2 minutes and retry

"Invalid input" Information entered incorrectly Check for typos or special characters

"Timeout" Taking too long Try again with fewer devices/data
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You See It Means Do This

"Offline" Device not connected Check device power and cables
"Pending" Waiting to process Wait or click "Apply" again
"Failed" Didn't work Check details and retry

Keyboard Shortcuts

e F5: Refresh page
e Ctrl+F5: Hard refresh (clears cache)
e Ctrl+S: Save settings

e Esc: Cancel/close dialog

Remember: Most problems are temporary and easily fixed. When in doubt, refresh the page or restart the device!

Part 15. Glossary

This glossary provides definitions for technical terms used throughout the TOTOLINK SoftAC system. Terms
are arranged alphabetically for easy reference.

A

Access Point (AP)

A wireless networking device that allows Wi-Fi devices to connect to a wired network. TOTOLINK SoftAC
manages multiple access points from a centralized location.

Alert

An automated notification triggered when specific conditions are met, such as device offline status or high
memory usage. Alerts help administrators respond quickly to network issues.

API Key

A unique identifier used to authenticate and authorize access to the SoftAC system through its programming
interface. Keep API keys secure and confidential.

Auto Discovery

The system's ability to automatically detect and identify TOTOLINK devices on the network without manual
configuration.
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Backup

A copy of system configuration and settings that can be restored if needed. Regular backups protect against
data loss and allow quick recovery.

Bandwidth

The maximum rate of data transfer across a network connection, typically measured in Mbps (Megabits per
second) or Gbps (Gigabits per second).

Batch Operation

The ability to perform the same action on multiple devices simultaneously, saving time when managing large
networks.

C

Channel

A specific frequency range used for wireless communication. Wi-Fi networks use different channels to avoid
interference between nearby networks.

Channel Width

The frequency bandwidth used by a Wi-Fi channel. Common widths are 20 MHz, 40 MHz, and 80 MHz. Wider
channels provide higher speeds but may experience more interference.

Configuration Template

A pre-defined set of device settings that can be applied to multiple devices at once. Templates ensure
consistent configuration across similar devices.

CPU Usage

The percentage of processing power being used by a device. High CPU usage may indicate performance issues
or excessive load.

Credential

Authentication information such as usernames, passwords, or SSH keys used to access and manage devices
securely.
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D
Dashboard

The main overview screen that displays key system metrics, device status, and important notifications at a
glance.

Device

A network hardware unit (such as an access point or router) managed by the SoftAC system.

Device Group

A collection of devices that can be managed together. Groups allow administrators to apply configurations and
policies to multiple devices simultaneously.

DHCP (Dynamic Host Configuration Protocol)

A network protocol that automatically assigns IP addresses to devices on a network.

Encryption

The process of encoding data to prevent unauthorized access. Common Wi-Fi encryption standards include
WPA2 and WPA3.

F

Firmware

The low-level software that controls a device's hardware. Firmware updates can add features, fix bugs, and
improve security.

Frequency Band

The radio frequency range used for wireless communication. Common Wi-Fi bands are 2.4 GHz and 5 GHz.

G

Gateway

A network device that connects different networks and routes traffic between them. Often refers to the main
router connecting a local network to the internet.
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Guest Network

A separate wireless network for visitors that isolates guest traffic from the main network for security purposes.

H
Health Check

An automated test that verifies a device is functioning correctly and can communicate with the SoftAC
controller.

Hostname

A human-readable name assigned to a device on the network, making it easier to identify than using IP
addresses.

IP Address

A unique numerical identifier assigned to each device on a network. IPv4 addresses look like 192.168.1.1, while
IPv6 addresses are longer and use hexadecimal notation.

L
LAN (Local Area Network)

A network that connects devices within a limited area, such as an office building or home.

Log

A record of system events, user actions, or device activities used for monitoring, troubleshooting, and security
auditing.

M
MAC Address

A unique hardware identifier assigned to every network device. MAC addresses consist of six pairs of
hexadecimal characters (e.g., 00:11:22:33:44:55).
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Memory Usage

The amount of RAM (Random Access Memory) being used by a device. High memory usage can affect device
performance.

Monitoring

The continuous observation of network devices and traffic to ensure optimal performance and identify issues.

N

Network Interface

A hardware or software component that connects a device to a network. Devices may have multiple interfaces
(e.g., wired Ethernet and wireless Wi-Fi).

Network Topology

The arrangement and connection pattern of devices in a network.

O

Offline Status

Indicates that a device cannot communicate with the SoftAC controller, possibly due to network issues or
device failure.

Online Status

Indicates that a device is connected and communicating normally with the SoftAC controller.

P

Port

A numerical identifier for specific services or applications. For example, web traffic typically uses port 80 (HTTP)
or 443 (HTTPS).

Power Level

The transmission strength of a wireless signal. Higher power levels provide greater range but may cause
interference.
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R

Reboot

The process of restarting a device to apply changes or resolve issues.

Rollback

The ability to return to a previous firmware version or configuration if problems occur after an update.

S
SSID (Service Set Identifier)

The name of a wireless network that appears when scanning for available Wi-Fi connections.

SSH (Secure Shell)

A secure protocol for remotely accessing and managing network devices through a command-line interface.

SSL/TLS

Security protocols that encrypt data transmitted between devices and the SoftAC controller.

Status

The current operational state of a device or service (e.g., online, offline, warning, critical).

Subnet

A logical subdivision of an IP network, used to organize and secure network traffic.

T

Template

See Configuration Template.

Throughput

The actual amount of data successfully transferred over a network connection, usually less than the theoretical
bandwidth.

Timezone

The geographical time zone setting for devices, important for accurate logging and scheduled operations.
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Transmit Power

The strength of the radio signal transmitted by a wireless device, measured in dBm or milliwatts.

U

Uptime
The amount of time a device has been running continuously since its last restart.

UUID (Universally Unique Identifier)

A unique string of characters used to identify devices, templates, and groups within the SoftAC system.

\'/
VLAN (Virtual Local Area Network)

A logical network segment that groups devices together regardless of their physical location.

W
WAN (Wide Area Network)

A network that covers a broad geographical area, typically referring to the internet connection.
Wi-Fi Session
An active connection between a wireless client device (like a smartphone or laptop) and an access point.

Wireless Client

Any device that connects to a wireless network, such as smartphones, tablets, laptops, or loT devices.

Wireless Standard

The technical specification for Wi-Fi communication. Common standards include 802.11n (Wi-Fi 4), 802.11ac

(Wi-Fi 5), and 802.11ax (Wi-Fi 6).

WPA2/WPA3

Wi-Fi Protected Access security protocols that encrypt wireless communications. WPA3 is the newest and most

secure standard.

' Note: This glossary covers the most common terms you'll encounter while using TOTOLINK SoftAC.
For additional technical information or clarification, please refer to the relevant sections of this manual
or contact technical support.
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Part 16. Technical Support

TOTOLINK is committed to providing comprehensive support for all SoftAC users. This section provides
information on how to get help, available support resources, and best practices for resolving issues quickly.

Getting Help

Before Contacting Support

To help us assist you more efficiently, please gather the following information before contacting support:

1. System Information

o SoftAC version number

o Operating system and version

o Browser type and version (for web interface issues)
2. Device Information

o Device model and firmware version

o Number of devices affected

o Device MAC addresses (if specific devices are affected)
3. Issue Details

o Clear description of the problem

o When the issue first occurred

o Steps to reproduce the issue

o Any error messages (exact wording or screenshots)

(o]

What troubleshooting steps you've already tried
4. Log Files
o System logs from the time of the issue

o Device logs if applicable

¢ Tip: You can export logs from the Log Management section (see Chapter 13).

Support Channels

1. Online Support Portal

Access our comprehensive online support resources:

Website: www.totolink.tw/support

Available resources include:

e Knowledge base articles
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e Video tutorials

e FAQ section

e Software downloads
e Firmware updates

e User manual downloads

2. Email Support

For non-urgent technical issues and general inquiries:
Email: support@totolink.tw
Response Time:

e Business days: Within 24-48 hours

e Include your serial number and system information for faster service

3. Phone Support

For urgent issues requiring immediate assistance:
Taiwan Office

e Phone: +886-2-2659-1868
e Hours: Monday-Friday, 9:00 AM - 6:00 PM (GMT+8)
e Language: Mandarin, English

International Support

e Please visit our website for regional contact numbers

e Available in multiple languages based on region

4. Remote Assistance

For complex issues, our support team may request remote access to your system:
1. Support representative will provide a session ID
2. Download the remote assistance tool from our secure portal
3. Enter the session ID to establish connection

4. Support team can view and assist with configuration

# Security Note: Only provide remote access to verified TOTOLINK support representatives. We will
never ask for your passwords.
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Self-Service Resources

Knowledge Base

Our online knowledge base contains hundreds of articles covering:
e |[nstallation guides
e Configuration tutorials
e Troubleshooting guides
e Best practices

e \ideo demonstrations

Access: www.totolink.tw/kb

Community Forum

Connect with other SoftAC users and TOTOLINK experts:
e Share experiences and solutions
e Ask questions
e Get tips and best practices

e Participate in discussions

Access: community.totolink.tw

Video Tutorials

Step-by-step video guides for common tasks:

e |nitial setup and configuration
e Adding and configuring devices
e (reating templates and groups
e Firmware updates

e Troubleshooting common issues

Access: Available on the support portal and YouTube channel

Warranty and Service

Standard Warranty

TOTOLINK SoftAC includes:
e Software: 1-year warranty from purchase date
e Updates: Security and bug fixes during warranty period

e Support: Email support during warranty period
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Extended Support Plans

Enhanced support options available:
Professional Support

e Priority email and phone support
e Extended warranty coverage
e Advanced replacement options

e Dedicated support representative
Enterprise Support

e 24/7 phone support
e Guaranteed response times
e On-site assistance (select regions)

e (Custom training sessions

Contact sales for pricing and availability: sales@totolink.tw

Reporting Issues

Bug Reports

If you discover a software bug:

1. Document the issue with detailed steps to reproduce
2. Include screenshots or screen recordings if possible
3. Note the exact error messages

4. Send report to: bugs@totolink.tw

Security Vulnerabilities

For security-related issues:

1. Do not post details publicly
2. Email security team directly: security@totolink.tw
3. Include detailed technical information

4. Allow 48 hours for initial response

We take security seriously and appreciate responsible disclosure.
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Training and Certification

Online Training

Self-paced online courses available:

e SoftAC Basic Administration
e Advanced Configuration
e Network Optimization

e Troubleshooting Techniques

Webinars

Live online training sessions:

e Monthly feature highlights
e Best practices workshops

e Q&A sessions with experts

Register at: www.totolink.tw/training

Certification Program

Become a certified SoftAC administrator:

e Comprehensive curriculum
e Hands-on labs
e Industry-recognized certification

e (Career advancement opportunities

Feedback and Suggestions

We value your input to improve SoftAC:

Product Feedback

e Email: feedback@totolink.tw
e Include specific feature requests or improvement suggestions

e Describe your use case and how the suggestion would help

Documentation Feedback

e Email: docs@totolink.tw
e Report errors or unclear sections

e Suggest additional topics to cover
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Quick Reference

Important Links

Resource URL

Support Portal www.totolink.tw/support
Knowledge Base www.totolink.tw/kb
Downloads www.totolink.tw/downloads
Community Forum community.totolink.tw
Training www.totolink.tw/training

Contact Summary

Type Contact Hours

General Support support@totolink.tw 24-48 hour response
Phone Support +886-2-2659-1868 Mon-Fri, 9AM-6PM GMT+8
Bug Reports bugs@totolink.tw -

Security security@totolink.tw 48 hour response

Sales sales@totolink.tw -

Emergency Support Checklist
When experiencing critical issues:

1. v Check system status and error logs

2. v Verify network connectivity

3.V Review recent configuration changes

4. v Check the knowledge base for known issues
5. v Gather system information and logs

6. v Contact phone support with details ready

Regional Offices

Asia Pacific Headquarters

TOTOLINK Technology Co., Ltd.
Taipei, Taiwan

Phone: +886-2-2659-1868
Email: info.tw@totolink.com
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Additional Offices

For regional office information and local support contacts, please visit:
www.totolink.tw/contact

{ Best Practice: Register your SoftAC installation on our support portal to receive important updates,
security notifications, and access to premium support resources.

5 Note: Support availability and response times may vary by region and support plan. Contact your
local TOTOLINK representative for specific details about support in your area.

Thank you for choosing TOTOLINK SoftAC. We're committed to ensuring your success with our software access
controller solution. Don't hesitate to reach out whenever you need assistance - we're here to help!

Support information is subject to change. Please visit our website for the most current contact information and
support options.


af://n7693
https://www.totolink.tw/contact

	Part 1: Product Introduction
	System Overview
	1.1 What is SoftAC
	Key Benefits

	1.2 Main Features
	Device Management
	Configuration Templates
	Network Monitoring
	Firmware Management
	Security Features

	1.3 System Architecture
	Components Explained
	How It Works

	1.4 Supported Devices
	Wireless Access Points (APs)
	Device Requirements
	Scalability
	Network Compatibility


	Getting Started

	Part 2: Quick Start
	Overview
	2.1 System Requirements
	Minimum System Requirements
	Recommended System Requirements
	Network Requirements

	2.2 Installation Guide
	Installing on Windows
	Installing on macOS
	Installing on Linux

	2.3 First Login
	Understanding the Login Screen
	Default Credentials
	Login Steps
	Troubleshooting Login Issues

	2.4 Initial Setup Wizard
	Step 1: Security Configuration
	Step 2: Network Configuration (Optional)
	Step 3: Review and Complete
	Post-Setup Checklist
	Important Security Reminders
	Getting Help

	Next Steps


	Part 3: Dashboard
	3.1 System Overview
	Overview
	Purpose
	When to Use

	3.2 Real-time Monitoring Data
	Device Health Score
	Key Performance Indicators
	1. Device Status Card
	2. WiFi Sessions Card
	3. Network Traffic Card
	4. Alerts Card

	Top Traffic Devices
	Performance Monitoring
	High CPU Usage
	High Memory Usage
	Poor Signal Quality


	3.3 Quick Operation Entries
	Quick Actions Panel
	Using Quick Actions
	System Information Cards

	3.4 Alert Notifications
	Active Alerts Panel
	Understanding Alert Types
	Managing Alerts
	Viewing Alert Details
	Clearing Alerts
	Viewing All Alerts

	Best Practices in Response to Alerts
	Common Alert Scenarios

	Navigation Tips
	Dashboard Refresh
	Drilling Down
	Customizing Time Ranges

	Troubleshooting Dashboard Issues
	Dashboard Not Loading
	Missing or Incorrect Data

	Related Features
	Summary

	Part 4. Device Management
	Overview
	4.1 Adding Devices
	Function Overview
	Use Cases
	Operating Steps
	Important Notes
	Related Functions

	4.2 Editing Device Information
	Function Overview
	Use Cases
	Operating Steps
	Important Notes

	4.3 Device Configuration
	Function Overview
	Use Cases
	Operating Steps
	Accessing Device Configuration
	Applying Configuration Templates
	Advanced Configuration Editor
	Configuration History and Rollback

	Configuration Status Indicators
	Important Notes
	Related Functions

	4.4 Batch Operations
	Function Overview
	Use Cases
	Operating Steps
	Selecting Multiple Devices
	Bulk Assign to Group
	Bulk Reboot Devices
	Bulk Factory Reset
	Bulk Delete Devices

	Batch Operation Best Practices
	Important Notes
	Related Functions

	4.5 Device Status Monitoring
	Function Overview
	Use Cases
	Monitoring Dashboard
	Status Overview
	Health Status Indicators

	Real-Time Monitoring Features
	Auto-Refresh Settings
	Device Details View
	Client Monitoring

	Alert Indicators
	Visual Alerts
	Status Filters

	Best Practices for Monitoring
	Troubleshooting with Monitoring
	Quick Diagnostics

	Important Notes
	Related Functions

	Summary
	Key Takeaways
	Next Steps


	Part 5. Template Management
	5.1 Understanding Configuration Templates
	Overview
	Use Cases
	Template Components
	Template Types
	Template Hierarchy

	5.2 Creating Templates
	Prerequisites
	Step-by-Step Creation Process
	Configuration Examples
	WiFi Template Example
	Network Interface Template Example

	Best Practices

	5.3 Editing Templates
	Accessing Template Editor
	Change Tracking

	5.4 Applying Templates to Devices
	Application Methods
	Individual Device Application
	Group-Based Application
	Application Monitoring
	Troubleshooting Application Issues

	5.5 Template Version Management
	Version Control System
	Version Tracking
	Viewing Version History
	Version Operations
	Rollback to Previous Version

	Best Practices for Version Management
	Version Deployment Strategies
	Version Audit Trail

	Related Features
	Next Steps

	Part 6. Device Groups
	6.1 Group Concept
	Overview
	Use Cases
	Key Benefits

	6.2 Creating Groups
	Prerequisites
	Step-by-Step Instructions
	After Creating a Group

	6.3 Managing Group Members
	Adding Devices to a Group
	Removing Devices from a Group

	6.4 Group Configuration
	Understanding Group Configuration Hierarchy
	Configuring Group Settings
	Template Management for Groups

	Related Features
	Quick Reference
	Common Group Operations
	Keyboard Shortcuts


	Part 7. Network Monitoring
	Overview
	Use Cases
	7.1 Device Monitoring
	Feature Overview
	How to Access Device Monitoring

	7.1.1 Real-time Status
	Understanding Device Status
	Status Indicators
	Viewing Real-time Status
	Quick Status Overview

	7.1.2 Performance Metrics
	Available Metrics
	System Resources
	Device Connectivity
	Wireless Network
	Network Interface Traffic

	Troubleshooting
	Best Practices

	Related Features
	Next Steps

	7.2 WiFi Session Management
	Feature Overview
	Use Cases
	7.2.1 Online Users
	Understanding Online Users
	Accessing Online Users
	Online User Information
	Filtering Online Users
	Real-time Updates

	7.2.2 Session Details
	Understanding Session Information
	Viewing Session Details
	Technical Metrics Explained
	Connection Metrics
	Performance Metrics

	Troubleshooting with Session Details
	Poor Performance Checklist
	Connection Drops Checklist


	Best Practices
	Daily Monitoring Routine
	Performance Optimization
	Troubleshooting Guide

	Related Features
	Summary

	7.3 Alert Management
	Overview
	Key Benefits
	7.3.1 Alert Rules
	Understanding Alert Rules
	Available Alert Types
	Device Health Alerts
	Performance Alerts

	How Alert Rules Work
	Alert Severity Levels

	7.3.2 Alert Notifications
	Notification Channels
	Available Notification Methods

	Configuring Notification Preferences
	Setting Up Email Notifications

	7.3.3 Alert Handling
	Understanding Alert States
	Viewing and Managing Alerts
	Accessing the Alert Monitor
	Managing Alert History

	Alert Response Best Practices
	Priority Response Guide
	Creating Standard Operating Procedures

	Troubleshooting Alert Issues

	Summary
	Quick Reference

	Related Topics

	Part 8: Firmware Upgrade
	Feature Overview
	Use Cases
	8.1 Firmware Version Viewing
	Feature Overview
	Accessing Firmware Information
	From Device List
	From Device Details

	Firmware Status Indicators
	8.2 Uploading Firmware Files
	Feature Overview
	Prerequisites
	Upload Process
	File Validation
	Managing Uploaded Firmware
	File Actions

	Best Practices
	8.3 Batch Upgrade
	Feature Overview
	Planning a Batch Upgrade
	Pre-Upgrade Checklist

	Starting a Batch Upgrade
	Related Features

	Part 9. Device Discovery
	Overview
	Key Benefits
	9.1 Automatic Discovery
	Understanding Automatic Discovery
	How Automatic Discovery Works
	Starting Automatic Discovery
	Quick Start Method
	Advanced Discovery Options

	Understanding Discovery Results
	Device Status Indicators

	Adding Discovered Devices
	Troubleshooting Discovery Issues
	Discovery Modes Explained
	Multicast Mode
	Unicast Mode
	Combined Mode (Both)

	Optimizing Discovery
	For Best Results
	Common Issues and Solutions

	Security Considerations
	Discovery Security
	Best Practices


	Summary
	Quick Reference

	Related Topics

	Part 10. Credential Management
	Overview
	Key Benefits
	10.1 SSH Credentials
	Understanding SSH Credentials
	How SSH Keys Work
	Creating SSH Credentials
	Initial Setup
	Creating New SSH Keys

	Managing SSH Keys
	Viewing Existing Keys
	Key Operations

	Using SSH Credentials with Devices
	Associating Keys with Devices

	SSH Terminal Access

	10.3 Credential Security
	Security Best Practices
	Password and Key Management

	Credential Storage Security
	Encryption at Rest
	Encryption in Transit

	Security Monitoring
	Audit Logging
	Security Alerts

	Compliance and Standards
	Industry Standards
	Regular Security Tasks

	Emergency Procedures
	Credential Compromise Response
	Backup and Recovery

	Security Checklist

	Summary
	Quick Reference

	Related Topics

	Part 11: System Settings
	Overview
	Why System Settings Matter
	11.1 Basic Settings
	Accessing Basic Settings
	API Configuration
	Key API Settings
	How to Configure API Settings

	Security Settings
	Important Security Parameters


	11.2 Network Configuration
	Management Network Settings
	Configuring Management IP


	11.3 Notification Settings
	Email Notifications (SMTP Configuration)
	Setting Up Email Notifications
	Common Email Providers Settings
	Testing Email Configuration

	Alert Notification Preferences
	Notification Delivery Methods

	11.4 Backup and Recovery
	Understanding Backups
	Automatic Backup Configuration
	Setting Up Automatic Backups

	Data Retention Policies
	Configurable Retention Periods
	Setting Retention Policies


	Summary
	Next Steps
	Related Topics

	Part 12: User Management
	Overview
	Why Single Administrator Design?
	12.1 Administrator Account
	Understanding the Admin Account
	Initial Setup Process
	Default Credentials (First Login Only)
	Mandatory Setup Steps

	Managing Your Admin Profile
	Accessing Profile Settings
	Updatable Information
	Saving Profile Changes

	Password Management
	Changing Your Password
	Password Recovery

	Emergency Access Recovery

	12.2 Access Control
	Administrator Capabilities
	Device Management
	Configuration Management
	System Administration
	Monitoring & Alerts
	Security Functions

	Protecting Admin Access
	Administrative Best Practices

	12.3 Login Security
	Authentication Security Features
	Password Policy Enforcement
	Session Management
	Brute Force Protection

	Login Monitoring
	Security Recommendations

	12.4 Operation Audit
	Understanding Audit Logs
	Accessing Audit Logs
	Audit Log Details
	Using Logs for Troubleshooting
	Audit Best Practices

	Summary
	Security Checklist
	Next Steps
	Related Topics

	Part 13: Log Management
	Overview
	Why Log Management Matters
	13.1 System Logs
	Understanding System Logs
	Log Levels Explained
	Accessing System Logs
	Real-Time Log Viewer

	Filtering and Searching
	Filter by Log Level
	Search Functionality

	Real-Time Streaming

	13.2 Operation Logs
	What Gets Logged
	Viewing Operation Logs
	Operation Log Details
	Security Monitoring
	Failed Login Monitoring
	Configuration Change Tracking

	Compliance Reporting

	13.3 Device Logs
	Types of Device Logs
	Accessing Device Logs
	From Device List
	From Log Viewer

	Device Log Analysis
	Connectivity Issues
	Configuration Problems
	Performance Monitoring

	Device Event Correlation

	13.4 Log Export
	Export Options
	Export Formats

	Exporting Logs
	Quick Export
	Advanced Export

	Export File Structure
	JSON Format Example
	Text Format Example

	Log Archival
	Archival Strategy
	Automated Archival

	Log Analysis Tools
	Export Best Practices

	Summary
	Best Practices Checklist
	Next Steps
	Related Topics

	Part 14. Common Problems
	14.1 Connection Problems
	Device Shows "Offline" Status
	What You'll See
	How to Fix It
	Still Not Working?

	Can't Access Device Settings
	What You'll See
	How to Fix It

	Dashboard Not Updating
	What You'll See
	Quick Fix Steps


	14.2 Configuration Problems
	Changes Not Saving
	What You'll See
	How to Fix It

	WiFi Network Not Appearing
	What You'll See
	Step-by-Step Solution

	Group Settings Not Working
	What You'll See
	How to Solve


	14.3 Performance Problems
	Pages Loading Slowly
	What You'll See
	Speed Things Up

	System Becomes Unresponsive
	What You'll See
	Recovery Steps

	Reports Taking Too Long
	What You'll See
	Solutions


	14.4 Upgrade Problems
	Can't Upload Firmware File
	What You'll See
	How to Fix

	Device Upgrade Gets Stuck
	What You'll See
	What to Do

	Multiple Devices Upgrade Failing
	What You'll See
	Best Practices
	Upgrade Checklist


	Getting Help
	What Information to Gather
	How to Contact Support

	Quick Reference Card
	Common Messages and What They Mean
	Keyboard Shortcuts


	Part 15. Glossary
	A
	Access Point (AP)
	Alert
	API Key
	Auto Discovery

	B
	Backup
	Bandwidth
	Batch Operation

	C
	Channel
	Channel Width
	Configuration Template
	CPU Usage
	Credential

	D
	Dashboard
	Device
	Device Group
	DHCP (Dynamic Host Configuration Protocol)

	E
	Encryption

	F
	Firmware
	Frequency Band

	G
	Gateway
	Guest Network

	H
	Health Check
	Hostname

	I
	IP Address

	L
	LAN (Local Area Network)
	Log

	M
	MAC Address
	Memory Usage
	Monitoring

	N
	Network Interface
	Network Topology

	O
	Offline Status
	Online Status

	P
	Port
	Power Level

	R
	Reboot
	Rollback

	S
	SSID (Service Set Identifier)
	SSH (Secure Shell)
	SSL/TLS
	Status
	Subnet

	T
	Template
	Throughput
	Timezone
	Transmit Power

	U
	Uptime
	UUID (Universally Unique Identifier)

	V
	VLAN (Virtual Local Area Network)

	W
	WAN (Wide Area Network)
	Wi-Fi Session
	Wireless Client
	Wireless Standard
	WPA2/WPA3


	Part 16. Technical Support
	Getting Help
	Before Contacting Support

	Support Channels
	1. Online Support Portal
	2. Email Support
	3. Phone Support
	4. Remote Assistance

	Self-Service Resources
	Knowledge Base
	Community Forum
	Video Tutorials

	Warranty and Service
	Standard Warranty
	Extended Support Plans

	Reporting Issues
	Bug Reports
	Security Vulnerabilities

	Training and Certification
	Online Training
	Webinars
	Certification Program

	Feedback and Suggestions
	Product Feedback
	Documentation Feedback

	Quick Reference
	Important Links
	Contact Summary
	Emergency Support Checklist

	Regional Offices
	Asia Pacific Headquarters
	Additional Offices



